Yealink

User Access Level of Web/Phone/Handset User

Interface

Overview

User access levelfeature is used to achieve different access leves for different authorized users.
It is useful for protecting the IP phone from unauthorized configuration, and popularly used for
the Hosted PBX solution. The following describes how to customize the access permission for

configuration s on the web user interface and phone user interface.
This guide applies to the following Yealink IP phones:

SIP VRT49G, CP86(nd W56P IP phones running firmware version 80 or later

SIRT48G,SIRT48S,SIRT46G,SIRT46S,SIRT42G SIRT42S SIRTA1P, SIRT41S,SIRT40P,
SIRT29G, SIPT27P,SIRT27G SIRT23P/G, SIPT21(P) E2and SIRT19(P) E2 IP phones

running firmware version 81 or later

Scenario

For aHosted PBXsolution, IP phones are provided to customers for free but required a

minimum consumption monthly . All PBX servicesassociated featureson the deployed IP phones

are preconfigured to avoid customersf r om usi ng ot hsewicekudshe Hadted® B X Q s
PBXsystem administrator can restrict the user access permission using user access level feature.

For example,the Hosted PBXsystem administrator restricts the write permission of the account
associated configurations. This means customers can only readthese configurations on both

web user interface and phone user interface.

Introduction

Yealink SIPVP-T49G,SIRT48GFS, SIRT46G S,SIRT42GS, SIRT41RS, SIRT40P,SIRT29G,
SIRT27RG, SIRT23P/G, SIRT21(P) E2SIRT19(P) E2CP860and W56P IP phones support
access levelsof admin, var and user.The following describes the detailed information of each

access level:

Admin : The administrator access level. With this access levehll configurations on both
web user interface and phone user interface can be read and written. The authentication

identity for this access level isadmin . And the default password is admin .

Var: The value-added reseller accesslevel. Generally, with this access level, most
configurations on the web user interface and phone user interface can be read and written.

The authentication identity for this access level isvar. And the default password is var.
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User: The end user accesdevel. Generally, only a few configurations are allowed to be
written and read for access user. The authentication identity for this access level isuser.

And the default password is user.

Specification

Accesspermissions of all configuration items available on YealinkW56P/SIP
VP-T49G/SIRT48G/T48SITA6G/TA46S/TA2GIT42SITA1P/TA1S/TAOP/T29G/T27PIT27G/T23P/T23G
/T21(P) E2/T19(P) E2/CP86IP phones@web user interface and phone/handset user interface can

be defined in a fixed WebltemsLevel.cfg file. Eachconfiguration item in the file is formatted as:.
ltemName = X1X
The valid values of X, X include O, 1, 2 and 3.

X1 is used for specifying the access level. The access level2 = admin, 1 = var, 0= user, 3 =

none.

Xz is used for defining the access permission.2 means the configuration item is read-only for X1
and higher access levels the highest is always writable 1 means the configuration item is
read-only for X1 access level, and writable for higher access levels. 0 means theonfiguration
item is writable for X1 and higher access levels. 3 means the configuration item is readonly for

X1 and higher access levels.

The following table lists the possible values of X1Xz and the configuration results with different

access levels

(W: writable; R: readonly; N: hidden)

Results
admin (2) var (1) user (0)
Values of X1Xo

0 WR WR WR

1 WR WR N
2 WR N N
3 N N N
00 WR WR WR
01 WR WR R
02 WR R R
03 R R R
10 WR WR N
11 WR R N
12 WR R N
13 R R N
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Results
admin (2) var (1) user (0)
Values of X 1X;
20 WR N N
21 WR N N
22 WR N N
23 R N N
30/31/32/33 N N N
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Application

This section will introduce procedures to configure access permission of the web user interface

in detail. The flow chart of configuring user access level is shown as below:

Note: The boot file is only applicable to IP phones running firmware version 81 or later. The
parameter varies from firmware version to firmware version (refer to Configuring YealinkIP

Phones).

Edit the desired configuration items in the Yealinksupplied template file

] WebltemsLevel .cf gDz

Upload the WebltemsLevd.cfg file to the directory of the provisioning server.

A4

Edit the configuration file (e.g., y000000000028cfg, features.cfg):

2. Configure the value of the parameterjst at i ¢. web _i tem_|l evel

(e.q.,ftp:/ <ServerlPAddress>MWebltemsLevel.cfg

A\ 4

Upload the configuration file (e.g., y000000000028&cfg, featurescfg) to the
directory of the provisioning server.

A\ 4

Edit the boot file (e.g., yOO0O000000@0.boot):

1. Reference the configuration file in the boot file (e.g., include: config
j f t gBerverPAddress>features.cfgDZ

\4

Upload the boot file (e.g., yO0O0000000@0.boot) to the directory of the

provisioning server.

Trigger the IP phone to perform auto provisioning.

\4

Settings take effect after phone reboot. You can login the web user interface
with different access levels to check the settings.

1. Setthe value of parameter] st ati c. secutoil.t y. var _lenabl eDz

.ur

Dz
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Customizing Webltems Level.cfg

You canask Yealink Fidd Application Engineer for th e template file JWebltemsLevel.cfgDor you

can download it online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .

We recommend you only edit the desired configuration items in the supplied
jWebltemsLevelcfg" file, and keep other configuration items constant.

WebltemsLevel.cfg downloaded via auto provisioning will override that in the phone flash.
Access level of any configuration item missed (including configuration value left blank) in the
downloaded WebltemsLevel.cfg file will be changed to user by default.

Web User Interface

The following shows configuration segments for the web user interface in the

WebltemsLevel.cfg file for reference:

Sample 1: Configuration items in the Webltem sLevel.cfg for navigation bar settings of the

Features page

[ Features ]
features-forward = 0
features-general = 0
features-audio = 0
features-intercom = 0
features-transfer = 1
features-callpickup = 0
features-remote = 2
features-phonelock = 0
features-acd =0
features-sms = 2
features-actionurl = 1
features-bluetooth = 0

features-powerled = 2

features-notifypop = 0



http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage.
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According to the above configuration of access level, when logging in the web user interface

with user access level, the web user interface displayss below:

Yealink | v

Account Network Directory Security

Forward&DND Foriad
Forward Emergency Deabled - 9
General Call Forward
Information Forward Authorized Numbers (7] I alows users to redrect an
Incoming cal to a third party.
Mode © phone ) Custom @
Audio Call Forward Mode
Account (2} Phone: Cal forward feature &
Intercom effective for the IP phone.
AoNDYS Fones on @ of @ Custom: Cal forvard feature
Call Pickup Target o m:; ::Moned for each or at
Phone tock s o Do ot Disturb (OND)
Off Code (2] R alows B phones to gnore
ACD ncoming calls.
Busy Forward on % of @
Bluet DND Mode
DO Target (2] Phone: DND feature & effective
for the 1P phone,
Notification Popups On Code (7] Custom: OND feature Gan be
configured for each oc al
Off Code (7} accounts.
o Answer Forward on @ off @
@ You can dick here to get
After Rng Time(0~120s) 12 A 7 ] more guides.
Target 12
0On Code (7]
Off Code (7]
oo @
OND Emergency Dsabled - 0
DND Authorzed Numbers (7]
Mode @ phone  Custom @
Account (7]
OND Status on @ off @
ONO On Code (7}
DND Off Code 7]
| Confem Cancel
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When logging in the web user interface with var access level, the webuser interface displaysas

below:

Yealink | v

Account Network

Directory Security

Forward&DND

General
Information

Audio
Intercom
Transfer
Call Pickup
Phone Lock
ACD

Action URL
Bluetooth

Notification Popups

Forward
Forward Emergency
Forward Authorzed Numbers
Mode
Account
Abways Forward
Target
On Code

On Code
Off Code

Ho Answer Forward
After Rng Tne(0~120s)
Target
On Code
Off Code

oo @

ONO Emergency

OHD Authorzed Numbers

Mode

Account

OND Status

DHD On Code

OND Off Code

Deabled - 9
o
® phone ' Custom @
o
on ® off @
(2]
(]
(]
on & of @
2]
(2]
©
on @ 0f @
12 - @
(2]
(2]
(2]
Deabled - @
(2]
® phone O Custom @
12}
on @ of @
(2]
(7]
| Cancel

Call Forward
I alows users to redrect an
Incoming call to a third party.

Call Forward Mode

Phone: Gl forward feature &
effective for the IP phone.
Custom: Cal forward feature
a@n be configured for each or all
accounts.

Do Not Disturb (OND)
& alows 2 phones to ignoce
incoming calls.

DND Mode

Phone: DND feature & effective
for the P phone.

Custom: OND feature can be
configured for each oc al
accounts.

@ You can dick here to get
more guides.
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When logging in the web user interface with admin access level, the web user interface displays

as below:

Yealink | v
Forward&DND Forwaed
Forward Emergency Dsabled - 9
General Call Forward
Information Forward Authorzed Numbers (2] I alows Users to redrect an
incoming call to a third party,
Mode ® phone O Custom @
Ao Call Forward Mode
Account o Phone: Cal forward feature &
Intercom effective for the IP phone,
¥ on ® off @ Custom: Cal forward feature
Transfer T can be configured for each or al
o o accounts,
Cal Pickup fa,0de @ Do Not Disturb (DND)
Off Code 2] R alows B phones to ignoce
Reémote Control ncomng cals.
Busy Forward on @ of @
DND Mode
e Ladk Target (7] Phone: OND feature & effective
. for the P phone.
ACD On Code (7] Custom: DND feature can be
configured for each or al
SMS Off Code (7] accounts.
o Answer Forward Oon & off @
Action URL You can dlick here to get
After Ring Tme(0~120s) 12 - @ more guides.
Bluetooth Target Q
Power LED 0n Code (7]
Off C
Notification Popups aee o
oo @
DHOD Emergency Dsabled - 9
DND Authorzed Numbers 0
Mode © phone ) Custom @
Account (2]
DND Status on @ of @
OHO On Code @
DND Off Code (7}
Confem Cancel

Note: Configuration items for navigation bar are not writable on both web user interface and
phone user interface. So, configuration items for navigation bar can be configured only using

the format JltemName = XDZ

If the accesspermission of the first navigation configuration item for each main page is

restricted, the access to the main web page will be denied.

The following table lists the first navigation configuration items for each main page:

Main Page First Navigation Item Configuration Item
Account Register account-register
Network Basic network-basic

Line Key x11 (for SIP
VP-T49G SIRT48GT48S),
Line Key 19 (for
DSSkey/ Dsskey

] SIRT46G/T46S/T29G), )
(not applicable ) linekey

Line Key 17 (for SIRT27RG),

to W56P) )
Line Key 15 (for
SIRT42G/T42SIT41PT419),

Line Key for SIRT40P/T23P/T23Q,
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Main Page First Navigation Item Configuration Item

Line Key (forSIRT21(P) E2,
Programable key (for SIRT19(P)

E2CP860)
Features Forward&DND features-forward
Settings Preference settings-preference
Directory Local Directory contacts-basic
Security Password password

For example, set the value of the configuration item jsettings-p r e f e rteebe t. e DZ

When logging into with user access level, the access to the Settings web page will be denied.

Log Out
English(English) ¥

Yealink | v

Account Settings Directory
Preference NOTE
Time & Date Language
Selects a language for the web
Call Display . . . user interface.
Permission denied! uve Dlpad
Upgrade allows IP phones to
Py automatically dial out the
. entered phone number after a
Auto Provision specified period of time.
a Backlight
Configuration Specifies the brightness of the
LCD screen display.
Dial Plan
Contrast
~ Specifies the contrast of the
Voice LCD screen display.
. Ring Tones
Ring A ring tone that wil alert you
when a call comes in for the IP
Tones phone.
Softkey Layout You can click here to get
more guides.
TRO69
Voice Monitoring
SIP

Sample2: Configuration items in the Webltem sLevel.cfg for the Register settings of Account

page:

[ Account-Register ]

switch-account = 0

account_status =0

line_active =0

account_label =11

display_name = 01

register_name = 03

user_name =01

account_password = 12
enabled-outbound -proxy-server = 01
outbound -proxy-server = 01
backup-outbound -proxy-server = 01
NAT _traversal= 12
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sip_server = 2
sip_server2 =2

outbound -proxy-server-port = 2

backup-outbound -proxy-server-port = 2

According to the above configuration of access level, when logging in the web user interface

with user access level, the web user interface displayss below:

Yealink | v

Account Network DSSKey Features Settings

User Name

Enable Qutbound Proxy Server
Qutbound Proxy Server 1
Qutbound Proxy Server 2

Proxy Fallback Interval

240161

Enabled v

ylas.yealink.com

QOO0 OO0

3600

Cancel

Register

Register Status Registered
Basic Account Registration

Line Active | Enabled v Registers account(s) for the IP
Codec phone.

Display Name 240161

Server Redundancy

Advanced Register Name 240161 It is often required in VoIP

deployments to ensure
continuity of phone service, for
events where the server needs
to be taken offine for
maintenance, the server fais, or
the connection between the IP
phone and the server fails.

HAT Traversal

A general term for techniques
that establish and maintzin 1P
connections traversing NAT
gateways. STUN is one of the
NAT traversal technigues.

When logging in the web user interface with var access level, the web user interface displaysas

below:

Yealink | v

Account

Network

DSSKey

Features

Cancel

Register
Register Status Registered
Basic Account Registration
Line Active Enabled v e Registers account(s) for the 1P
Cod phone.
odec Label 240161 @
Server Redundancy
Advanced Display Name 240161 (7] It is often required in VoIP
deployments to ensure
l— continuity of phone service, for
Register Name 240161 @ events where the server needs
to be taken offine for
User Name 240161 e maintenance, the server fails, or
the connection between the 1P
Password seemenes (2] phone and the server fals.
HAT Traversal
Enable Qutbound Proxy Server Enabled v e A general term for technigues
that establish and maintain IP
Outbound Proxy Server 1 ylas.yealink.com e connections traversing MAT
gateways. STUN is one of the
Outbound Proxy Server 2 e NAT traversal techniques.
Proxy Fallback Interval 3600 e ¥ @ T
NAT Disabled @ for this account.

You can click here to get
more guides.

10
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When logging in the web user interface with admin access level, the web user interface displays

as below:

164 Out

Yealink | v - —

Network DSSKey Features Settings Directory Security

Register = z 2 NOTE
Regster Status Regstered
Basic Account Registration
Line Active Enadled A 7} Registers account(s) for the IP
one.
Codec Label 240161 (7} e
Server Redundancy
Advanced Obplay Kame 250161 (2] It & often requred n VoIP
r“"—', = deployments to ensure
SAPE vame 20161 L continuky of phone service, for
User Name 240161 events where the server needs
o to be taken offine for
Password secscene (2] maintenance, the server faks, or
the connection between the IP
SIP Server 1 @) phone and the server fals.
Server Host yas.yeaink.com Port 5060 (7] NAT Traversal
A general term for techniques
Transport uop ~ 9 that establsh and mantan 1P
connections traversng NAT
Server Bxpres 3600 (7] gateways. STUN s one of the
S - Py NAT traversal techniques.
SIP Server
2 0 You can configure NAT traversal
Server Host Port 5060 Q for ths account.
Transport uoP - 9 @ You can dick here to get
more guides.
Server Expres 3600 (7]
Server Retry Counts 3 Q
Enable Outbound Proxy Server Enabdled - 9
Outbound Proxy Server 1 yas.yeaink.com Port 5060 Q
Outhsund Mrawy Carver 2 Pare 5060 (7]
Proxy Falback Interval 3600 (2]
NAT Dsabled - @
[ oren ) [omai )

For more information on parameters of the WebltemsLevel.cfgfile, refer to Appendix-A

Configuration Parameters on page 23.

Phone/Handset User Interface

For SIP
VP-T49G/SIP-T48G/T48S/T46G/T46S/T42G/T42SIT41P/T41S/TA0P/T29G/T27P/T27GI/T23
P/T23G/T21(P) E2/T19(P) E2/CP860 IP phones:

The following shows configuration segments for the phone user interface in the
WebltemsLevel.cfg file for reference:

If you set the access permission of the high level, itwill have an impact on that of the low level.
In the following examples, the call forward menu has a higher level than always forward/busy

forward/no answer forward submenu.

11
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Examplel: Configuration items in the WebltemsLevel.cfg for call forward menu and its submenu

settings:

[GUI]
callcontrol_forward = 02
always forward = 10
busy-forward = 00

NoAnswer-forward = 00

Note: The configuration of busy forward is the same as the one of the no answer forward, so the

following figures take busy forward as an example.

According to the above configuration of access level, when logging in to the phone user
interface with user access level, the access permission of each submenu is displayed as below:

Always forward submenu is hidden for user access level:

Busy forward/no answer forward submenu is read-only for user access level:

Busy Forward

When logging in to the phone user interface with var access level, the access permission of each

submenu is displayed as below:

12
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Always forward submenu is read-only for var access level:

Busy forward/no answer forward submenu is read-only for var access level:

When logging in to the phone user interface with admin access level, the phone user interface
displays as below:

Always forward submenu is writable for admin access level:

Switch

13
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Busy forward/no answer forward submenu is writable for admin access level:

Busy Forward

Switch

Example2: Configuration items in the WebltemsLevel.cfg for call forward menu and its submenu

settings:

[GUI]
callcontrol_forward = 00
alwaysforward = 01
busy-forward = 02

NoAnswer-forward = 00

According to the above configuration of access level, when logging in to the phone user
interface with user access level, the access permission of each submenu is displagkas below:

Always forward submenu is read only for user access level:

Always Forward

Busy forward submenu is read only for user access level:

Busy Forward

14
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No answer forward submenu is writable for user access level:

No Answer Forward

Switch

When logging in to the phone user interface with var access level, the access permission of each
submenu is displayed as below:

Always forward submenu is writable for var access level:

Switch

Busy forward submenu is readonly for var access level:

15
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No answer forward submenu is writable for var access level:

No Answer Forward

Switch

When logging in to the phone user interface with admin access level, the phone user interface
displays as below:

Always forward submenu is writable for admin access level:

Switch

Busy forward submenu is writable for admin access level:

Switch

16
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No answer forward submenu is writable for admin access level:

Switch

For W56P IP DECT phones:

The following shows configuration segments for the handset user interface in the

WebltemsLevel.cfg file for reference:

If you set the access permission of the high level, itwill have an impact on that of the low level.
In the following examples, the Settings menu has a higher level than other submenus.

Example: Configuration items in the WebltemsLevel.cfg for Telephony submenu settings:

[ GuUI]

Auto_Answer = 01
Auto_Intercom = 02
Default_Line = 03
Incoming_Lines = 02
Speed_Dial =0

Blacklist = 1

According to the above configuration of access level:

For user access levelthe Blacklistsubmenu is hidden. The Auto Answer, Auto Intercom, Default
Line and Incoming Linessubmenus are read-only. Only the Speed Dial submenu is writable.

For var access levelthe Auto Intercom, Default Line and Incoming Lines submenus are

read-only. The Auto Answer, Speed Dial and Blacklist submenus are writable.
For admin access level, only the Defalt Line submenu is read-only, the others are writable.

For more information on parameters of the WebltemsLevel.cfg file, refer to Appendix-A

Configuration Parameters on page 23.

17
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Configuring Yealink IP Phones

User access levefeature is disabled for Yealink W56P/SIP
VP-T49G/SIRT48G/TA8S/TA6G/TA6S/TA42G/TA2S/TA1P/T41S/TA0P/T29G/T27P/T27G/T23P/T23G
/T21(P) E2/T19(P) E2/CP86IP phones in neutral firmware version by default. Before using this
feature, you need to enable it through auto provisioning introduced asfollowing. User access

level feature is configurable only via configuration files.

For SIP VP-T49G/CP860/W56P:

To configure user access level feature for Yealink IP phones:

1. Edit the following parameters in the configuration file (e.g., yO00000000051.cfg).

Parameter s Permitted Values Default

security.var_enable Oorl 0

Description :

This parameter is used to enable or disablethe login of the web/phone/handset user

interface with different access levels
0-Disabled

1-Enabled

Note : It takes effect after reboot.
Web User Interface:

None

Phone User Interface:

None

security.default_access_level 0,1o0r2 0

Description :

This parameter is used to configure the default access level to access the

phone/handset user interface.

0-user

1-var

2-admin

Note:ltwor ks only i f the value of the para
(Enabled).lt takes effect after reboot.

Web User Interface:

18
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Parameter s Permitted Values Default

None
Phone User Interface:

None

FTP, TFTP, HTTP or
web_item_level.url Blank
HTTPS download URL

Description :

This parameter is used to configure the access URL of thaNebltemsLevelcfg file.
Note : It takes effect after reboot.

Web User Interface:

None

Phone User Interface:

None

The parameter settings in the configuration file for reference are shown as below:

security.var_enable = 1

web_item_level.url = ftp://192.168.1.100WebltemsLevel.cfg

security.default_access_levet 1
2. Upload the configuration file to the directory of the provisioning server.
3. Configure the access URL of the provisioning server for the IP fone.
4. Trigger the IP phone to perform auto provisioning.

For more information on auto provisioning Yealink IP phones, refer to Yealink SIPT2
Series T19(P) E2 T4 &=y CP860W56P IP_Phones Auto Provisioning Guide

19
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For
SIP-T48G/T48S/T46G/T46S/T42G/T42S/T41P/T41S/T40P/T29G/T2
7P/T27G/T23P/T23G/T21(P) E2/T19(P) E2:

To configure user access level feature for Yealink IP phones:

1. Edit the following parametersin the configuration file (e.g., features.cfg).

Parameter s Permitted Values Default

static.security.var_enable Oorl 0

Description :

This parameter is used to enable or disablethe login of the web/phone user interface
with different access levels

0-Disabled

1-Enabled

Note : It takes effect after reboot.
Web User Interface:

None

Phone User Interface:

None

static.security.default_access_level 0,1o0r2 0

Description :

This parameter is used to configure the default access level to access the phone user

interface.

O-user

1-var

2-admin

Note:l't works only if the value of the pa
(Enabled).It takes effect after reboot.

Web User Interface:

None

Phone User Interface:

None

static.web_item_level.url FTP, TFTP, HTTP or Blank

20
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Parameter s Permitted Values Default

HTTPS download URL

Description :

This parameter is used to configure the access URL of theNVebltemsLevelcfg file.
Note : It takes effect after reboot.

Web User Interface:

None

Phone User Interface:

None

The parameter settings in the configuration file for reference are shown as below:

static.security.var_enable =1
static.web_item_level.url = ftp://192.168.1.100W ebltemsLevel.cfg
static.security.default_access_levet 1

2. Upload the configuration file to the directory of the provisioning server.

3. Reference the configuration file in the boot file (e.g., yOO0000000@0.boot).
i ncl ude: c @92.168.1.10pfdaturps.cigDz

4. Upload the boot file to the directory of the provisioning server.

5. Configure the access URL of theprovisioning server for the IP phone.

6. Trigger the IP phone to perform auto provisioning.

The boot file is only applicable to IP phones running firmware version 81 or later. For more
information on auto provisioning Yealink IP phones, refer to Yealink SIPT2 Series T19(P)
E2 T4 Series IP_Phones Auto Provisioning Guid81

Logining the Web/Phone/Handset User Interface with Different
Access Levels

When the user accesslevel is enabled,you can login the web/phone /handset user interface with
different access leveb.

To log in the web user interface  with different access level s:

1. PresstheOK/S keywhen the phone is idle to obtain the IP address.
For W56P, pess the OK->Status->Base to obtain the IP address.

2. Enter the IP address (e.g.http://192.168.0.10 or 192.168.0.10) in the address bar of web
browser on your PCand then press the Enter key.

3. Enter the user name (admin/var/user) and password (admin/var/user) in the login page.

4. Click Confirm to login.

21
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When logging in with different access levels, you can see different permissions of web user
interface.

To log in the phone user interface  with different access leve Is:

1. PressMenu->UserMode .

2. Press@ or @ , or the Switch soft key to select the desired access level in theUser
Type field.

3. Enterthe passwordin the Password field.

UserMode

4. Press theSave soft key to accept the change.
You can see different permissions of phone user interface when logging in with different access
levels.

To login the handset user interface with different access level  s:

1. PressOK->User Mode .

2. Press« orp to select the desired access levein the User Type field.
3.  Enter the passwordin the Password field.

4. Press theSave soft key to accept the change.

You can see differentpermissions of handset user interface when logging in with different

access levels

22
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Appendix -A . Configuration Parameters

Configuration Parameters of Web User Interface

The following table lists configuration items in the WebltemsLevel.cfg file with associated

configuration s on the web user interface (take SIRT46G IP phones as an example for reference)

Section Header

Parameters and
Default Value

Configuration Items on the  Web User

Interface

[ Status-Menu ]

Status-Basic = 0

Status->Status (the whole page)

Status-RTP =0

(not applicable to
W56P IP DECT

phones)

Status->RTP Status(the whole page)

Status-VolP =0

(only applicable to
W56P IP DECT
phones)

Status->Handset&VolP

Status-TalkStats = 0

(only applicable to SIP
VP-T49G IP phones)

Status->Talk Statistics (the whole page)

[ Status ]

version =0

Status->Version

Version g
Firmware Version 28.81.0.5

Hardware Version 28.0.0.128.0.0.0

DeviceCertificate = 0

(not applicable to SIP

Status->Device Certificate

Device Certificate

VP-T49G/CP860/
Device certificate Factory Installed
W56P IP phones)
Status->Network
network = 0 Network @
Internet Port IPv4 & IPvE

IPv4 =0 Status->IPv4
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) Parameters and Configuration Items on the  Web User
Section Header
Default Value Interface
v @
WA Part Type DHCP
WiAN [P Address 10,3.6.205
Subnet Mask 255.255,253.0
Gateway 10.3.6.254
Primary DMNS 192.168.1.167
Secondary DS 192.168.1.166
Status->IPv6
IPv6 =0 -0
(nOt applicable tO WA Part Type DHCP
WAl IP Address 2006:1:1:1:215:65ff: fed45:6247 /64
W56P |P DECT Gateway 2006:1:1:1:: /64
phor‘leS) Prirnary DMS
Secondary DNS

[ Status ]

NetworkCommon = 0

Status->Network Common

Network Common @
MAC Address 0015654146DD

WAN Prot Status

PC Port Status Link Down
Device Type Router
Uptime 0 days 21:35

100Mbps Full Duplex

Status->Account Status

AccountStatus = 0 Account Status @
. Accountl 10106@10.2.1.199 : Registered
(nOt appllcable to Account2 Disablad
W56P IP DECT Account3 Disabled
phones) Account4 Disablad
AccountS Disabled
ACCOUNtE Disablad
Status->Ext
For SIRT29G and SIPT27RG:
Ext=0 et @
. EXP20 1 Hardware Version 32.1.0.0
(only appllcable to EXP20 i Firmware Version 9.16.0.0
SIRT48G/T48S/T46G/
T46ST29G/T27H For SIRT48G'S and SIRT46G'S:
T27GIP phones
P ) et @
EXP40 1 Hardware Wersion 66.0.0.0
EXP40 1 Firmwware Wersion 6.16.0.0

[ Status-VolP ]

registered-handset =

Status->Registered Handsets
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Section Header

Parameters and
Default Value

Configuration Items on the  Web User

Interface

(only applicable to
W56P IP DECT

phones)

0

registered-new-hands
et=0

Status->Register New Handsets

voip-status =0

Status->Paging Status

Paging =0

Status->VolIP Status

[ RTRStatus ]

(only applicable to
SIPVP-T49GIP

phones)

rtcp-status = 11

Status->RTP Status

start Time 2015-10-10 12:58:03 Stop Time 2015-10-10 13:07:03
Local user 1010 Remote user 1020

Locl P 10.10.20.31 Remote IP 10.10.20.37
Local Port 50000 Remote Port 11786

Local codec G722 Remote codec G722

Jicter 479 JitterBufferhlax a

Packets Lost 16777215 NetworkPacketlossRate  0.000000
M0S-LQ 0.000000 MDS-CQ 0.000000
RoundTripDelay 0 EndSystembelay 0
SymmOneWayDelay 0 Interarrivalitter 0

[Refresh |

Status->Talk Statistics

[ Talk— Stats ] Switch Tak: | Lily [+]
Type Parameter Recw(62 kb/s) ISend(62 kb/s)
Onl a |icab|e tO Codec 6722 G722
( Yy app talk-stats = 0 Bandwidth 62 kb/s 162 kbs
SIPVP-T49GIP samp Rare 15k s &
Audio
phOﬂeS) itter 120 ms 3 ms
ITotal Packets Lost 0 0
Packets Lost Rate 0% 0%
account-register = 0 Account->Register (the whole page)
account-basic =0 Account->Basic (the whole page)
account-codec = 0 Account->Codec (the whole page)
account-adv = 2
(O for SIP
Account->Advanced (the whole page)
VP-T49G/CP860/
W56P IP phones)
[ Account ] account-assign = 0

(only applicable to
W56P IP DECT

phones)

Account->Number Assignment (the whole
page)

account-handsetnam
e=0

(only applicable to
W56P IP DECT

phones)

Account->Handset Name (the whole page)
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) Parameters and Configuration Items on the  Web User
Section Header
Default Value Interface

account-direct = 0
(only applicable to SIP | Account->SIP IP Call (the whole page)
VP-T49G IP phones)

switch-account = 0

(not applicable to
SIRT19(P) EZCP860

Account->Register->Account

IP phones)

account_status =0 Account->Register->Register Status
line_active =0 Account->Register->Line Active
account_label=0 Account->Register->Label
display_name =0 Account->Register->Display Name
register_name =01 Account->Register->Register Name
user_name =01 Account->Register->User Name

account_password =
01

(2 for SIP Account->Register->Password
VP-T49G/CP860/

W56P IP phones)

enabled-outbound -pr

[ Account-Register oxy-server = 2

] Account->Register->Enable Outbound
(01 for SIP

Proxy Server
VP-T49G/CP860/

W56P IP phones)

SIP VRT49G/CP860/W56P

Account->Register->Outbound Proxy
Serverl

Account->Register->Outbound Proxy
outbound -proxy-serv

Serverl->Port
er=2

(01 for SIP |0uthuund Praxy Server 1 Port | 5060
VP-T49G/CP860/

SIRT48G/T48S/TA6G/TA6S/TA2G/T42S/T41
P/T41S/TA0P/T29G/T27P/T27G/T23P/T23G/
T21(P) E2/T19(P) E2:

WS56P IP phones)

Account->Register->Outbound Proxy

Serverl
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Section Header

Parameters and
Default Value

Configuration Items on the  Web User

Interface

[ Account-Register

]

outbound -proxy-serv
er-port = 2

(not applicable to SIP
VP-T49G/CP860/

W56P IP phones)

Account->Register->Outbound Proxy

Server1->Port

backup-outbound -pr

oxy-server= 2

(01 for SIP
VP-T49G/CP860/

W56P IP phones)

SIP VRT49G/CP860/W56P

Account->Register->Outbound Proxy

Server?2

Account->Register->Outbound Proxy
Server2->Port

|0uth0und Proxy Server 2 Port | 5060

SIRT48G/T48S/TA6G/T46S/TA2G/T42S/T41
P/T41S/TA0P/T29G/T27P/T27G/T23P/T23G/
T21(P) E2/T19(P) E2:

Account->Register->Outbound Proxy
Server2

backup-outbound -pr

OoXxy-server-port = 2

(not applicable to SIP
VP-T49G/CP860/

W56P IP phones)

Account->Register->Outbound Proxy
Server 2>Port

proxy-fallback-interva
=2

(01 for SIP
VP-T49G/CP860/

WS56P IP phones)

Account->Register->Proxy Fallback Interval

transport-item = 2

(only applicable to SIP
VP-T49G/CP860/

W56P IP phoneg

Account->Register->Transport

NAT traversal =2

SIRT48G/T48S/TA6G/TA6SITA2GIT42S/T41
PIT41S/TAOP/T29G/T27P/T27GIT23P/T23G/
T21(P) E2/T19(P) HZPS860/W56P:

Account->Register->NAT

SIP VRT49G:
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Section Header

Parameters and
Default Value

Configuration Items on the  Web User

Interface

[ Account-Register

]

Account->Register->NAT

Account->SIP IP Cal>NAT

sip_server =2

SIPVP-T49G/CP860/W56P:

Account->Register->SIP Server 1/2

SIP Server 1 Q)

Server Host 10.2.1.43 Port| 5060 Q
Transport upP = @&

Server Expires 120 Q@

Server Retry Counts 3 @

SIP Server2 @)

Server Host Port | 5060 Q
Transport uop = @

Server Expires 3600 Q@

Server Retry Counts El @

SIRT48G/T48S/T46G/T46S/T42G/T42S5/T4l
P/T41S/T40P/T29G/T27P/T27G/T23P/T23G/

T21(P) E2/T19(P) E2:

Account->Register->SIP Server 1

SIP Server 1

Server Host 10.2.1.48 Port| 5060
Transport uop v

Server Expires 3600

Server Retry Counts

sip_server2 =2

(not applicable to SIP
VP-T49G/CP860/

W56P IP phones)

Account->Register->SIP Server 2

SIP Server 2
Server Host Port 5060
Transport upP v

Sarver Expires 3600

Server Retry Counts

[ Account-Basic ]

switch-account = 0

(not applicable to
SIRT19(P) E2/CP860
IP phones)

Account->Basic->Account

proxy_require = 2

(O for SIP
VP-T49G/CP860/

W56P IP phones)

Account->Basic->Proxy Require

send_anonymous = 1

Account->Basic->Local Anonymous

anonymous_rejection_

enabled = 0

Account->Basic->Local Anonymous
Rejection

anonymous_call_enab
led=10

(for neutral firmware

Account->Basic->Send Anonymous Code
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) Parameters and Configuration Items on the  Web User
Section Header
Default Value Interface

version only)

anonymous_call_OnC
ode =1 Account->Basic->Send Anonymous
(for neutral firmware Code->0On Code

version only)

anonymous_call_OffC
ode =1 Account->Basic->Send Anonymous
(for neutral firmware Code->Off Code

version only)

send_anonymous_reje
ction_code =0 Account->Basic->Send Anonymous
(for neutral firmware Rejection Code

version only)

anonymous_rejection_
OnCode = 1 Account->Basic->Send Anonymous
(for neutral firmware Rejection Code->On Code

version only)

[ Account-Basic ]
anonymous_rejection_

OffCode = 1 Account->Basic->Send Anonymous
(for neutral firmware Rejection Code->Off Code

version only)

misscaltlog =0

(not applicable to
W56P IP DECT

phones)

Account->Basic->Missed Call Log

auto-answer =0

(not applicable to
W56P IP DECT

phones)

Account->Basic->Auto Answer

auto-answermute =

0
Account->Basic->Auto Answer Mute
(only applicable to

CP860 IP phames)

ring-type =0
(not applicable to Account->Basic->Ring Type

W56P IP DECT
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) Parameters and Configuration Items on the  Web User
Section Header
Default Value Interface
phones)

switch-account = 0

(not applicable to

Account->Codec->Account
SIRT19(P) E2/CP860

IP phones)
Account->Codec->Audio Codecs
SIRTA48G/T48S/T46G T46ST42G/T42S/T41
P/TA1S/T40PT29G/T27P/T27G/T23P/T23G
T21(P) E2/T19(P) HZP860:
Audio Codecs )
Disable Codecs Enable Codecs
672640 " G722
G726-32 PCMU
G726-24 _ |pca .
G726-16 [=] |G729 o]
553 63 - .
G723_53 [=] o]
SIPVP-T49G:
[ Account-Codec Audio Codecs @)
] Disable Codecs Enable Codecs
672640 G.722.1c,(4Bkb/s)
G726-32 G.722.1c,(32kb/s)
G726-24 G.722.1c,(24kb/s)
G726-16 ' G.722.1,(24kb/s)
iLBC G722
codecs-group = 0 opus b
Vvideo codecs g
Disable Codecs Enable Codecs
H264HP
H264
H263
W56P:
Disable Codecs Enable Codecs
iLBC G722
G726-32 PCMU
G723_63 pPCma
G723_53 . | |G729 -
switch-account = 0
(not applicable to Account->Advanced->Account

[ Account-Adv ]

SIRT19(P) E2/CP860
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Section Header

Parameters and
Default Value

Configuration Items on the
Interface

Web User

[ Account-Adv ]

IP phones)

UDP_keepalive = 2

(only applicable to SIP
VP-T49G/CP860/

W56P IP phoneg

Account->Advanced->Keep Alive Type

Account->Advanced->Keep Alive

Interval(Seconds)

udp-keep-alive-type
=2

(not applicable to SIP
VP-T49G/CP860/

W56P IP phones)

Account->Advanced->Keep Alive Type

udp-keep-alive-interv
al=2

(not applicable to SIP
VP-T49G/CP860/

WH56P IP phones)

Account->Advanced->Keep Alive

Interval(Seconds)

rport = 2

Account->Advanced->RPort

subscribe-period = 2

Account->Advanced->Subscribe
Period(Seconds)

DTMF_items = 2

SIRT48G/T48S/TA6G/T46S/T42GIT42S/T41
P/T41S[T40P/T29G/T27P/T27G/T23P/T23G/

T21(P) E2/T19(P) E2/CP860/W56P:
Account->Advanced->DTMF Type
Account->Advanced->DTMF Info Type
Account->Advanced->DTMF Payload
Type(96~127)

SIP VRT49G:
Account->Advanced->DTMF Type
Account->Advanced->DTMF Info Type

Account->Advanced->DTMF Payload
Type(96~127)

Account->SIP IP Call>DTMF Type
Account->SIP IP Call>DTMFInfo Type

Account->SIP IP Cal>DTMF Payload
Type(96~127)

reliable_retransmissio

Account->Advanced->Retransmission
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Section Header

Parameters and
Default Value

Configuration Items on the  Web User

Interface

[ Account-Adv ]

n=2

subscribe-register = 2

Account->Advanced->Subscribe Register

MWI-items = 2

Account->Advanced->Subscribe for MWI

Account->Advanced->MW!I Subscription
Period(Seconds)

Account->Advanced->Subscribe MWI To

Voice Mail

voice_mail = 2

(0 for SIP
VP-T49G/CP860/

W56P IP phones)

Account->Advanced->Voice Mail

voice_mail_display= 2

(not applicable to
W56P IP DECT

phones)

Account->Advanced->Voice Mail Display

caller-ID-header = 2

Account->Advanced->Caller ID Source

use-sessionttimer = 2

Account->Advanced-> Session Timer

sessiontimer = 2

Account->Advanced->Session
Expireq30~7200s)

sessionrefresher = 2

Account->Advanced-> SessionRefresher

user-equal-phone =2

Account->Advanced->Send user=phone

voice-encryption = 2

SIRT48G/T48STA6GITA6STA2GIT42S/TA1
PIT41S/TAOP/T29G/T27PT27G/T23P/T23G/
T21(P) E2/T19(P) HZPS60/W56P:

Account->Advanced->RTP
Encryption(SRTP)

SIP VRT49G:

Account->Advanced->RTP
Encryption(SRTP)

Account->SIP IP Cal>RTP
Encryption(SRTP)

ptime-item = 2

Account->Advanced->PTime(ms)

BLFlist-URI = 2

(not applicable to

Account->Advanced->BLFList URI
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) Parameters and Configuration Items on the  Web User
Section Header
Default Value Interface

SIRT19(P) E2/
CP860/W56P IP

phones)

BlfListCode = 2

(not applicable to
SIRT19(P) E2/ Account->Advanced->BLF List Pickup Code

CP860/W56P IP

phones)

BLFListBargelnCode =

2
(not applicable to Account->Advanced->BLF List Bargeln
SIRT19(P) E2/ Code

CP860/W56P IP

phones)

BLFList-Retrieve-Cod

e=2
(not applicable to Account->Advanced->BLF ListRetrieve Call
[Account-Adv] | gipT19(py E2/ Parked Code

CP860/W56P IP

phones)

share-line = 2 Account->Advanced->Shared Line

CallPull-Feature-Acce
Account->Advanced->Call Pull Feature

AccessCode

ssCode =2

(not applicable to
SIRT19(P) E2WW56P
IP DECT phones)

(only appear when the parameter
Jaccount . X.isshtéorled _ | i

dialog-info-call-picku

p=2
(not applicable to Account->Advanced->Dialog Info Call
SIRT19(P) E2/ Pickup

CP860/W56P IP

phones)

BLA-number =2

(not applicable to
W56P/SIPVP-T49G IP

phones)

Account->Advanced->BLA Number

33



Configuration Guide for User Access Level

Section Header

Parameters and
Default Value

Configuration Items on the  Web User

Interface

[ Account-Adv ]

BLAsubscription-peri
od=2

(not applicable to
W56P/SIPVP-T49G IP

phones)

Account->Advanced->BLA Subscription
Period

SIRsend-MAC =2

Account->Advanced->SIP Send MAC

SIRsend-line = 2

Account->Advanced->SIP Send Line

SIRReg retry-timer =
2

Account->Advanced->SIP Registration
Retry Timer(0~1800s)

conference-type = 2

Account->Advanced->Conference Type

conference-uri = 2

Account->Advanced->Conference URI

ACD-subscrip-period
=2

(not applicable to

Account->Advanced->ACD Subscribe
Period(120~3600s)

W56P IP DECT
phones)
Earlymedia = 2

(not applicable to
W56P IP DECT

phones)

Account->Advanced->Early Media

SIPServerType = 2

Account->Advanced->SIP Server Type

Music-ServerURI = 2

(not applicable to
W56P IP DECT

phones)

Account->Advanced->Music Server URI

Direct-Call-Pickup-Co
de=2

(not applicable to
W56P IP DECT

phones)

Account->Advanced->Directed Call Pickup
Code

Group-CallPickup-Co
de=2

(not applicable to
W56P IP DECT

phones)

Account->Advanced->Group Call Pickup
Code
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) Parameters and Configuration Items on the  Web User
Section Header
Default Value Interface

Distinctive-Ring-Tone

s=2
Account->Advanced->Distinctive Ring
(not applicable to

W56P IP DECT

phones)

Tones

UnregisterOnReboot Account->Advanced->Unregister When
=2 Reboot

Out-Dialog-BLF =2

(not applicable to
SIRT19(P) E2/ Account->Advanced->Out Dialog BLF

CP860/W56P IP

phones)

RTCPCollector-Name

=2
Account->Advanced->VQ RTCRXR

not applicable to
( P Collector Name

W56P IP DECT

[ Account-Adv ] phones)

RTCPCollector-Addre

ss=2
Account->Advanced->VQ RTCRXR

(not applicable to Collector Address

W56P IP DECT

phones)

RTCPRCollector-Port =

2
Account->Advanced->VQ RTCRXR

not applicable to
( P Collector Port

W56P IP DECT

phones)

Number-Of-Linekey =
2

(1 for SIP VRT49G IP | Account->Advanced->Number of line key

phone; not applicable | (only appear when the parameter

to SIP-T19(P) E2/ jfeatures. aut oissettm1d k
CP860/W56P IP
phones)

[ Account-Assign] | . ) ) Account->Number Assignment->Incoming
incoming-lines =0 )

(only applicable to lines

35



Configuration Guide for User Access Level

Section Header

Parameters and
Default Value

Configuration Items on the  Web User

Interface

W56P IP DECT

phones)

outgoing -lines =0

Account->Number Assignment->Outgoing
lines

[ Account-Handse
tname ]
(only applicable to

W56P IP DECT

phones)

Handsetname = 1

Account->Handset Name

[ Network ]

[ Network ]

network-basic = 0

Network->Basic (the whole page)

network-pcport = 0

(not applicable to
CP860/W56P IP

phones)

Network->PC Port (the whole page)

network-nat = 2

(not applicable to SIP
VP-T49G/CP860/

W56P IP phones)

Network->NAT (the whole page)

network-advanced =
2

(0 for SIP
VP-T49G/CP860/

W56P IP phones)

Network->Advanced (the whole page)

network-wifi = 0

(only applicable to SIP
VP-T49G SIRT48C

T48S/T46G/T46S/

T29GIP phones)

Network->Wi-Fi (the whole page)

shotlevel = 0

(only applicable to SIP
VP-T49G/CP860/

W56P IP phones)

[ Network-Basic]

ipaddress-mode = 0

(2 for SIP
VP-T49G/CP860/

WS56P IP phones)

Network ->Basic->Internet
Port->Mode(IPv4/IPv6)
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) Parameters and Configuration Items on the  Web User
Section Header
Default Value Interface
Network->Basic->IPv4 Config
IPv4 Config
ipv4dconfig= 0 DHCP @)
Static IP Address g
(2 for SIP 1P Address
VP-T49G/CP860/ Subnet Mask
Gateway
W56P IP phones) Static DNS on ® off &g
Primary DNS
Secondary DNS
[ Network -Basic] . )
Network->Basic->IPv6 Config
ipvéconfig = 0 v Config
(2 for SIP e @
Static IP Address g
VP‘T4QG/CP860 IP IP Address
phones nOt IPv6 Prefix(0~128) 64
Gatewa
appllcable to W56P IP IPvE Sta:c DNS on off e
DECT phones) Prirmary DNS
Secondary DMS

wan-ppoe = 2

(only applicable to VP
SIRT49G/W56P IP

phones)

Network->Basic->PPPoE
Network->Basic->PPPoE>User Name

Network ->Basic->PPPoE>Password

[ Network-PCPort
]

pcport-active = 0

(not applicable to
CP860/W56P IP

phones)

Network->PC Port>PC Port Active

PC Port Active

PC Port Active

Auto Negotiate @

[ Network-Nat ]

(not applicable to
SIP

VP-T49G/CP860/
WS56P IP phones)

manual = 2

Network->NAT->Nat Manual

Hat Manual
Active Disabled v

IP Address

manual-switch = 2

Network->NAT->Nat Manual ->Active

manual-ip = 2

Network->NAT->Nat Manual ->IP Address

Network->NAT->ICE

|CE =2 ICE

Active Disabled v
ICEswitch =2 Network->NAT->ICE> Active
STUN=2 Network->NAT->STUN
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Configuration Items on the  Web User

Interface

[ Network-Nat ]

(not applicable to
SIP

VP-T49G/CP860/
W56P IP phones)

STUN
Active Disabled v
STUN Server

STUN Port (1024~65000) 3478

STUNswitch =2

Network->NAT->STUN->Active

STUNserver = 2

Network->NAT->STUN->STUN Server

Network->NAT->STUN->STUN Port

STUNport =2
(1024~65000)
Network->NAT->TURN
TURN
Active Disabled A
TURN =2

TURN Server
TURMN Port (1~65535) 3478
User Name

Password s

TURN-switch =2

Network->NAT->TURN->Active

TURNserver = 2

Network->NAT->TURN->TURN Server

TURNport =2

Network->NAT->TURN->TURN Port
(1~65535)

TURNusername = 2

Network->NAT->TURN->User Name

TURNpassword = 2

Network->NAT->TURN->Password

[ Network-Advanc
ed]

LLDRitems = 2

Network->Advanced->LLDP

LLDP 6
Active Enabled v

Facket Interval (1~3600s) 60

CDRitems = 2

(not applicable to
W56P IP DECT

phones)

Network->Advanced->CDP

CDP
Active Diszbled E

Packet Interval (1~3800s) 60

VLAN-items = 2

Network->Advanced->VLAN

VAN @

WAN Port Active Disabled -
VID (1-40594) L
Priority 0 v

PC Port Active Disabled -
VID (1-4094) -
Priority 0 -

DHCP VLAN Active Enabled -
Option ’1327

NAT-items = 2

(only applicable to SIP

Network->Advanced->NAT
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Parameters and
Default Value

Configuration Items on the  Web User
Interface

[ Network -Advanc
ed]

VP-T49G/CP860/
WS56P IP phones)

NAT
Active Disabled E|
STUN Server

STUN Port{1024~65000) 3478

port-link = 2 Network->Advanced->Port Link
(not applicable to r—
W56P |P DECT WAN Port Link Auto Negotiate -
phones) PC Port Link Auto Negotiate -
Network->Advanced->Voice QoS
W56P/CP860/SIPT48G/T48S/T46G T46S
T42G/T42SIT41P/T41S/TA0R29G/T27P/
T27G/T23P/T23GT21(P) E2/T19(P) E2
Voice QoS @
voice-QoS =2 Voice QoS (0~63) 6
SIP Qos (0~63) 26
SIP VRT49G:
Voice QoS @)

Audio QoS (0~63) 46
Video QoS (0~63) 46

SIP QoS (0~63) 26

reserve-port= 0

(only applicable to SIP
VP-T49G IP phones)

Network ->Advanced->Reserved Port

Reserve Port {g)
UDP Port Scope 50000 ~ | 50249

TCP Port Scope 50000 ~ | 50249

local-RTRport = 2

(not applicable to SIP
VP-T49G IP phones)

Network->Advanced->Local RTP Port

Local RTP Port @
Max RTP Port (1~65535) 11800
Min RTP Port (1~65535) 11780

web-server = 2

Network->Advanced->Web Server

8021x =2

Network->Advanced->802.1x

SIP VRT49GMW56P/CP860
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