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Introduction

Introduction

Yealink administrator guide provides general guidance on setting up phone network, provisioning and
managing phones.

This guide is not intended for end users, but for administrator s with experience in networking who
understand the basic of open SIP networks and VolPendpoint environments.

As an administrator, you cando the following with this guide :

Set up a VolIP network and provisioning server.
Provision the phone with features and settings.

Troubleshoot, update and maintain phones.

The information detailed in this guide is applicable to the following Yealink devices running firmware
version 83 or higher:

T5 series IP phones, including T54S and T52S.

T4 series IP phones, includingT48S/G, T46S/G, T42S/G, T41S/P and T40P/G.

T2 series IP phones, including T29G, T27P/G, T23P/G, T21(P) E2 and T19(P) E2.
Expansionmodules, including EXP20, KP40and EXP50.

Readthe Yealink Products Regulatory Notices guidefor all regulatory and safety guidance.

Related Documentations

The following related documents are available:

Quick Start Guides,describe how to assemble IP phonesand configure the most basic features

available on IP phones

User Guides, describehow to configure and use the basic and advanced features available on IP

phones via phone user interface or via web user interface.

Auto Provisioning Guide, describes how to provision IP phones using the boot file and configuration

files.

The Auto Provisioning Guide is to serve as a basic guidance for provisioning Yealink IPphones with
a provisioning server. If you are novice, this guide is helpful for you .

Using features integrated with Broadsoft UC-One, refer to the following two guides to have a better
knowledge of BroadSoft features.

IP Phones Deployment Guide for BroadSoft UGOne Environments, describes how to configure

BroadSoft features on the BroadWorks web portal and IP phones.

IP Phone Featuresintegrated with BroadSoft UG One User Guide, describeshow to configure and


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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use IP phone features integrated with BroadSoft UG One on Yealink IP phones

For support or service, please contact your Yealink reseller or go to Yealink Technical Support online:
http://support.yealink.com/ .

Recommended References

For more information on configuring and administering other Yealink products not included in this guide ,

refer to product support page at Yealink Technical Support

To access the latest Riease Notesor other guides for Yealink IPphones, refer to the Document

Download page for your phone at Yealink Technical Support.

If you want to find Request for Comments (RFC) documents type htto.//www.ietf.org/rfc/rfcNNNN. txt
(NNNN is the RFC numbe) into the location field of your browser .

For other references, look for the hyperlink or web info throughout this administrator guide.

Typographic and Writing Conventions

Yealink documentations contain a few typographic conventions and writing conventions.

You need to know the following basic typographic conventions to distinguish types of in -text

information:
Convention Description

Highlight the web/phone user interface items such as menus, menu
selections, soft keys,or directory names when they are involved in a

Bold . . .
procedure or user action (for example, click Settings ->Upgrade .).
Also used to emphasize text (for example, Important! ).

e Used to emphasize text, to show the example values or inputs format of

alics
examples Attp(s).//[IPv6 address)).
Used for cross references toother topics related to this topic (for example,
Blue Text Ring Toney, for hyperlinks to external sites and documents, for example,RFC

3315 or Yealink_SIP_IP_Phones_Auto_Provisioning_Guide

You also need to know the following writing conventions to distinguish conditional information:

Convention Description

Indicate that you must enter information specific to phone or network. For

<> example, when you see <MAdJYrtMACaddtess.rif

you see <phonelPAddress>, entery our phoneds | P addr
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Convention Description
Indicate that you need to select an item from a menu. For example,
-> Settings ->Basic Settings indicates that you need to select Basic Settings

from the Settings menu.
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Getting Started

Getting Started

This chapter describeswhere Yealink IPphones fit in your network and provides basic initialization

instructions of IP phones.

Topics

Requirements
Yealink IP Phones in a Network
Initialization Process Overview

Verifying Startup

Requirements

In order to perform as SIPendpoints in your network successfully,you need the following in

deployments:

A working IP network is established.

VolP gateways configured for SIP.

The latest (or compatible) firmware of IP phones is available.

A call server is active and configured to receive and send SIP messages.

A text editor, such asUltraEdit, to create and edit boot files, configuration files and resource files.

Yealink IP Phones in a Network

Most Yealink IP phonesare connected physically through a Category 5E (CATSE) cable to a
10/100/1000Mbps Ethernet LAN, and send and receive all data using the same packebased technology.

Some phones support wireless network.

Since the IP phone is a data terminal, digitized audio being just another type of data from its perspective,
the phone is capable of vastly more than traditional business phones. Moreover, Yealink IP phones run
the same protocols as your office personal computer, which means thatyou can develop many innovative

applications without resorting to specialized technology.
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There are many ways to set up a phone network using Yealink IP phones. The following shows an
example of a network setup:

Remote |
Application,
Server

Boot Server

Media
Server

Initialization Process Overview

The initialization process of the IP phone is responsible for network connectivity and operation of the IP
phone in your local network. Once you connect your IP phone to the network and to an electrical supply,

the IP phone begins its initialization process.

Topics

Loading the ROM Fle
Configuring the VLAN
Querying the DHCP (Dynamic Host Configuration Protocol) Server

Contacting the Provisioning Server



Getting Started

Updating Frmware

Downloading the Resource Fles

Loading the ROM File

The ROM file resides in the flash memory of the IP phone. The IP phone comes from the factory with a
ROM file preloaded. During initialization, the IP phone runs a bootstrap loader that loads and executes
the ROM file.

Configuring the VLAN

If you connect the IP phone to a switch, the switch notifies the IP phone of the VLAN information defined
on the switch (if using LLDP or CDP). The IP phone can then proceed with the DHCP request for its
network settings (if using DHCP).

Querying the DHCP (Dynamic Host Configuration Protocol)

Server

The IP phone is camble of querying a DHCP server.
After establishing network connectivity , the IP phone can obtain the following network parameters from
the DHCP server during initialization:

IP Address

Subnet Mask

Default Gateway

Primary DNS (Domain Name Server)

Secondary DNS

By default, the IP phones obtain these parameters from aDHCRv4. You can configure network

parameters of the IP phone manually if any of them are not supplied by the DHCP server.

Contacting the Provisioning Server

If you configure the IP phone to obtain configurations from the provisioning server, it will be connected
to the provisioning server, and then download the boot file and configuration file(s) during startup. The
IP phone will be able to resolve and update configurations written in the configuration file (s). If the IP
phone does not obtain configurations from the provisioning server, the IP phone will use the

configurations stored in the flash memory.
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Updating Frmware

If you define the access URL of firmware inthe configuration file, the IP phone will download firmware
from the provisioning server. If the MD5 value of the downloaded firmware file differs from that stored in

the flash memory, the IP phone will perform a firmware update.

You can manually upgrade firmware if the IP phone does not download firmware from the provisioning

server.

Downloading the Resource Files

In addition to configuration file(s), the IP phone may require resource files before it provides service
These resource files are optional, but ifyou deploy some particular features, these files are required.

Verifying Startup

After connected to the power and network, the IP phone begins the initialization process by cycling
through th e following steps:
1. Thepower LED indicator glows red.

2. The message ] Wel come | appetrsaomthé LCD scredn wheh thaalB ghonera i t DZ

starts up.
3. The main LCD screen displays the following:
Time and date
Soft key labels

4. Pressthe OKS key or pressMenu ->Status to check the IP phone status, the LCD screen displays

the valid IP address, MAC address, firmware versionand so on.

If the IP phone has successfully passed through these steps, it starts up properly and is ready for

use.



Phone Network

Phone Network

Yealink IPphones operate on an Ethernet local area network (LAN) orwireless network. You can
configure the local area network to accommodate a number of network designs, which varies by
organization and Yealink IP phones

Topics

IPv4 and IPv6 Network Settings
DHCPOption for IPv4
DHCPOption for IPv6

VLAN

Wi-Fi

Real Time Transport Protocol (RTP) Ports
Network Address Translation (NAT)
Internet Port and PC Port

VPN

Quiality of Service (QoS)
802.1xAuthentication

TR 069 Device Management

IPv4 and IPv6 Network Settings

Yealink IP Phones support IPv4 addressing mode, IPv6 addressing mode, as well as atPv4& IPv6

dual-stack addressing mode.

After connected to the wired network, the phones can obtain the IPv4 or IPv6 network settings from a
Dynamic Host Configuration Protocol (DHCP) server ifyour network supports it. To make it easier to
manage IP settings, we recommend using automated DHCPwhich is possible to eliminate repetit ive

manually data entry.

You can also configure IPv4 or IPv6 network settings manually.

Note

Yealink IP phones comply with the DHCPv4 specifications documented in RFC 2131 and DHCR/6
specifications documented in RFC3315.

Topics

IP Addressng Mode Configuration

IPv4 Canfiguration


http://www.ietf.org/rfc/rfc2131.txt
https://www.ietf.org/rfc/rfc3315.txt
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IPW6 Configuration

IP Addressing Mode Co nfiguration

The following table lists the parameters you can use to configure IP addressng mode.

Parameter | static.network.ip_address_modé" <y0000000000x%.cfg

Description | It configures the IP addressng mode.

0-1Pv4
Permitted
1-1Pv6
Values
2-1Pv4 & IPv6
Default | O

Web Ul | Network->Basic->Internet Port->Mode(IPv4/IPv6)

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin)->Network ->WAN Port->IP Mode
Phone Ul | T42G/T42S/T41PT41S/T40P/T40GI27P/T27G/T23P/T23G/T21(P) EZ19(P) E2

Menu->Settings->Advanced Settings (default password: admin)}>Network ->WAN
Port->IP Mode

Parameter | static.network.preference <y0000000000x%.cfg

It specifies IPv4 or IPv6 as the preferred network in a Dual Stack mode.
Description
Note: | t wor k statiomdtywadrfk .ji p_address_modeDZi

Permitted | O-1Pv6
Values | 1-1Pv4

Default | O

Web Ul | Network->Basic>Internet Port->Preference(IPv4/IPv6)

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin) ->Network ->WAN Port->Preference

Phone Ul | T42G/T42SIT41PT41S/TA0P/T40GI27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2

Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN

Port->Preference

Parameter | account.X.sip_server modé&! <MAC>.cfy

It specifies the preferred network and query mode in a Dual Stack mode, when a

Description | domain name is configured for a SIPserver.

Note: | t wor k statiomd tywadrfk .Ji p_addr ess_modeDZi

Permitted | O-Specify IPv as the preferred network, and A query will be performed preferentially.




Phone Network

Values | 1-Specify IPv6as the preferred network, and AAAA query will be performed
preferentially.
2-Thepr ef erred net wor katié¢.netwarkpreferengeDZ ed by J
Default | O

[}t you change this parameter, the IP phone will reboot to make the change take effect.

[2IX is the account ID. For T54S/T48S/T48G/T46S/T46@E 29G, X=1-16; for T52S/T42G/T42S X=1-12; for
T41P/TA1S/T27PIT27GX=1-6; for TAOP/T40G/T23P/T23GX=1-3; for T21(P) E2X=1-2; for T19(P) E2X=1.

IPv4 Configuration

The following table lists the parameters you can use to configure IPv4.

Parameter | static.network.internet_port.type <y0000000000x>.cfg
It configures the Internet port type for IPv4.
Description | Note: Itworks onlyifjst ati c. net wor k. i p_address_mod
IPVv6).
Permitted | 0-DHCP
Values | 2-Static IP Address
Default | O
Web Ul | Network->Basic->IPv4 Config
T54S/T52S/T48S/TA8GIT46S/T46G/T29G
Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4
Phone Ul | T42G/T42S/T41PT41S/T40P/T40GH27P/T27G/T23P/T23G/T21(P) E219(P) E2
Menu->Settings->Advanced Settings (default password: admin)>Network->WAN
Port->1Pv4
Parameter | static.network.internet_port.ip% <y0000000000x>.cfg
It configures the IPv4 address.
Example:
Description | static.network.internet_port.ip = 192.168.1.20
Note: ltworksonlyifjst at i c. net wor k. i p_ a@dRv4) er¢Pvind d
IPv6), and "static.network.internet_port.type" is set to 2 (Static IP Address).
Permitted
IPv4 Address
Values
Default | Blank
Web Ul | Network->Basic->IPv4 Config->Static IP Address>IP Address
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T54S/T52S/T48S/T48G/TA6S/T46G/T29G

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static
IP->IP Address

Phone Ul
T42G/T42S/TA1PT41S/T40P/TA0GT27P/T27G/T23P/T23G/T21(P) EP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv4->Static IPv4 Client>IP Address
Parameter | static.network.internet_port.mask™ <y0000000000kx>.cfg
It configures the IPv4 subnet mask.
Example:
Description | static.network.internet_port.mask = 255.255.255.0
Note: Itworksonlyifjst ati ¢c. net wor k. i p_address_mod
IPv6), and "static.network.internet_port.type" is set to 2 (Static IP Address).
Permitted
Subnet Mask
Values
Default | Blank
Web Ul | Network->Basic->IPv4 Config->Static IP Address >Subnet Mask
T54S/T52S/T48S/T48G/T46S/T46G/T29G
Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static
IP->Subnet Mask
Phone Ul
T42G/T42S/T4A1PT41S/T40P/TA0GT27P/T27G/T23P/T23G/T21(P) EP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv4->Static IPv4 Client >Subnet Mask
Parameter | static.network.internet_port.gateway™ <y000000000(x>.cfg
It configures the IPv4 default gateway.
Example:
Description | static.network.internet_port.gateway = 192.168.1.254
Note: ltworksonlyifjst at i c. net wor k. i p_address_mod
IPv6), and "static.network.internet_port.type" is set to 2 (Static IP Address).
Permitted
IPv4 Address
Values
Default | Blank
Web Ul | Network->Basic->IPv4 Config->Static IP Address>Default Gateway
T54S/T52S/T48S/T48G/T46S/T46G/T29G
Phone Ul

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static

IP->Default Gateway
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T42G/T42S/TA1PT41S/ITAOP/T40GI27P/T27GIT23P/T23G/T21(P) FP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv4->Static IPv4 Client >Default Gateway

Parameter | static.network.static_dns_enablé&! <y0000000000xc.cfg
It triggers the static DNS feature to on or off.
Description
Note:Iltworksonlyifjst at i c. net wor k. internet _port.
Permitted | O-Off, the IP phone will use the IPv4 DNS obtained from DHCP.
Values | 1-On, the IP phone will use manualy configured static IPv4 DNS.
Default | O
Web Ul | Network->Basic->IPv4 Config->Static DNS
T54S/T52S/T48S/TA8G/TA6S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->WAN
Port->IPv4->Type(DHCP}>Static DNS
Phone Ul
T42G/T42S/T41PT41S/TA0P/T40GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin) ->Network ->WAN
Port->IPv4->DHCP IPv4 Client>Static DNS
Parameter | static.network.primary_dng" <y00000000000¢>.cfg
It configures the primary IPv4 DNS server.
Example:
. static.network.primary_dns =202.101.103.55
Description
Note:Iltworksonlyifjst at i c. net wor k. i p_address_mod
IPv6).In DHCP environment, you also need to make sure
Jstatic.network.static_dns_enabléis set to 1 (On).
Permitted
IPv4 Address
Values
Default | Blank
Web Ul | Network->Basic->IPv4 Config->Static IP Address>Primary DNS
T54S/T52S/T48S/TA8G/TA6S/T46G/T29G
Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static
IP->Primary DNS
Or Menu->Settings->Advanced (default password: admin)->Network ->WAN
Phone Ul | Port->IPv4->DHCP->Static DNS (Enabled)->Primary DNS

T42G/T42S/T41PTA1S/T40P/T4A0GI27P/T27GIT23P/T23G/T21(P) HP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv4->Static IPv4 Client>Pri.DNS

Or Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
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Port->IPv4->DHCP IPv4 Client>Static DNS (Enabled)->Pri.DNS

Parameter | static.network.secondary_dng! <y0000000000x%.cfg
It configures the secondary IPv4 DNS server.
Example:
. static.network.secondary_dns = 202.101.103.54
Description
Note:Itworksonlyifjst at i c. net wor k. i p_address_mod
IPv6).In DHCP environment, you also need to make sure
Jstatic.network.static_dns_enabléis set to 1 (On).
Permitted
IPv4 Address
Values
Default | Blank
Web Ul | Network->Basic->IPv4 Config->Static IP Address>Secondary DNS
T54S/T52S/T48S/T48G/T46S/T46G/T29G
Menu->Advanced (default password: admin)->Network->WAN Port->IPv4->Static
IP->Secondary DNS
Or Menu->Advanced (default password: admin)->Network ->WAN
Port->IPv4->DHCP->Static DNS (Enabled)->Secondary DNS
Phone Ul

T42G/T42S/TA1PT41S/TA0P/TA0GI27P/T27GI/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN

Port->IPv4->Static IPv4 Client>Sec.DNS

Or Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv4->DHCP IPv4 Client>Static DNS (Enabled)->Sec.DNS

[tif you change this parameter, the IP phone will reboot to make the change take effect.

IPv6 Configuration

If you configure the network settings on the phone for an IPv6 network, you can set up an IP address for

the phone by using SLAAC(ICMPv6) DHCPV6 or by manually enterirg an IP address.Ensure that your

network environment supports IPv6. Contact your ISPfor more information.

When you enable both SLAAC and DHCPV6 on the phonethe server can specify the IP phone to obtain
the IPv6 address and other network settings either from SLAACor from DHCPVE if the SLAAC server is

not working, the IP phone will try to obtain the [Pv6 address and other network settings via DHCPv6

The following table lists the parameters you can use to configure IPv6.

Parameter | static.network.ipv6_internet_port.typel <y000000000%xx>.cfg
It configures the Internet port type fo r IPv6.

Description | Note: Itworksonlyifjst ati ¢c. net wor k. i p_address_mod
IPVv6).

10
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Permitted | 0-DHCP
Values | 1-Static IP Address
Default | O
Web Ul | Network->Basic->IPv6 Config
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6
Phone Ul | T42G/T42S/T41PT41S/T40P/TA0GI27P/T27G/T23P/T23G/T21(P) BP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv6
Parameter | static.network.ipv6_internet_port.ip!*! <y0000000000x>.cfg
It configures the IPv6 address.
Example:
Description | static.network.ipv6_internet_port.ip = 2026:1234:1:1:215:65ff:felf.caa
Note: Itworksonlyifjst at i c. net wor k. i p_address_mod
IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP Address).
Permitted
IPv6 Address
Values
Default | Blank
Web Ul | Network->Basic->IPv6 Config->Static IP Address>IP Address
T54S/T52S/T48S/T48G/T46S/T46G/T29G
Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static
IP->IP Address
Phone Ul
T42G/T42S/T41PT41S/TA0P/T40GI27P/T27G/T23P/T23G/T21(P) EP19(P) E2
Menu->Settings->Advanced Settings (default password: admin}>Network ->WAN
Port->IPv6->Static IPv6 Client>IP Address
Parameter | static.network.ipv6_prefix! <y00000000000¢>.cfg
It configures the IPv6 prefix.
Description | Note : It works onlyifjst ati ¢. networ k. i p_address_mod
IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP Address).
Permitted
Integer from 0 to 128
Values
Default | 64
Web Ul | Network->Basic->IPv6 Config->Static IP Address>IPv6 Prefix(0~128)
T54S/T52S/T48S/TA8GIT46S/T46G/T29G
Phone Ul

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static

11
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IP->IPv6 IP Prefix
T42G/T42S/T41PT41S/TA0P/T40GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv6->Static IPv6 Client>IPv6 IP Prefix

Parameter | static.network.ipv6_internet_port.gateway’) <y0000000000¢x>.cfg
It configures the IPv6 default gateway.
Example:
Description | static.network.ipv6_internet_port.gateway = 3036:1:1:c3c7:c11c:5447:23a6:255
Note : ltworksonlyifjst at i c. net wor k. i p_address_mod
IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP Address).
Permitted
IPv6 Address
Values
Default | Blank
Web Ul | Network->Basic->IPv6 Config->Static IP Address>Default Gateway
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static
IP->Default Gateway
Phone Ul
T42G/T42S/TA1PT41S/TA0P/TA0GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv6->Static IPv6 Client>Default Gateway
Parameter | static.network.ipvé_static_dns_enablé! <y0000000000xc>.cfg
It triggers the static IPv6 DNS feature to on or off.
Description
Note: Itworksonlyifjst at i c. net wor k. i pveé6_internet _
Permitted | O-Off, the IP phone will use the IPv6 DNS obtained from DHCP.
Values | 1-On, the IP phone will use manually configured static IPv6 DNS.
Default | O
Web Ul | Network->Basic->IPv6 Config->IPv6 Static DNS
T54S/T52S/T48S/TA8G/TA6S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->WAN
Port->IPv6->Type(DHCP)}>Static DNS
Phone Ul
T42G/T42S/T41PT41S/TA0P/TA0GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin) ->Network ->WAN
Port->IPv6->DHCP IPv6 Client>Static DNS
Parameter | static.network.ipvé_primary_dng! <y00000000000¢.cfg
Description | It configur es the primary IPv6 DNS server.

12
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Example:
static.network.ipv6_primary_dns =3036:1:1:c3c7c11c:5447:23a6:256

Note : It works only if J static.network.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 &
IPv6). In DHCP environment, you ale need to make sure
Jstatic.network.ipv6_static_dns_enable" is setto 1 (On).

Permitted
IPv6 Address
Values

Default | Blank

Web Ul | Network->Basic->IPv6 Config->Static IP Address>Primary DNS

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static
IP->Primary DNS

Or Menu->Advanced (default password: admin)->Network ->WAN
Port->IPv6->DHCP->Static DNS(Enabled)->Primary DNS

Phone Ul
T42G/T42S/T41PT41S/TA0P/T40GI27P/T27G/T23P/T23G/T21(P) EP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv6->Static IPv6 Client>Pri.DNS
Or Menu->Settings->Advanced Settings (default password: admin}>Network ->WAN
Port->IPv6->DHCP IPv6 Client>Static DNS(Enabled)->Pri.DNS
Parameter | static.network.ipvé_secondary_dn§" <y00000000000¢>.cfg
It configures the secondary IPv6 DNS server.
Example:
. static.network.ipv6_secondary_dns = 2026:1234:1:1:c3c7:c11c:5447:23a6
Description
Note : It works only if Jstatic.network.ip_address_mode"is set to 1 (IPv6) or 2 (IPv4 &
IPv6). In DHCP environment, you also need to make sure
Jstatic.network.ipv6_static_dns_enable" is set to 1 (On).
Permitted
IPv6 Address
Values

Default | Blank

Web Ul | Network->Basic->IPv6 Config->Static IP Address>Secondary DNS

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static
IP->Secondary DNS

Phone Ul | Or Menu->Advanced (default password: admin)->Network ->WAN

Port->IPv6->DHCP->Static DNS(Enabled)->Secondary DNS
T42G/T42S/TA1PT41S/TA0P/TA0GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN

13
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Port->IPv6->Static IPv6 Client>Sec.DNS

Or Menu->Settings->Advanced Settings (default password: admin)>Network ->WAN
Port->IPv6->DHCP IPv6 Client>Static DNS(Enabled)->Sec.DNS

Parameter | static.network.ipv6_icmp_v6.enablé <y0000000000x%.cfg

It enables or disables the IP phone to obtain IPv6 network settings via SLAAC
(Stateless Addess Autoconfiguration).

Note : It works only if jstatic.network.ipv6_internet por t . t y pe DZ i dtiss e
Description | only applicable to T54S/T52S/T48S/T48G/T46S/T46G/T29® phones.SLAAC is
enabled on T42G/T42S/T41P/T41S/T4A0P/T40G/T27P/T27G/T23P/T23G/T21(P)
E2/T19(P) E2 IP phones by default. You are not allowed to configure this parameter for
these IP phones.

Permitted | 0-Disabled
Values | 1-Enabled

Default | 1

Web Ul | Network->Advanced->ICMPv6 Status>Active

[Uf you change this parameter, the IP phone will reboot to make the change take effect.

DHCP Option for IPv4

The IP phone can obtain IP\4-related parameters in an IPv network via DHCP option.

Note

For more information on DHCP options, refer to RFC 2131or RFC 2132

Topics

Supported DHCP Option for IPv4

DHCP Option 66, Option 43 and Custom Option
DHCP Option 42, Option 2 and Option 100
DHCP Option 12

DHCP Option 120

DHCP Option 60

Supported DHCP Option for IPv4

The following table lists common DHCP options for IPv4 supported by YealinkIP phones.

Parameter s DHCP Option Description

Subnet Mask 1 Speci fy tshbeetrmakki ent s

14
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Parameter s DHCP Option Description
) Specify the offset of the client's subnet in seconds
Time Offset 2 ) ) )
from Coordinated Universal Time (UTC).
Specify a list of IP addresses for routers on the
Router 3 .
clientds subnet.
Time Server 4 Specify a list of time servers available tothe client.
Domain Name 6 Specify a list of domain name serversavailable to
Server the client.
Host Name 12 Specify the name of the client.
) Specify the domain name that client should use
Domain Server 15 ] )
when resolving hosthames viaDNS.
Network Time " Specify a list of NTP servers available to the client
Protocol Servers by IP address
Vendor-Specific ) o )
) 43 Identify the vendor -specific information.
Information
Vendor Class )
» 60 Identify the vendor type.
Identifier
Identify a TFTPserver when the ‘sname’ field in
TFTP Server Name 66 the DHCP header has been used for DHCP
options.
Timezone/DST 100 Specify a POSIXtimezone string.
SIP
Conveya SIP ®rverd or outbound proxy serverg s
Server outbound 120

proxy server

location to the client.

startup.

DHCP Option 66, Option 43 and Custom Option

During the startup, the phone will automatically detect the custom option, option 66, or option 43 for
obtaining the provisioning server address. The priority of obtaining the provisioning server address is as
follows: custom option >option 66 (identify the TFTP servej>option 43.

The IP phonecan obtain the Auto Configuration Server (ACS)address by detecting option 43 during

To obtain the server address viaDHCPoption, make sure you have configured the DHCP option on the

phone. The option must be in accordance with the one defined in the DHCP server.

If you fail to configure the DHCP options for discovering the provisioning server on the DHCP server,an
alternate method of automatically discovering the provisioning server address is required.One possibility is
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Note

that connecting to the secondary DHCP server that responds to DHCP INFORM queries with a requested
provisioning server address. For more information, refer to RFC 3925If a single alternate DHCP server
responds, this is functionally equivalent to the scenario where the primary DHCP server responds with a
valid provisioning serveraddress If no DHCP server respond, the INFORM query process will retry and
eventually time out.

Related Topic

DHCPProvision Configuration

DHCP Option 42 , Option 2 and Option 100

Yealink IP phones supportusing the NTP serveraddress offered by DHCP.

DHCP option 42 is used to pecify a list of NTP servers available to the client by IP addressNTP servers
should be listed in order of preference.

DHCP option 2 is used to specifytheo f f set of the clientds subnet in seconds
Time (UTC).

DHCP option 100 is used to specify the timezone information (time zone and daylight-saving offset). The

priority is as follows: option 100>option 2 .

Related Topic

NTP Settings

DHCP Option 12

You can specify a hostname for the phone when using DHCP. The DHCP client uses option 12 to send a
predefined hostname to the DHCP registration server. The name may or may not be qualified with the
local domain name (based on RFC 2133. SeeRFC 1035for character restrictions.

Topic

DHCP Option 12 Hostname Configuration

DHCP Option 12 Hostname Configuration

The following table lists the parameter you can use to configure DHCP option 12 hostname.

Parameter | static.network.dhcp_host_namé" <y00000000000¢>.cfg

Description | It configures the DHCP Option 12 Hostname on the IP phone.

Permitted ) o
String within 99 characters
Values

Default | For T54S IP phones: SH54S.
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Phone Network

For T52S IP phones: SH52S.

For T48G IP phones: SHT48G.

For T48S IP phones: SHT48S.

For T46G IP phones: SH46G.

For T46S IP phones: SHT46S.

For T42G IPphones: SIRT42G.

For T42S IP phones: SH42S.
For T41P IP phones: SHT41P.
For T41S IP phones: SH41S.
For T40P IP phones: SH40P.

For T40G IP phones: SHT40G.
For T29G IP phones: SHI29G.

For T27P IP phones: SIH27P.
For T27G IP phones: SH27G
For T23P IP phones: S 23P.

For T23G IP phones: SHI23G.
For T21(P) E2 IP phones: SIF21P_E2.

For T19(P) E2 IP phones: SIF19P_E2.

Web Ul

Features>General Information->DHCP Hostname

[t you change this parameter, the IP phone will reboot to make the change take effect.

DHCP Option 12 0

The DHCP option120 is used by the SIP client to locate alocal outbound proxy server.

Topic

DHCP Option 120 Configuration

DHCP Option 12 0 Configuration

The following table lists the parameter you can use to configure DHCP option 120.

Parameter | sip.dhcp.option120.mode <y0000000000x%.cfg
_ It configures whether to use DHCPoption 120 for obtaining the outbound proxy
Description
server P address.
] 0-Do not check with the DHCP server for the outbound proxy server IP address.
Permitted
values 1-The value obtained from DHCP option 120 is used as outbound proxy server IP

address (can resolve up to two domain names or IPv4 addresses). If

17
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jaccount. X. outbound_proxy_enable = 1DZ
configured, the address from DHCP option 120 is used as secondary one; if primary
outbound proxy server is not configured, the address from DHCP option 120 is used

as primary one.

2-The value obtained from DHCP option 120 is used asSIPserver IPaddress (can
resolve up to only one IPv4 address. If primary SIPserver is configured, the address
from DHCP option 120 is used as secondary one; if primarySIPserver is not
configured, the address from DHCP option 120 is used as primary one.

Default

0

DHCP Option 60

DHCP option 60 is used to identify the vendor and functionality of a DHCP client. You can set the format

for option 60.

Note

The default vendor class ID isjyealinkDZ

Topic

DHCP Option 60 Configuration

DHCP Option 60 Configuration

The following table lists the parameter you can use to configure DHCP option 60.

Parameter | static.network.dhcp.option60type <y0000000000xx>.cfg
Description | It configures the DHCP option 60 type.
Permitted | O-ASCII
Values | 1-Binary (RFC 3925
Default | O
Parameter | static.auto_provision.dhcp_option.option60_value <y0000000000xx>.cfg
Description | It configures the value (vendor name of the device) of DHCP option 60.
Permitted ] o
String within 99 characters
Values
Default | yealink
Web Ul | Settings->Auto Provision->IPv4 DHCP Option Value
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DHCP Option for IPv6

The IP phone can obtain IPv6-related parameters in an IPv6 networkvia DHCP option.

Topics

Supported DHCP Option for IPv6

DHCP ption 59 and Custom Option

Supported DHCP Option for IPv 6

The following table lists common DHCP options for IPv6 supported by YealinkIP phones.

Parameter s DHCP Option Description
Specify a list of DNS servers available to the
DNS Server 23 )
client.
DNS Domain Search List 24 Specify a domain search list to a client.
Specify a list of Simple Network Time
SNTPServer 31 Protocol (SNTP) servers available to the
client.
Specify an upper bound for how long a
Information Refresh Time 32 client should wait before refreshing
information retrieved from DHCPV6.
) Specify a URL forthe boot file to be
Boot File URL 59 ]
downloaded by the client.

DHCP Option 59 and Custom Option

During the startup, the phone will automatically detect the custom option or option 59 for obtaining the
provisioning server address The priority of obtaining the provisioning server address is as follows:

custom option >option 59.

Related Topic

DHCPProvision Configuration

VLAN

The purpose of VLAN configurations on the IP phone is to insert tag with VLAN information to the
packets generated by the IP phone. When VLAN is properly configured for the ports (Internet port and PC

port) on the IP phone, the IP phone will tag all packets from these ports with the VLANID. The switch
19
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receivesand forwards the tagged packets to the corresponding VLAN according to the VLAN ID in the
tag as described in IEEE Std 802.3.

VLAN on IP phonesallows simultaneous accessto a regular PC.This feature allows a PC to be daisy
chained to an IP phone and the connection for both PC and IP phone to be trunked through the same

physical Ethernet cable.

In addition to manual configuration, the IP phone also supports automatic discovery of VLAN via LLDP,
CDPor DHCP.The assignment takes effect in this order: assigment via LLDP/CDP, manual configuration,

then assignment via DHCP.

For more information on VLAN, refer to VLAN Feature on Yealink IP Phones

Topics

LLDP Configuration

CDP Configuration

Manual VLAN Configuration
DHCP VLAN

VLAN Setting Configuration

LLDP Configuration

LLDP (Linker Layer Discovery Protocolis a vendor-neutral Link Layerprotocol , which allows IP phonesto
receive and/or transmit device-related information from/to directly connected devices on the network
that are also using the protocol, and store the information about other devices.

When LLDP feature is enabled on IP phones, the IP phones periodically advertis¢heir own information to
the directly connected LLDRenabled switch. The IP phones can also receive LLDP packets from the
connected switch. When the application type is JvoiceDZhe IP phones decide whether to update the
VLAN configurations obtained from the LLDP packets. When the VLAN configurations on the IP phones
are different from the ones sent by the switch, the IP phones perform an update and reboot. This allows
the IP phones to plug into any switch, obtain their VLAN IDs, and then start communications with th e call

control.

The following table lists the parameters you can use to configure LLDP.

Parameter | static.network.lldp.enable™ <y0000000000x%.cfg

o It enables or disables the LLDP (Linker Layer Discovery Ptocol) feature on the IP
Description
phone.

Permitted | 0-Disabled

Values | 1-Enabled, the IP phone will attempt to determine its VLAN ID through LLDP.

Default | 1

Web Ul | Network->Advanced->LLDP->Active

Phone Ul | T54S/T52S/T48S/T48G/T46S/T46G/T29G
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Menu->Advanced (default password: admin) ->Network ->LLDR>LLDP Status

T42G/T42S/TA1PT41S/ITA0P/T40GI27P/T27GIT23P/T23G/T21(P) FP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
->Network ->LLDP->LLDP Status

Parameter | static.network.lldp.packet_interval¥! <y0000000000x%.cfg

It configures the interval (in seconds) that how often the IP phone sends the LLDP

Description | (Linker Layer Discovery Protocol) request.

Note: ltworksonlyifjst at i c. net wor k. |l Il dp. enabl eDZ i
Permitted
Integer from 1 to 3600
Values
Default | 60

Web Ul | Network->Advanced->LLDP->Packet Interval (1~3600s)

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin) ->Network ->LLDP->Packet Interval

Phone Ul | T42G/T42S/T41PT41S/T40P/T40GI27P/T27G/T23P/T23G/T21(P) BZ19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
->Network ->LLDP->Packet Interval

[tif you change this parameter, the IP phone will reboot to make the change take effect.

CDP Config uration

CDP(Cisco Discovery Protoco) allows IP phones to receive and/or transmit device -related information
from/to directly connected devices on the network that are also using the protocol, and store the

information about other devices.

If the CDP feature is enabled on IP phones, the IP phonesvill periodically advertise their own information
to the directly connected CDR enabled switch. The IP phones can also receive CDP packets from the
connected switch. If the VLAN configurations on the IP phones are different from the ones sent by the
switch, the IP phoneswill perform an update and reboot. This allows you to connect the IP phonesinto
any switch, obtain their VLAN IDs, and then start communications with the call control.

The following table lists the parameters you can use to configure CDP.

Parameter | static.network.cdp.enable <y0000000000x%.cfg

Description | It enables or disables the CDP (Cisco Discovery Ptocol) feature on the IP phone.

Permitted | 0-Disabled

Values | 1-Enabled, the IP phone will attempt to determine its VLAN ID through CDP.

Default | 1

Web Ul | Network->Advanced->CDP->Active
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T54S/T52S/T48S/T48G/TA6S/T46G/T29G

Menu->Advanced (default password: admin) ->Network ->CDP->CDP Status

Phone Ul | T42G/T42S/T41PT41S/T40P/TA0GI27P/T27G/T23P/T23G/T21(P) BZ19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->CDP->CDP Status
Parameter | static.network.cdp.packet_interval*! <y0000000000x%.cfg
It configures the interval (in seconds) at which the IP phone sends the CDP (Cisco
Description | Discovery Protocol) request.
Note: Itworksonlyifjst ati ¢c. net wor k. cdp. enabl eDZ i s
Permitted
Integer from 1 to 3600
Values
Default | 60
Web Ul | Network->Advanced->CDP->Packet Interval (1~3600s)
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->CDP->CDP Interval
Phone Ul

T42G/T42S/T41PT41S/TA0P/T40GI27P/T27GIT23P/T23G/T21(P) FP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
->Network ->CDP->CDP Interval

Manual VLAN Configuration

VLAN is disabled onIP phones by default. You can configure VLAN for the Internet port and PC port

manually. Before configuring VLAN on the IP phone, you need to obtain the VLAN ID from your network

administrator.

The following table lists the parameters you can use to configure VLAN manually.

Parameter | static.network.vlan.internet_port_enable" <y00000000000¢>.cfg
Description | It enables or disablesthe VLAN for the Internet port.
Permitted | O-Disabled
Values | 1-Enabled
Default | O
Web Ul | Network->Advanced->VLAN->WAN Port->Active
T54S/T52S/TA48S/TA8G/TA6S/TA46G/T29G
Bhone Ul Menu->Advanced (default password: admin) ->Network ->VLAN->WAN Port->VLAN

Status

T42G/T42S/T41PTA1S/T40P/TA0GI27P/T27GIT23P/T23G/T21(P) HP19(P) E2
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Menu->Settings->Advanced Settings (default password: admin)
->Network ->VLAN->WAN Port->VLAN Status

Parameter | static.network.vlan.internet_port_vid <y00000000000¢>.cfg

It configures the VLAN ID for the Internet port.

Description
Note: Itworksonlyifjst at i ¢c. net wor k. vlian.internet _
Permitted
Integer from 1 to 4094
Values
Default | 1

Web Ul | Network->Advanced->VLAN->WAN Port->VID (1-4094)

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin)->Network ->VLAN->WAN Port->VID

Number
Phone Ul
T42G/T42S/TA1PTA1S/T40P/TA0GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->VLAN->WAN Port->VID Number
Parameter | static.network.vlan.internet_port_priority*! <y0000000000xx>.cfg

It configures the VLAN priority for the Internet port.
Description | 7 is the highest priority, O is the lowest priority.

Note: Itworksonlyifjst at i ¢c. net wor k. vl an settol (Emabled)t _

Permitted
Integer from O to 7
Values
Default | O

Web Ul | Network->Advanced->VLAN->WAN Port->Priority

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin) ->Network ->VLAN->WAN
Port->Priority

Phone Ul
T42G/T42S/T41PT41S/TA0P/TA40GI27P/T27GIT23P/T23G/T21(P) EP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->VLAN->WAN Port->Priority
Parameter | static.network.vlan.pc_port_enable" <y0000000000x%.cfg
It enables or disables the VLAN for the PC port.
Description

Note: It worksonlyifjst at i c. net wor k. pc_port.enabl e

Permitted | 0-Disabled
Values | 1-Enabled
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Default | O
Web Ul | Network->Advanced->VLAN->PC Port>Active
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu-> Advanced (default password: admin)->Network ->VLAN->PC Port->VLAN
Status
Phone Ul
T42G/T42S/TA1PT41S/TA0P/TA0GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->VLAN->PC Port->VLAN Status
Parameter | static.network.vlan.pc_port_vid"! <y0000000000x>.cfg
It configur es the VLAN ID for the PC port.
Description | Note: ltworksonlyifjst ati c. net wor k. pc_port.enabl e
andjst atic.network.vlan.pc_port_enabl eDZ
Permitted
Integer from 1 to 4094
Values
Default | 1
Web Ul | Network->Advanced->VLAN->PC Port->VID (1-4094)
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Advanced (default password: admin) ->Network->VLAN->PC Port>VID
Number
Phone Ul
T42G/T42S/T41PT41S/TA0P/TA0GI27P/T27GI/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->VLAN->PC Port->VID Number
Parameter | static.network.vlan.pc_port_priority™ <y0000000000x>.cfg
It configures the VLAN priority for the PC port.
o 7 is the highest priority, 0 is the lowest priority.
Description
Note: Itworksonlyifjst at i c. net wor k. pc_port.enabl e
and Jstatic.network.vlan.pc_port endb | eDZ i s set to 1 (Enabl
Permitted
Integer from 0 to 7
Values
Default | O
Web Ul | Network->Advanced->VLAN->PC Port->Priority
T54S/T52S/T48S/TA8GIT46S/T46G/T29G
Ph Ul Menu->Advanced (default password: admin) ->Network ->VLAN->PC Port->Priority
one

T42G/T42S/TA1PTA1S/T40P/TA0GI27P/T27GIT23P/T23G/T21(P) HFP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
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->Network ->VLAN->PC Port->Priority

[Hif you change this parameter, the IP phone will reboot to make the change take effect.

DHCP VLAN

Yealink IP phones support VLAN discovery via DHCP. When the VLANMIiscovery method is set to DHCP,
the IP phone will examine DHCP option for a valid VLAN ID. The predefined option 132 is used to supply
the VLAN ID by default. You can customizethe DHCP option used to request the VLAN ID.

The following table lists the parameters you can use to configure DHCP VLAN discovery

Parameter | static.network.vlan.dhcp_enablé! <y0000000000x%.cfg
Description | It enables or disables the DHCP VLAN discoveyr feature on the IP phone.
Permitted | O-Disabled
Values | 1-Enabled
Default | 1
Web Ul | Network->Advanced->VLAN->DHCP VLAN>Active
T54S/T52S/T48SIT48G/TA6S/T46G/T29G
Menu->Advanced (default password: admin) ->Netw ork->VLAN->DHCP
VLAN->DHCP VLAN
Phone Ul
T42G/T42S/TA1PT41S/TA0P/TA0GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->VLAN->DHCP VLAN>DHCP VLAN
Parameter | static.network.vlan.dhcp_option™ <y0000000000x¢>.cfg
It configures the DHCP option from which the IP phone will obtain the VLAN settings.
Description
You can configure at most five DHCP options and separate them by commas.
Permitted
Integer from 1 to 255
Values
Default | 132
Web Ul | Network->Advanced->VLAN->DHCP VLAN>Option (1-255)
T54S/T52S/T48S/TA8G/TA6S/T46G/T29G
Menu->Advanced (default password: admin) ->N etwork->VLAN->DHCP
VLAN->Option
Phone Ul

T42G/T42S/T41PT41S/TA0P/T40GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
->Network ->VLAN->DHCP VLAN>Option

(1) you change this parameter, the IP phone will reboot to make the change take effect.
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VLAN Setting Configuration

The following table lists the parameter you can use to configure VLAN setting.

Parameter | static.network.vlan.vlan_change.enablé <y0000000000x%.cfg

It enables or disables the IP phone to obtain VLAN ID using lower preference of VLAN
assignment method or to close the VLAN feature when the IP phone cannot obtain

Description . .
P VLAN ID using the current VLAN assigment method.

The priority of each method is: LLDP/CDP>Manual>DHCP VLAN.

0-Disabled

Permitted | 1-Enabled, the IP phone will attempt to use the lower priority method when failing to
Values | obtain the VLAN ID using higher priority method. If all the methods are attempted, the
phone will disable VLAN feature.

Default | O

[Uif you change this parameter, the IP phone will reboot to make the change take effect.

Wi-Fi

Wi-Fi feature enablesyou to connectthephones t o t he or gmetwdrkzThe wireles® s
network is more convenient and cost-effective than wired network . Wi-Fi feature is only applicable to
T54S/T52S/T483T48G/TA6ST46G/ T42S/TA1ST29GT27G IP phones.

When the Wi-Fi feature is enabled, the IP phone will automatically scan the available wireless networks.
All the available wireless networks will display in scanning list on the LCDscreen. You can storeup to 5

frequently used wireless networks on your phone and specify the priority for them.

You can check the WiFi dongle MAC address at the path: Menu -> Status->Wi-Fi MAC (phone user

interface) or Status-> Status->Network Common ->Wi-Fi MAC (web user interface).

Note

To use WiFi feature, make sure the WiFi USBdongle is properly connected to the USB port on the back of
the phone. The WiFiUSBdongle should be purchased separately.

Topic

Wi-Fi Configuration

Wi-Fi Config uration

The following table lists the parameters you can use to configure Wi-Fi.

Parameter | static.wifi.function.enable <y0000000000xx>.cfg
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It enables or disablesthe Wi-Fi feature.

Description | Note - It is only applicable to
T54S/T52S/TA&TA8GITA6ST46GIT42S/T41S/T29G/T27GP phones.
Permitted | O-Disabled
Values | 1-Enabled
Default | 1
Parameter | static.network.redundancy.mode!” <y0000000000x%.cfg
It configures the network connection mode to be used preferentially.
Description | Note : Itis only applicable to
T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T271B phones.
0-1f Wi-Fi mode is activated, the wired network is unavailable; Wi Fi mode must be
Permitted | deactivated if you want to use the wired network.
Values | 1-Use wireless network preferentially.
2-Use wired network preferentially.
Default | O
Parameter | static.network.redundancy.failback.timeout!!l <y0000000000xx%.cfg
It configures the time to wait (minutes) for the IP phone to switch to the preferred
network (configured by ] static.network.redundancy.modeDZ
Description
Note:l t wor k statiomd tywa rfk .jr edundancy . tnesdiyDZ i
applicable to T54S/T52S/T48S/T485/T46S/TA6G/T42S/T41S/T29G/T27@E phones.
Integer from O to 1440
0-The phone will not switch as long as the current network is available.
Permitted | 1 {9 1440 gThe phone will keep using the current network for the specified time after
Values | the preferentially used network becomes available. If the preferentially used network
is still available after the specified time, the phone performs a network switch while
the phone is not in use.
Default | 55
Parameter | static.wifi.enable <y0000000000xx>.cfg
It activates or deactivates the Wi-Fi mode.
Note : Iti I licable t
Description ote: It is only applicable to
T54S/T52STT48S/TA8G/T46S/T46G/T42S/TA1S/T29G/T271R phones. It works only if
jstatic.wifi.function.enableDZis set to
Permitted | O-Disabled
Values | 1-Enabled
Default | O
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Web Ul | Network->Wi-Fi->Wi-Fi Active
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Basic->Wi-Fi>Wi-Fi
Phone Ul
T42S[T41S[T27G
Menu->Settings->Basic Settings >Wi-Fi
Parameter | static.wifi.X.label? <y0000000000xx>.cfg
It configures the profile name of the wirel ess network X for the IP phone.
Description | Note: ltworks onlyifjst at i ¢. wi fi . enab | &iBdnlyapplisabletot o
T54S/T52SMT48S/T48G/TA6S/T46G/T42SITA1S/T29G/T27(B phones.
Permitted ) o
String within 32 characters
Values
Default | Blank
Web Ul | Network->Wi-Fi>Profile Name
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network (press Add)->Profile Name
or
Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network ->Option ->Edit->Profile Name
T42S[T41S[T27G
Phone Ul
Menu->Settings->Basic Settings>Wi-Fi (On}>Known Network (press Add)->Profile
Name
or
Menu->Settings->Basic Settings>Wi-Fi>Wi-Fi (On}>Known
Network->Option ->Edit->Profile Name
Parameter | static.wifi.X.ssid® <y0000000000x%.cfg
It configures the Service Set Identifier (SSID) of the wireless network X.
o SSID is a unique identifier for acessing wireless access points.
Description
Note: ltworksonlyifjst at i c. wi fi . enabl #&iBdnlyapplisabletot o
T54S/T52STT48S/T48G/T46S/T46G/T42S/T41S/T29G/T271B phones.
Permitted ] o
String within 32 characters
Values
Default | Blank
Web Ul | Network->Wi-Fi>SSID
T54S/T52S/T48S/TA8G/T46S/T46G/T29G
Phone Ul | Menu->Basic->Wi-Fi>Wi-Fi (On)>Known Network (press Add)->SSID

or
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Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network ->Option ->Edit->SSID
T42S[T41S[T27G

Menu->Settings->Basic Settings >Wi-Fi (On)}>Known Network (press Add)->SSID
or

Menu->Settings->Basic Settings>Wi-Fi>Wi-Fi (On)}>Known
Network->Option ->Edit->SSID

Parameter | static.wifi.X.priority®? <y0000000000xx>.cfg
It configures the priority for the wireless network X for the IP phone.
o 5 is the highest priority, 1 is the lowest priority.
Description
Note: ltworksonlyifjst at i c. wi f i . efEnabked).& Bodnly applisablétot o
T54S/T52SNT48S/T48G/TA6S/T46G/T42SITA1S/T29G/T27(B phones.
Permitted
Integer from 1to 5
Values
Default | 1
Web Ul | Network->Wi-Fi>Change Priority
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network ->Option ->Move Up/Move
Down
Phone Ul
T42S[T41S[T27G
Menu->Settings->Basic Settings>Wi-Fi>Wi-Fi (On)>Known
Network ->Option ->Move Up/Move Down
Parameter | static.wifi.X.security_modé? <y0000000000xx>.cfg
It configures the security mode of the wireless network X.
Description | Note : Itworks onlyifjst at i ¢. wi fi . enab | &iBdnlyapplisabletot o
T54S/T52SNT48S/TA8G/TA46S/T46G/TA2SITA1S/T29G/T27(B phones.
Permitted
NONE, WEP, WPASKWPA2-PSK, WPAEAP or WPA2EAP
Values
Default | NONE
Web Ul | Network->Wi-Fi>Secure Mode
T54S/T52S/T48S/TA8G/TA6S/T46G/T29G
Menu->Basic->Wi-Fi>Wi-Fi (On}>Known Network (press Add)->Security Mode
or
Phone Ul | Menu->Basic>Wi-Fi->Wi-Fi (On)>Known Network - >Option ->Edit->Security Mode

T42S/T41ST27G

Menu->Settings->Basic Settings>Wi-Fi (On)}>Known Network (press Add)->Security

Mode
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or

Menu->Settings->Basic Settings >Wi-Fi>Wi-Fi (On)}>Known
Network->Option ->Edit->Security Mode

Parameter

static.wifi.X.cipher_typé? <y00000000000¢.cfg

Description

It configures the encryption type of the wireless network X.
Ifjstatic. wifi. X.

NONE.

s e NANE,ithe permittedd/&ue2f ithis pasameter is (

Ifjstatic. wifi.X.

WEP.

s e WEPr the ppermitrac valee D this parasneter ist «

fjstatic. wifi. X.
parameter are TKIP, AESor TKIP AES

security _modeDZis set t¢

Note: Itworksonlyifjst at i c. wi fi . enabl BiBdnly applisabletot o

T54S/T52ST48S/T48G/T46S/TA6G/T42S/T41S/T29G/T27(B phones.

Permitted
Values

NONE, WEP, TKIP, AES or TKIP AES

Default

NONE

Web Ul

Network->Wi-Fi>Cipher Type

Phone UI

T54S/T52S/T48S/T48G/TA6S/T46G/T29G

Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network (press Add)>Cipher Type

or

Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network ->Option ->Edit->Cipher Type
T42S[T41S/M27G

Menu->Settings->Basic Settings>Wi-Fi (On)}>Known Network (press Add)->Cipher
Type

or

Menu->Settings->Basic Settings >Wi-Fi>Wi-Fi (On}>Known

Network->Option ->Edit->Cipher Type

Parameter

static.wifi.X.password? <y0000000000¢c.cfg

Description

It configures the password of the wireless network X.

Note: Itworksonlyifjst at i c. wi fi . enabl eDZis set to
Jstatic. wifi. X. s NERWRPAERSKanWRAR-PBKiltssoslyet t o

applicable to T54S/T52ST48S/T48G/T46S/T46G/T42S/T41S/T29G/T27IR phones.

Permitted
Values

String within 64 characters

Default

Blank

Web Ul

Network ->Wi-Fi>PSK
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T54S/T52S/T48S/T48G/TA6S/T46G/T29G

Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network (press Add)->WPA Shared Key
or

Menu->Basic->Wi-Fi>Wi-Fi (On}>Known Network ->Option ->Edit->WPA Shared

Key
Phone Ul | T42S/T41S/M27G
Menu-> Settings->Basic Settings >Wi-Fi (On}>Known Network (press Add}>WPA
Shared Key
or
Menu->Settings->Basic Settings>Wi-Fi>Wi-Fi (On}>Known
Network->Option ->Edit->WPA Shared Key
Parameter | static.wifi.X.eap_typé” <y0000000000x>.cfg
It configures the EAP authentication mode of the wireless network X.
- Note: It works only if Jstatic.wifi.enabl
Description
jstatic. wifi. X. s &VPA-EAPbryWPAPeERR D5 only applieable tb o
T54S/T52ST48S/T48G/T46S/T46GT42S/T41S/T29G/T27GP phones.
Permitted
TTLS, PEAP or TLS
Values
Default | Blank
Parameter | static.wifi.X.eap_user_nam@é <y0000000000xx>.cfg
It configures the EAP authentication username of the wireless network X.
Note: Itworksonlyifjst at i c. wi fi . enabl eDZis set to
Descripton |J st atic. wi fi . X. s &MPA-EAPoryWPAPeEcRRaDA i s set t o
jstatic. wifi . XTélLSor PEAP it s @iy applicable tb
T54S/T52ST48S/T48G/T46S/T46G/T42S/TA1S/T29G/T27(B phones.
Permitted _ "
String within 32 characters
Values
Default | Blank
Web Ul | Network->Wi-Fi>User Name
T54S/T52S/T48S/T48G/T46S/T46G/T29G
Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Network (press Add) ->User Name
or
Phone Ul

Menu->Basic->Wi-Fi>Wi-Fi (On}>Known Network ->Option ->Edit->User Name
T42S[T41S[T27G
Menu->Settings->Basic Settings >Wi-Fi>Wi-Fi (On}>Known Network (press Add)

->User Name
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or

Menu->Settings->Basic Settings >Wi-Fi>Wi-Fi (On)}>Known
Network->Option ->Edit->User Name

Parameter | static.wifi.X.eap_passworé! <y00000000000¢.cfg
It configures the EAP authentication password of the wireless network X.
- Note: Itworksonlyifjst at i c. wi fi . enabl eDZis set to
Description
jstatic. wifi. X. s &\VPA-EAPbryWPAReERR DB dnly applieable td o
T54S/T52ST48S/T48G/T46S/T46G/T42S/T41S/T29G/T271B phones.
Permitted ) o
String within 64 characters
Values
Default | Blank
Web Ul | Network->Wi-Fi>PSK
T54S/T52S/T48S/T48G/T46S/T46G/T29G
Menu->Basic->Wi-Fi->Wi-Fi (On)}>Known Network (press Add) ->WPA Shared Key
or
Menu->Basic->Wi-Fi>Wi-Fi (On)}>Known Networ k->Option ->Edit->WPA Shared
Key
Phone Ul | T42S/[T41S[T27G
Menu->Settings->Basic Settings >Wi-Fi>Wi-Fi (On}>Known Network (press Add)
->WPA Shared Key
or
Menu->Settings->Basic Settings>Wi-Fi>Wi-Fi (On)>Known
Network ->Option ->Edit->WPA Shared Key
Parameter | static.wifi.show_scan_prompt <y0000000000x%.cfg
It enables or disables the IP phone to prompt you whether to scan Wi-Fi or not after
connecting Wi-Fi USB dongle WF40 to the IP phone.
Description
Note : It is only applicable to
T54S/T52ST48S/T48G/T46S/T46G/T42S/T41S/T29G/T27(B phones.
0-Disabled, the IP phone will enable the WiFi feature and try to connect to the known
wireless network (according to the priority) automatically. But if the IP phone fails to
Permi
ermitted connect to any known wireless network, the IP phone will still display the Wi-Fi
Values . .
. scanning prompt when connecting WF40 to the IP phone.
1-Enabled
Default | 1

[tif you change this parameter, the IP phone will reboot to make the change take effect.

(X is WiFi ID. X=1-5.
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Real-Time Transport Protocol (RTP) Ports

You can specify the I P phonegs RTP port range. Since the
RTP streams, it can use several ports concurrently. The UDP port used for RTP streams is traditionally an

even-numbered port. For example, the default RTPmin port on the IP phones is 11780. The first voice

session sends RTRising port 11780. Additional calls would then use ports 11782, 11784, 11786,and so

on. The phone is compatible with RFC 1889 RTP: ATransport Protocol for Real Time Applications - and

the updated RFC 3550

Topic

RTPPorts Configuration

RTP Ports Configuration

The following table lists the parameters you can use to configure RTP pors.

Parameter | static.network.port.min_rtpport ™! <y0000000000xx>.cfg

Description | It configures the minimum local RTP port.

Permitted
Integer from 1024 to 65535
Values

Default | 11780

Web Ul | Network->Advanced->Local RTP Port>Min RTP Port (1024~65535)

Parameter | static.network.port.max_rtpport™ <y0000000000xx>.cfg

It configures the maximum local RTP port.

Description | Note : The value of the maximum local RTP port cannot be less than that of the

minimum local RTP port.

Permitted
Integer from 1024 to 65535
Values

Default | 12780

Web Ul | Network->Advanced->Local RTP Port>Max RTP Port(1024~65535)

Parameter | features.rtp_symmetric.enablé! <y0000000000xx>.cfg

It configures the symmetrical RTP (RealTime Transport Praocol) feature on the IP

Description | phone.

Note : IP address and port can be negotiated through the SDP protocol.

Permitted | 0-Disabled

Values | 1-reject RTP packets arriving fom a non-negotiated IP address
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2-reject RTP packets arwing from a non-negotiated port

3-reject RTP packets arriving from a nornegotiated IP address or a non-negotiated

port

Default | O

i you change this parameter, the IP phone will reboot to make the change take effect.

Network Address Translation (NAT)

Network Address Translation (NAT) is a function that allows multiple devices to share the same public,
routable IP address to establish connections over the Internet. NAT is present in many broadband access

devices to translate public and private IP address.

Yealink IP phones can work with certain types of NAT.

Topics

NAT Traversal Configuration
Keep Alive Configuration
Rport Configuration

SIPPort and TLS PortConfiguration

NAT Traversal Config uration

In the VolP environment, NAT breaks endto-end connectivity. NAT traversalis a general term for
techniques that establish and maintain IP connections traversing NAT gateways typically required for

client-to-client networking applications, especially for VolP deployments.

Yealink IP phones support three NAT traversal techniquesmanual NAT, STUNand ICE.If you enable
manual NAT and STUN, the IP phonewill use the manually-configured external IP addressfor NAT

traversal. The TURN protocolis used as part of the ICEapproach to NAT traversal

The following table lists the parameters you can use to configure NAT traversal

Parameter | account.X.nat.nat_traversal* <MAC>.cfg
It enables or disables the NAT traversal.
L Note : Ifitis setto 1 (STUN), itworksonlyiffst at i ¢c. si p. nat _st un
Description
(Enabled); if it is set to 2 (Manual NAT), itworks onlyiffn et wor k. st ati c
set to 1 (Enabled).
0-Disabled
Permitted
1-STUN
Values
2-Manual NAT
Default | O
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Web Ul | Account->Register->NAT
T54S/T52S/T48S/T48G/TA6S/TA6G/T29G
Menu->Advanced (default password: admin)->Accounts->Account X->NAT Status
Phone Ul T42G/T42S/T41PT41S/TA0P/TA0GI27P/T27G/T23P/T23G/T21(P) HP19(P) E2
Menu->Settings->Advanced Settings (default password:
admin)->Accounts->AccountX->NAT Status
Note : Manual NAT cannot be configured via phone user interface.
Parameter | static.network.static_nat.enabld? <y0000000000xx>.cfg
Description | It enables or disables the manual NAT feature on the IP phone.
Permitted | 0-Disabled
Values | 1-Enabled
Default | O
Web Ul | Network->NAT->Nat Manual ->Active
Parameter | static.network.static_nat.addf? <y0000000000xx>.Cfg
It configures the IP address to be advertised in SIP signaling.
It should match the external IP address used by the NAT device.
Description | Example:
static.network.static_nat.addr = 10.3.5.33
Note: Itworksonlyifjst at i c. net wor k. sttal(Embled)lat . ena
Permitted
Values IP Address
Default | Blank
Web Ul | Network->NAT->Nat Manual->IP Address
Parameter | static.sip.nat_stun.enablé? <y0000000000xx>.cfg
Description It enables or disables the STUN (Simple Traversal of UDP over NATS) feature on thi&
phone.
Permitted | O-Disabled
Values | 1-Enabled
Default | O
Web Ul | Network->NAT->STUN->Active
T54S/T52S/T48S/T48G/T46S/T46G/T29G
Phone Ul Menu->Advanced (default password: admin) ->Network ->NAT->NAT Status

T42G/T42S/T41PT41S/TAOP/T40GI27P/T27G/T23P/T23G/T21(P) HP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
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->Network ->NAT->NAT Status

Parameter | static.sip.nat_stun.servef’ <y0000000000xx>.cfg
It configures the IP address or domain name of the STUN (Simple Traersal of UDP
over NATS) server.

Description | Example:
static.sip.nat_stun.server = 218.107.220.201
Note : Itworksonlyifjst at i ¢. si p. nat _s (Enabledenab | e DZ i
Permitted )
IP Address or Domain Name
Values
Default | Blank
Web Ul | Network->NAT->STUN->STUN Server
T54S/T52S/T48SIT48G/TA6S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->NAT->STUN Server
Phone Ul | T42G/T42S/T41PT41S/T40P/T40GI27P/T27G/T23P/T23G/T21(P) BP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->NAT->STUN Server

Parameter | static.sip.nat_stun.port? <y0000000000xx>.cfg
It configures the port of the STUN (Simple Trawersal of UDP over NATS) server.
Example:

Description
static.sip.nat_stun.port = 3478
Note: Itworksonlyifjst ati c. si p. nat _stun. enabl eDZi

Permitted

Integer from 1024 to 65000

Values

Default | 3478

Web Ul | Network->NAT->STUN->STUN Port (1024~65000)
T54S/T52S/TA48SIT48G/TA6S/TA6G/T29G
Menu->Advanced (default password: admin) ->Network ->NAT->STUN Port

Phone Ul | T42G/T42S/T41PT41S/TAOP/TAOGI27P/T27G/T23P/T23G/T21(P) EP19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->NAT->STUN Port
Parameter | static.ice.enabld? <y0000000000x>.cfg
. It enables or disables the ICE (Interactive Connectivity Establishment) feature on the IP
Description

phone.

Permitted
0-Disabled

Values
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1-Enabled
Default | O
Web Ul | Network->NAT->ICE>Active
Parameter | static.sip.nat_turn.enabld? <y0000000000Kx>.cfg
o It enables or disables the TURN (Traversal Using Relays around NAT) feature on the IF
Description
phone.
Permitted | O-Disabled
Values | 1-Enabled
Default | O
Web Ul | Network->NAT->TURN->Active
Parameter | static.sip.nat_turn.servel! <y0000000000x>.cfg
It configures the IP address or the domain name of the TURN (Traversal Wing Relays
around NAT) server.
Description | Example:
static.sip.nat_turn.server = 218.107.220.202
Note: Itworksonlyifjst at i ¢c. si p. nat _turn. enabl eDZi
Permitted )
IP Address or Domain Name
Values
Default | Blank
Web Ul | Network->NAT->TURN->TURN Server
Parameter | static.sip.nat_turn.port? <y0000000000Kx>.cfg
It configures the port of the TURN (Traversal ing Relays around NAT) server.
Example:
Description
static.sip.nat_turn.port = 3478
Note: Itworksonlyifjst ati c. si p. nat _turn. enabl eDZi
Permitted
Integer from 1024 to 65535
Values
Default | 3478
Web Ul | Network->NAT->TURN->TURN Port (1~65535)
Parameter | static.sip.nat_turn.usernamé? <y0000000000x%.cfg
It configures the user name to authenticate to TURN (Traversal Using Relays around
Description | NAT) server.

Example:
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static.sip.nat_turn.username = admin

Note: Itworksonlyifjst ati c. si p. nat _turn.enabl eDZi

Permitted )
String
Values
Default | Blank
Web Ul | Network->NAT->TURN->User Name
Parameter | static.sip.nat_turn.password? <y0000000000x%.cfg
It configures the password to authenticate to the TURN (Traversal Wing Relays around
NAT) server.
Description | Example:
static.sip.nat_turn.password = yealink1105
Note: Itworksonlyifjst at i ¢c. si p. nat _turn. enabl eDZi
Permitted )
String
Values
Default | Blank
Web Ul | Network->NAT->TURN->Password

[1x is the account ID. For T54S/T48S/T48G/TA6S/T46GI29G, X=1-16; for T52S/T42G/T42S X=1-12; for
T41P/T41S/T27P/T27GX=1-6; for T4A0P/T40G/T23P/T23GX=1-3; for T21(P) E2X=1-2; for T19(P) E2X=1.

[2lif you change this parameter, the IP phone will reboot to make the change take effect.

Keep Alive Config uration

YealinkIP phones can send keepalive packets to the NAT device for keeping the communication port

open.

The following table lists the parameters you can use to configure keep alive.

Parameter | account.X.nat.udp_update_enablé&! <MAC>.cfg
Description It configures the type of keep -alive packets sent by the IP phone to the NAT device to
keep the communication port open so that NAT can continue to f unction.
0-Disabled
Permitted | 1-Default (the IP phone sends UDP packets to the server).
Values | 2-Options (the IP phone sends SIPOPTIONS packets to the server).
3-Notify (the IP phone sends SIP NOTIFY packets to the server).
Default | 1
Web Ul | Account->Advanced->Keep Alive Type
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Parameter | account.X.nat.udp_update_timé" <MAC>.cfg

It configures the keep-alive interval (in seconds).

Example:
Description
account.1.nat.udp_update_time = 30
Note: Itworksonlyiffaccount . X. nat . udp_update_enab
Permitted
Integer from 15 to 2147483647
Values
Default | 30

Web Ul | Account->Advanced->Keep Alive Interval(Seconds)

X is the account ID. For T54S/T48S/T48G/T46S/T46@ 29G, X=1-16; for T52S/T42G/T42S X=1-12; for
TA41P/T41S/T27PIT27GX=1-6; for T4A0P/T40G/T23P/T23GX=1-3; for T21(P) E2X=1-2; for T19(P) E2X=1.

Rport Configuration

Yealink IP phones support rport described in RFC 3581 It allows a client to request that the server sends

the response back to the source port from which the request came.
Rport feature depends on support from a SIP server.

The following table lists the parameter you can use to configure rport.

Parameter | account.X.nat.rport!! <MAC>.cfg

Description | It enables or disables the NAT Rport feature

0-Disabled
Permitted
1-Enabled
Values
2-Enable Direct Process
Default | O

Web Ul | Account->Advanced->RPort

[ isthe account ID. For T54S/T48S/T48G/TA6S/TA6@ 29G, X=1-16; for T52S/T42G/T42S X=1-12; for
T41P/T41S/T27PIT27GX=1-6; for T4A0P/T40G/T23P/T23GX=1-3; for T21(P) E2 X=1-2; for T19(P) E2X=1.

SIP Port and TLS Port Configuration

You can configure the SIP and TLS source ports on the IP PhoneDtherwise, the IP phone uses default
values (5060for UDP/TCP and 5061 for TLS).

If NAT is disabled, the port number shows in the Via and Contact SIP headersof SIP messageslf NAT is
enabled, the phone uses the NAT port number (and NAT IP address) in the Via andContact SIP headers
of SIP messages, busstill use the configured source port.

The following table lists the parameters you can use to configure SIPport and TLSport.
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Parameter | sip.listen_port <y0000000000x%>.cfg

Description | It configures the local SIP port.

Permitted
Integer from 1024 to 65535
Values

Default | 5060

Web Ul | Settings->SIP->Local SIP Port

Parameter | sip.tls_listen_port <y0000000000x%.cfg

It configures the local TLS listen port.

Description
If it is set to O, the IP phone will not listen the TLS service.
Permitted
Integer from 1024 to 65535
Values

Default | 5061

Web Ul | Settings->SIP->TLS SIP Port

Internet Port and PC Port

Yealink IP phones support two Ethernet ports: Internet port and PC port. You can enable or disable the PC
port on the IP phones.
Topics

Supported Transmission Methods

Internet Port and PC Port Configuration

Supported Transmission Methods

Three optional methods of transmission configuration for IP phone Internet port and PC port:

Auto-negotiate
Half-duplex (transmit in 20Mbps or 100Mbps)

Full-duplex (transmit in 10Mbps, 100Mbps or 1000Mbps (1000Mbps is only applicable to
T54S/T52STT48S/TA8G/TA6S/T46GI42G/T42S/TA0G/T29G/T27G/T23G IP phone)

Auto-negotiate is configured for both Internet and PC ports on the IP phone by default.

Internet Port and PC Port Configuration

The following table lists the parameters you can use toconfigure Internet port and PC port.
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Parameter | static.network.pc_port.enable! <y0000000000xx>.cfg
Description | It enables or disables the PC port.
Permitted | O-Disabled
Values | 1-Auto Negotiation
Default | 1
Web Ul | Network->PC Port->PC Port Active
Parameter | static.network.internet_port.speed_duplex!! <y0000000000xx>.cfg
It configures the transmission method of the Internet port.
Note : For T54S/T52ST48S/T48G/T46S/ITA6E 42G/T42S/TA0G/T29G/T27G/T23G IP
Description | phones, you can set the transmission speed to 1000Mbps/Auto Negotiation to
transmit in 2000Mbps if the IP phone is connected to the switch supports Gigabit
Ethernet. We recommend that you do not change this parameter.
0-Auto Negotiation
1-Full Duplex 10Mbps
2-Full Duplex 100Mbps
Permitted
Values 3-Half Duplex 10Mbps
4-Half Duplex 100Mbps
5-Full Duplex 1000Mbps (only applicable to
T54S/T52ST48S/T48GITA6S/ITA6E42G/T42S/TA0G/T29G/T27G/T23G IP phongs
Default | O
Web Ul | Network->Advanced->Port Link->WAN Port Link
Parameter | static.network.pc_port.speed_duplex!! <y0000000000xx>.cfg
It configures the tran smission method of the PC port.
Note : Itworksonlyifjst at i ¢. net wor kssettol (Aoto Negogatioa)bHore
Description T54S/T52ST48S/TA8G/T46S/TA6GI42G/TA2S/T40G/T29G/T27G/T23G IP phones, you
can set the transmission speed to 1000Mbps/ Auto Negotiation to transmit in
1000Mbps if the IP phone is connected to the switch supports Gigabit Ethernet. We
recommend that you do not change this parameter.
0-Auto Negotiation
1-Full Duplex 10Mbps
2-Full Duplex 100Mbps
Permitted
Values 3-Half Duplex 10Mbps

4-Half Duplex 100Mbps

5-Full Duplex 1000Mbps (only applicable to
T54S/T52STT48S/T48G/T46S/TA6G42G/T42ST40G/T29G/T27G/T23G IP phones)
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Default | O

Web Ul | Network->Advanced->Port Link->PC Port Link

Parameter | static.network.vlan.pc_port_modé! <y0000000000xx>.cfg

It configures the way the IP phone processes packets for the PC port whenVLAN is
enabled on the PC port.

Description | Note : When packets are sent from the Internet port to the PC port, remove the
packet@ds tag if it is the samelsedoswardthe c

packets directly.

0-when packets are sent from the PC port to the Internet port, the IP phone will
forward the packets directly.

Permitted
values 1-when packets are sent from the PC port to the Internet port, and there is no VLAN
tag in the packet, the IP phone will tag the packet with the configured tag for the PC
port and then forward it.
Default | 1

[If you change this parameter, the IP phone will reboot to make the change take effect.

VPN

YealinkIP phonesuse OpenVPN to achieve VPN feature.To prevent disclosure of private information ,
tunnel endpoints must authenticate each other before secure VPN tunnelis established. After you
configure VPN feature on the IP phone, the IP phone will act as a VPN client anduses the certificates to

authenticate with the VPN server.

For more information, refer to OpenVPN Feature on Yealink IP phones

Topics

VPN Related Files

VPN Configuration

VPN Related Files

To use VPN, you should collect all VPN-related files into one archive file in .tar format and then upload
this tar file. Therelated VPN files include certificates (ca.crtand client.crt), key (client.key) and the
configuratio n file (vpn.cnf) of the VPN client.

The following table lists the unified directories of the OpenVPN certificates and key in the configuration

file (vpn.cnf) for Yealink IP phones:

VPN Files Description Unified Directories

ca.crt CA certificate /config/openvpn/keys/ca.crt
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VPN Files Description Unified Directories
client.crt Client certificate /config/openvpn/keys/client.crt
client.key Private key of the client /config/lopenvpn/keys/client.key

VPN Configuration

The following table lists the parameters you can use to configure VPN.

Parameter | static.network.vpn_enable" <y0000000000xx>.cfg

Description | It enables or disables the OpenVPN feature on the IP phone.

Permitted | O-Disabled
Values | 1-Enabled

Default | O

Web Ul | Network->Advanced->VPN->Active

T54S/T52S/T48S/T48G/T46S/T46G/T29G

Menu->Advanced (default password: admin) ->Network ->VPN->VPN Active
Phone Ul | T42G/T42S/T41PT41S/T40P/T40GK27P/T27G/T23P/T23G/T21(P) EZ19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
->Network ->VPN->VPN Active

Parameter | static.openvpn.url <y0000000000xx>.cfg

It configures the access URLof the *.tar file for OpenVPN.
Description | Example:

static.openvpn.url = http://192.168.10.25/0OpenVPN.tar

Permitted o
URL within 511 characters
Values

Default | Blank

Web Ul | Network->Advanced->VPN->Upload VPN Config

[If you change this parameter, the IP phone will reboot to make the change take effect.

Quality of Service (QoS)

VolIP is extremely bandwidth and delay-sensitive. QoSis a major issue in \bIP implementations,
regarding how to guarantee that packet traffic not be delayed or dropped due to interference from other
lower priority traffic. VolP can guarantee high-quality QoS only if the voice and the SIP packets are given

priority over other kinds of network traffic. IP phones support the DiffServ model of QoS.
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Voice QoS

In order to make VoIP transmissions intelligible to receivers voice packets should not be dropped,

excessively delayed, or made to suffer varying delay DiffServ model can guarantee high-quality voice

transmission when the voice packets are configured to a higher DSCPvalue.

SIP QoS

SIPprotocol is used for creating, modifying, and terminating two -party or multi -party sessions.To ensure

good voice quality, SIPpackets emanated from IP phones should be configured with a high transmission

priority .

DSCPs for voice and SIP packets can be specified respectively

Note

For voice and SIP packets, the IP phone btains DSCPinfo from the network policy if LLDP feature is
enabled, which takes precedence over manual settings For more information on LLDP, refer to LLDP

Configuration.

Topic

Voice and SIPQoS Configuration

Voice and SIP QoS Configuration

The following table lists the parameters you can use to configure voice voice and SIP QoS

Parameter | static.network.qos.audiotos!™ <y0000000000xx>.cfg
It configures the DSCP (Differentiated ServicesCode Point) for voice packets.
Description
The default DSCP value for RTP packets is 46 (Expedited Forwarding).
Permitted
Integer from O to 63
Values
Default | 46
Web Ul | Network->Advanced->Voice QoS->Voice QoS (0~63)
Parameter | static.network.qos.signaltos™ <y0000000000xx>.cfg
It configures the DSCP (Differentiated Servies Code Point) for SIP packets.
Description
The default DSCP value for SIP packets is 26 (Assured Forwarding).
Permitted
Integer from O to 63
Values
Default | 26
Web Ul | Network->Advanced->Voice QoS->SIP QoS (0~63)

()¢ you change this parameter, the IP phone will reboot to make the change take effect.
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802.1x Authentication

Yealink IPphones support the following protocols for 802.1X authentication:

EARMDS

EARTLS(requires Device and CA certificates requires no password)
EARPEAP/MSCHAPV2 (requires CA certificates)
EARTTLS/EAPMSCHAPvV2(requires CA certificates)
EARPEAP/GTQrequires CA certificates)
EARTTLS/EAPGTC(requires CAcertificates)

EARFAST (supports EAP kBand provisioning, requires CA certificates if the provisioning method is

Authenticated Provisioning)

For more information on 802.1X authentication, refer to Yealink 802.1X Authentication
Topic

802.1xAuthentication Configuration

802.1x Authentication Configuration

The following table lists the parameters you can use to configure 802.1x authentication.

Parameter | static.network.802_1x.modé" <y0000000000xx>.cfg

Description | It configures the 802.1x authentication method.

0-EARNone, 802.1xauthentication is not required.
1-EARMDS
2-EARTLS
Permitted | 3-EARPEAP/MSCHAPV2

Values | 4-EARTTLS/EAPMSCHAPV2
5-EARPEAP/GTC
6-EARTTLS/EAPGTC

7-EARFAST

Default | O

Web Ul | Network->Advanced->802.1x->802.1x Mode

T54S/T52S/T48SIT48G/TA6S/T46G/T29G

Bh Ul Menu->Advanced (default password: admin) ->Network ->802.1x->802.1x Mode
one

T42G/T42S/T41PTA1S/T40P/TA0GI27P/T27GIT23P/T23G/T21(P) HP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
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->Network ->802.1x->802.1x Mode

Parameter | static.network.802_1x.eap_fast_provision_modé <y0000000000xx>.cfg
It configures the EAP InBand provisioning method for EAP-FAST.
Description
Note: Itworksonlyifjst at i ¢c. net wor k. 802 _ XASTho d e DZ i
0-Unauthenticated Provisioning, EAP InBand provisioning is enabled by server
unauthenticated PAC (Protected Access Credential) provisioning using anonymais
Permitted .
Diffie-Hellman key exchange.
Values
1-Authenticated Provisioning, EAP InBand provisioning is enabled by server
authenticated PAC provisioning using certificate based server authentication.
Default | O
Web Ul | Network->Advanced->802.1x->Provisioning Mode
Parameter | static.network.802_1x.anonymous_identity"! <y0000000000xx>.cfg
It configures the anonymous identity (user name) for 802.1X authentication.
It is used for constructing a secure tunnel for 802.1X authentication.
Description | Example:
static.network.802_1x.anonynous_identity = user@yealink.com
Note: ltworksonlyifjst at i c. net wor k. 802 _1x. modeDZ i
Permitted ) o
String within 512 characters
Values
Default | Blank
Web Ul | Network->Advanced->802.1x->Anonymous |dentity
Parameter | static.network.802_1x.identity! <y0000000000xx>.cfg
It configures the user name for 802.1x authentication.
Example:
Description
static.network.802_1x.identity = yealink
Note : It worksonlyifjst at i c. net wor k. 802 _1x. modeDZ i
Permitted ] o
String within 32 characters
Values
Default | Blank
Web Ul | Network->Advanced->802.1x->ldentity
T54S/T52S/T48S/TA8G/TA6S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->802.1x->Identity
Phone Ul

T42G/T42S/T41PT41S/TA0P/T40GI27P/T27G/T23P/T23G/T21(P) BEP19(P) E2

Menu->Settings->Advanced Settings (default password: admin)
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->Network ->802.1x->ldentity

Parameter | static.network.802_1x.md5_passworé! <y0000000000xx>.cfg
It configures the password for 802.1x authentication.
Example:
Description
static.network.802_1x.md5_password = admin123
Note : ltworksonlyifjst at i c. net wor k. 802 _1x. modeDZ i
Permitted ) o
String within 32 characters
Values
Default | Blank
Web Ul | Network->Advanced->802.1x->MD5 Password
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->802.1x->MD5 Password
Phone Ul | T42G/T42S/T41PT41S/T40P/T40GI27P/T27G/T23P/T23G/T21(P) BZ19(P) E2
Menu->Settings->Advanced Settings (default password: admin)
->Network ->802.1x->MD5 Password
Parameter | static.network.802_1x.root_cert_url <y000000000%xx>.cfg
It configures the access URL of the CA certificate.
Example:
static.network.802_1x.root_cert_u = http://192.168.1.10/ca.pem
Description Note: Itworksonlyifjst at i ¢c. net wor k. 802 _1x. modeDZ i
authentication method is EAP-FAST, you also need to set
jstatic.network.802_1x.eap_fast_provisi
The format of the certificate must be *.pem, *.crt, *.cer or *.der.
Permitted o
URL within 511 characters
Values
Default | Blank
Web Ul | Network->Advanced->802.1x->CA Certificates
Parameter | static.network.802_1x.client_cert_url <y0000000000xx>.cfg
It configures the access URL of the device certificate.
Example:
Description | static.network.802_1x.client_cert_url = http:/192.168.1.10/client.pem
Note: Itworksonlyifjst at i ¢c. net wor k. 80 2 _ :™S)nTbedaenist of
the certificate must be *.pem.
Permitted
URL within 511 characters
Values
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Default | Blank

Web Ul | Network->Advanced->802.1x->Device Certificates

Parameter | static.network.802_1x.proxy_eap_logoff.enabl@! <y000000000%xx>.cfg

Description | It enables or disables the 802.1xlogoff feature for the PC port.

0-Disabled
Permitted
Values 1-Enabled, the 802.1x logoff message is sent to the authenticator when the PC is
disconnected.
Default | O

[If you change this parameter, the IP phone will reboot to make the change take effect.

TR-069 Device Management

TR069 is a technical specificationdefined by the Broadband Forum, which defines a mechanism that
encompasses secure auteconfiguration of a CPE (Qistomer-Premises Equipment), and incorporates
other CPE management functions into a common framework. TR069 uses common transport
mechanisms (HTTP and HTTPS) for communication betwee@PEand ACS @Auto Configuration Servers).
The HTTP(S) messages contain XMRPC methods defined inthe standard for configuration and

management of the CPE.

For more information on TR-069, refer to Yealink TR069 Technote.

Topics

Supported RPC Methods

TRO69 Configuration

Supported RPC Methods

The following table provides a description of RPCmethods supported by IP phones.

RPC Method Description

This method is used to discover the set of methods
supported by the CPE.

GetRPCMethods

This method is used to modify the value of one or more
SetParameterValues
CPE parameters.

This method is used to obtain the value of one or more
GetParameterValues
CPE parameters.

This method is used to discover the parameters accessible
GetParameterNames )
on a particular CPE.
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RPC Method

Description

GetParameterAttributes

This method is used to read the attributes associated with

one or more CPE parameters.

SetParameterAttributes

This method is used to modify attributes associated with

one or more CPE parameters.

Reboot

This method causes the CPE to reboot.

Download

This method is used to cause the CPE to download a

specified file from the designated location.
File types supported by IP phones are:
Firmware Image

Configuration File

Upload

This method is used to cause the CPE to upload a
specified file to the designated location.

File types supported by IP phones are:
Configuration File

Log File

Schedulelnform

This method is used to request the CPE to schedule a
one-time Inform method call (separate from its periodic
Inform method calls) sometime in the future.

FactoryReset

This method resets the CPE to its factory default state.

TransferComplete

This method informs the ACS of the completion (either
successful or unsuccessful) of a file transfer initiated by an

earlier Download or Upload method call.

AddObject

This method is used to add a new instance of an object
defined on the CPE.

DeleteObject

This method is used to remove a particular instance of an

object.

TR069 Configuration

The following table lists the parameters you can use to configure TR069

Parameter | static.managementserver.enable <y0000000000xx>.cfg

Description | It enables or disables the TR069 feature.

Permitted | O-Disabled
Values | 1-Enabled
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Default | O
Web Ul | Settings->TR069 >Enable TR069
Parameter | static.managementserver.username <y0000000000xx>.cfg
It configures the user name for the IP phone to authenticate with the ACS (Auto
Configuration Servers).
Description | Leave it blank if no authentication is required.
Example:
static.managementserver.username = tr69
Permitted ) o
String within 128 characters
Values
Default | Blank
Web Ul | Settings->TR069>ACS Username
Parameter | static.managementserver.password <y0000000000xx>.cfg
It configures the password for the IP phone to authenticate with the ACS (Auto
Configuration Servers).
Description | Leave itblank if no authentication is required.
Example:
static.managementserver.password = tr69
Permitted ) o
String within 64 characters
Values
Default | Blank
Web Ul | Settings->TR069->ACS Password
Parameter | static.managementserver.url <y0000000000xx>.cfg
It configures the access URL of the ACS (Ao Configuration Servers).
o Example:
Description
static.managementserver.url =
http://officetelprov.orangero.net:8080/ftacs -digest/ACS
Permitted o
URL within 511 characters
Values
Default | Blank
Web Ul | Settings->TR069>ACS URL
Parameter | static.managementserver.connection_request_username <y0000000000xx>.cfg
o It configures the user name for the IP phone to authenticate the incoming connectio n
Description

requests.
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Example:

static.managementserver.connection_request_username = acuser

Permitted ) o
String within 128 characters
Values
Default | Blank
Web Ul | Settings->TR069 >Connection Request Username
Parameter | static.managementserver.connection_request_password <y0000000000x% .cfg
It configures the password for the IP phone to authenticate the incoming connection
requests.
Description
Example:
static. managementserver.connection_request_password = acspwd
Permitted ) o
String within 64 characters
Values
Default | Blank
Web Ul | Settings->TR069->Connection Request Password
Parameter | staticmanagementserver.periodic_inform_enable <y0000000000x%>.cfg
o It enables or disables the IP phone to periodically report its configuration information
Description i )
to the ACS (Auto Configuration Servers).
Permitted | O-Disabled
Values | 1-Enabled
Default | 1
Web Ul | Settings->TR069>Enable Periodic Inform
Parameter | static.managementserver.periodic_inform_interval <y0000000000x%.cfg
It configures the interval (in seconds) at which the IP phone reports its configuration
to the ACS (Auto Configuration Servers).
Description
Note: Itworksonly ifjst at i ¢. management server.perio
(Enabled).
Permitted
Integer from 5 to 4294967295
Values
Default | 60
Web Ul | Settings->TR069 > Periodic Inform Interval (seconds)
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Phone Provisioning

This chapter provides basic instructions for setting up your IP phones with a provisioning server.

For more information, refer to Yealink_SIP_IFPhones_Auto_Provisioning_Guide

Topics

Boot Files,Configuration Files and Resource Files
Provisioning Methods

Setting Up a Provisioning Server

Keeping Userd Bersonalized Settings after Auto Provisioning

Example:Deploying Phones from the Provisioning Server

Boot Files, Configuration Files and Resource Files

You can useboot files, configuration files and resource files to configure phone features and apply
feature settings to phones. You can create or edit these filesusing a text editor such asUltraEdit.

You can ask the distributor or Yealink FAEor template files. You can also obtain the template files online:

http://support.yealink.com/documentFro nt/forwardToDocumentFrontDisplayPage.

Topics
Boot Files
Configuration Files

Resource Files

Files Download Process

Boot Files

Yealink IP phones support boot files. The boot files maximize theflexibility to allow you to customize
features and settings for multiple phones.

With the boot file, you can specify which configuration files should be download ed. It is effective for you
to provision the IP phones in different de ployment scenarios

For all phones

For a group of phones

For specific phone models
For a single phone

Yealink IP phones support two types of boot files: common boot file and MAC -Oriented boot file. You
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can use the default boot template file J7y000000000000.bootDf6 create MAC-Oriented boot file by

making a copy and renaming it.

Note

You can select whether to use the boot file or not according to your deployment scenario. If you do not
want to use the boot file, please goto Configuration Files.

Topics
Common Boot File
MAC-Oriented Boot File

Boot File Attributes

Customizing a Boot File

Common Boot File

Common boot file, named y0000000000@.boot, is effective for all phones. You can use a common boot

file to apply common feature settings to all of the phones rather than a single phone.

MAC-Oriented Boot File

MAC-Oriented boot file, named <MAC>.boot. It will only be effective for a specific IP phone.In this way,

you have a high permission to control over each phone by making changes on a per-phone basis.

You can create a MAG Oriented boot file for each phone by making a copy and renaming the boot
template file (yOO0000000000.boot). For example, if you phone MAC address is00156574B150, rename
the template file as 00156574b150.boot (lowercase).

MAC address aunique 12-digit serial number is assigned to each phone. Youcan obtain it from the bar
code on the back of the IP phone.

Boot File Attributes

The following table lists the attributes you need to know in the boot template file .

Attributes Description

#lversion:1.0.0.1 It must be placed in the first line. Do not edit and delete.

Each ] i ncl udanBzedhiadotatiomef @ tonfiguration file.

The configuration file format must be *.cfg.

The locations in the angle brackets or double quotation marks support
include:config <xxx.cfg> two forms:

include:config “xxx.cfg" Relative path (relative to the boot file):

For example,sip.cfg, HTTP Directory/sip.cfg

Absolute path (or URL):

54



Phone Provisioning

Attributes

Description

For example, http.//10.2.5.258/HTTP Directory/sip.cfy

The location must point to a specific CFG file.

[$MODEL]

The [$MODEL] can be addedto specify settings for specific phone
models. $MODEL represents the phone modelname.

The valid phone model names are: T54S, T52S, T&3 T48G, T46S, T46G,
T42S, TA2G, T41P, T41S, T40P, T40G, T29G, T27P, T27G, T23P, T23G
T21PE2, T21 E2, T19P E2 and T19 E2.

Multiple phone models are separated by commas. For example, [T46S,
T23G]

overwrite_mode

Enable or disable the overwrite mode. The overwrite mode applies to
the configuration files specified in the boot file . Note that it only

affects the parameters pre-provisioned via central provisioning.

1-(Enabled) - If the value of a parameter in configuration files is left
blank, or if a non-static parameter in configuration fi les is deleted or
commented out, the factory default value takes effect.

0-(Disabled) - If the value of a parameter in configuration files is left
blank, deleted or commented out , the pre-configured value is kept.

Note : Overwrite mode can only be used in boot files. If a boot file is
used but the value of thengar ame
configured, the overwrite mode is enabled by default.

specific_model.excluded_m
ode

Enable or disablethe exclude mode. The exclude mode applies to the
configuration files specified in the boot file .

0-Disabled (Append Mode ), the phone downloads its own
model-specific configuration files, and downloads other

model-unspecified configuration files.

1-Enabled (Exclude Mode ), the phone attempts to download its own
model-specific configuration files; if there is no own model-specific
configuration files found on the server, it downloads

model-unspecified configuration files.

Note : Exclude mode can only be used in boot files. If a boot file is used
but the value of the parameter ]

configured, the exclude mode is disabled by default.

The | ine beginning with J #DZoius camn sumatsanyeadmantn thee

boot file.
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Customizing a Boot File

Procedure

1. Open a boot template file.

2. To add a configuration file , add /include.config <> or i n c /| u d e :tactlee rilé. Eagh sfan®on a
separate line.

3. Specify a configuration file for downloading.
For example:
include:config <configure/sip.cfg >
i ncl ud ehtp:/60.Z.5.296/chnfigure/account.cfg DZ
i ncl ud ehttp/6l6Z.5.296/chnfigure/ dialplan.cfgDZ

4.  To specify configuration files for specific phone models, add specific phone models in front of
include.config <> or i n c /| u d e .Mubiplefphoge mjodernames are separated by commas.

For example

[T46S T48Sinclude:config < configure/sip.cfg>

[T23G] nc | u d e http:/(l0.2.5.286/cdnfigure/account.cfg DZ

## file sip.cfgonly applies to T46S and T48S phones, fileaccount.cfg only applies to T23G phones
5.  Specifythe overwrite mode and exclude mode.

For example:

overwrite_mode =1

specific_model.excluded_mode= 1

6. Save the boot file and place it on the provisioning server.

Related Topic

Boot File Attributes

Configuration Fil es

Yealink supports two configuration template files: Common CFG fileand MAC-Oriented CFG file.

These configuration files contain two kinds of parameters:
Static: The parameters start with a prefix j static.DZor example, static.auto_provision.custom.protect.

Non-static: The parameters do not start with a prefix j static.DZor example,

phone_setting.backgrounds.
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You can deploy and maintain a mass of Yealink IP phonesautomatically through configuration files

stored in a provisioning server.

Note

For protecting against unauthorized access you can encrypt configuration files . For more information on
encrypting configuration files, refer to Encrypting and Decrypting Files

Topics

Common CFG File

MAC CFG File

Configuration File Customization

Configuration File Attributes

Common CFG File

Common CFG file, named<y0000000000xx>.cfg, contains parameters that affect the basic operation of

the IP phone, such as language and volume. Itwill be effective for all IP phones in the same model. The

common CFG file has a fixed namefor each phone model.

The following table lists the name of the common CFG file for eachIP phone model:

Phone Model Common CFG file
T54S y000000000070.cfg
T52S y000000000074.cfg
T48G y000000000@B5.cfg
T48S y000000000065.cfg
T46G y000000000@8.cfg
T46S y000000000066.cfg
T42G y000000000@9.cfg
T42S y000000000067.cfg
T41P y000000000086.cfg
T41S y000000000068.cfg
T40P y000000000054.cfg
T40G y000000000076.cfg
T29G y000000000046.cfg
T27P y000000000045.cfg
T27G y000000000069.cfg
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Phone Model Common CFG file
T23P/G y000000000044.cfg
T21(P) E2 y000000000062.cfg
T19(P) E2 y000000000063.cfg
MAC CFG File

Yealink supports two MAC CFG file: MACOriented file and MAC-local CFG file, which are both named
after the MAC address of the IP phone. For example,if the MAC address of an IP phone is 00156574150,
the name of MAC-Oriented CFG fileis 00156574b150.cfg (lowercase), and the name of MAC-local CFG
file is 00156574b150-local.cfg (lowercase).

MAC address aunique 12-digit serial number is assigned to each phone. Youcan obtain it from the bar
code on the back of the IP phone.

Topics

MAC-Oriented CFG File

MAC-local CFG File

MAC-Oriented CFG File

MAC-Oriented CFG file named <MAC>.cfg, contains parameters unique to a particular phone, such as

account registration. It will only be effective for a MAC-specific IP phone.

MAC-local CFG File

MAC-local CFG file named <MAC> -local.cfg, contains changesassociated with non-static parameter that
you make via web user interfaceor phone user interface (for example, changes for time and date formats,

ring tones, and DSS keys).

This file generates only if you enable the provisioning priority mechanism. It is stored locally on the IP
phone and you can upload it to the provisioning server each time the file updates. This file enablesthe
usersto keep their personalized configuration settings, even though the IP phone performs auto

provisioning .

Note

The non-static changesthat you made before enabling the provisioning priority mechanism are not savedin
the generated MAC-local file, but the previous settings still take effect on the phone. The static changesare
never be saved to the <MAC>-local.cfg file.

The provisioning priority mechanism is enabled by the parameter j static.auto_provision.custom.protectDZ
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Topics

MAC-local CFG FileConfiguration

Clearing MAC-local CFG File

MAC-local CFG File Configuration

By default, the MAC-local.cfg file is stored on the IP phone. You can configure the phone to upload this

file to the provisioning server each time the file updates.

The following table lists the parameters you can use to generate and upload the MAC-local CFG file

Parameter | static.auto_provision.custom.protect <y0000000000xx>.cfg
It enables or disables the IP phone to keep usels personalized settings after auto
provisioning.

- Note : The provisioning priority mechanism (phone/web user interface >central

Description
provisioning >factory defaults) takes effect only if the value of this parameter is set to
1 (Enabled). Iffover wri te_modeDZis set to 1 in t
will be set to 1 (Enabled).
0-Disabled

Permitted

values 1-Enabled, <MAC>-local.cfg file generates and personalized non-static settings
configured via web or phone user interface will be kept after auto provisioning.
Default | O

Parameter | static.auto_provision.custom.sync <y0000000000xx>.cfg
It enables or disables the IP phone to upload the <MAC>-local.cfg file to the server
each time the file updates, and to download the <MAC> -local.cfg file from the server
during auto provisioning.

Description
Note: Itworksonlyifjst ati c. aut o_provi sion.cust om.
upload/download path is configured by the parameter
jstatic.auto_provision.custom.sync.path

Permitted | O-Disabled

Values | 1-Enabled
Default | O

Parameter | static.auto_provision.custom.sync.path <y0000000000xx>.cfg
It configures the URL for uploading/downloading the <MAC> -local.cfg file.

o If it is left blank, the IP phone will try to upload/download the <MAC> -local.cfg file

Description S
to/from the provisioning server.

Note : It works only if J static.auto_provision.custom.sync" is set to 1 (Enabled).

Permitted
URL

Values
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Default | Blank

Parameter | static.auto_provision.custom.upload_method™ <y0000000000xx>.cfg

It configures the way the IP phone uploads the <MAC>-local.cfg file,
Description | <MAC>-calllog.xml file or <MAC> -contact.xml file to the provisioning server (for
HTTP/HTTPS server only).

Permitted | 0-PUT
Values | 1-POST

Default | O

Clearing MAC-local CFG File

When the IP phone is given to a new user but many personalized configurations settings of the last user
are saved on the phone; or when the end user encounterssome problems because of the wrong
configuration s, you can clear userd personalized configuration settings.

Via phone user interface at the path: Menu ->Advanced (default password: admin) ->Reset
Config ->Reset local settings .

Via web user interface at the path: Settings ->Upgrade ->Reset Local Settings .

Note

The Reset local settings option on the web/phone user interface appearsonly if you set

Jstatic.auto_prov=silPA4d on. custom. protect

Ifyouset] st atic. aut o_pr &1bZs iMAD-4ooalicly filecomthespsowisioning server will be
cleared too. If not, the MAC-local.cfg file is kept on the provisioning server, and the IP phone could
download it and update the configurations to the phone after the next auto provisioning .

Configuration File Custom ization

You can create some new CFG fileby making a copy and renaming the configuration template file (for
example, sip.cfg, account.cfg) You canrearrange the parametersin the configuration template file and
create your own configuration files with parameters you want. This flexibility is especially useful when you

want to apply specific settings to a group of phones.

Topic

Customizing a Configuration File

Custom izing a Configuration File

1. Copy and rename a configuration template file. For example, sip.cfg.
2. Rearrange the parametersin the sjp.cfg, and set the valid values for them.
For example:

phone_setting.contrast = 7
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local _time.time_format = 1
account.1.dnd.enable = 1
account.2.dnd.enable = 1
features.dnd.enable = 0

To specify parameters for specific phone models, add specific phone models in the front of the

corresponding parameters. Multiple phone model names are separated by commas.

For example:

[T46S T48Syoice_mail.numberl = *5

[T27Ghaccount.1.dnd.enable = 1

[T46SkAccount.2.dnd.enable = 1

[T48S[Jeatures.dnd.enable = 0

## These parameters only apply to their own specific phone models.

4. Save theconfiguration file and place it on the provisioning server.

Related Topic

Configuration File Attributes

Configuration File Attributes

The following table lists the attributes you need to know in the configuration template file.

Attributes

Description

#lversion:1.0.0.1

It must be placed in the first line. Do not edit and delete.

Configuration

Parameter=Valid Value

(for example,
features.dnd_mode = 1)

Specify the parametersand valuesto apply specific settings to the

phones.

1 Separate each configuration parameter and valuewith an equal
sign

1 Set only one configuration parameter per line

1 Put the configuration parameter and value on the same line, and

do not break the line

[$MODEL]

The [$MODEL] can be addedin front of configuration parameter to
specify the value for specific phone models. $MODEL represents the

phone model.

The valid phone model names are: T54S, T52S, T&3 T48G, T46S, T46G,
T42S, T42G, T41P, T41S, T40P, T40G, T29G, T27P, T27G, T23P, T23G
T21PE2, T21 E2, T19P E2 and T19 E2.

Multiple phone models are separated by commas. For example, [T46S,

T23G)

Note : The phone updates model-specific configurations and those
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Attributes Description

model-unspecified configurations .

The |l ine beginning weadomme#t.DZoius ccamn surateeanysabmentdn the
boot file.

Resource Files

Resourcefiles are optional, but if the particular feature is being employed, these files are required. You
need to place resource files on the provisioning server. The IP phones request the resource filesin

addition to the configuration files during auto provisioning.

If you want to specify the desired phone to use the resource file, the access URLof resource file should be
specified in the MAC-Oriented CFG file During auto provisioning, the IP phones will request the resource
files in addition to the configuration files .

Topic

Supported Resource Files

Suppo rted Resource Files

Yealink supplies some template of resource files for you, so you can directly edit the files as required.

The following table lists the resource files Yealink supplies

Template File File Name Description Reference in Section
Add or modify time
AutoDST Template AutoDST.xml ) DST Settings
zone and DSTsettings.
For example Customize the
. translation of the
000.GULI.English.lang Language
Language Packs existing language on
1.English_note.xml Customization
the phone/web user
1.English.js interface.
ime.txt
Keypad Input o Customize the existing Input Method File
Russian_ime.txt )
Method Fle input method. Customization
Hebrew_ime.txt
Replace Rule ) Customize replace ReplaceRuleFile
DialPlanxml ) o
Template rules for dial plan. Customization
) ) Customize dial now Dial Now File
Dial Now Template DialNow.xml ) o
rules for dial plan. Customization




Phone Provisioning

Template File

File Name

Description

Reference in Section

Softkey Layout

Template

CallFailed.xml
Callin.xml
Connecting.xml
Dialing.xml
RingBack.xml

Talking.xml

Customize soft key
layout for different call
states.

Softkey Layout File

Customization

Directory Template

favorite_setting.xml

Customize the
directory list.

Directory List File

Customization

Super Search
Template

super_search.xml

Customize the search
source list.

SearchSource File

Customization

Local Contact File

contact.xml

Add or modify multiple
local contacts.

Local Contact File

Customization

Remote Phone Book

Template

Department.xml

Menu.xml

Add or modify multiple
remote contacts.

Remote Phone Book

File Customization

Screen Saver
Template

CustomScreenSaver.xml

Customize the XML
items (for example,
notifications, company
logo) which will be
displayed on screen

saver.

Screensaver Display

Customization

Files Download Process

When you provision the IP phones, the phones will request to download the boot files, configuration files

and resource files from the provisioning server according to the following flowchart:
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[ Download Request

<MAC > Dboot
Yes ) -
<MAC> boot exist? Specified CFG files, > Dialplan.cfg [ j
- : for example:

Dialplan.cfg

y000000000000 boot

Yes
<y000000000000> boot exist? Specified CFG files, — Directory.cfg
for example:

Directory.cfg

No

Common cfg
MAC cfg

Resource Files
Dialplan.xml!
contactxml

The parameters in the new downloaded configuration files will override the same parameters in files

downloaded earlier.

Note

For the phone running firmware version 82 or earlier, it downloads configuration files referenced in the boot
file in sequence.

For the phone running firmware version 83 or later,] s peci f i ¢ _mod el determines white d _ 1
configuration files referenced in the boot file to be downloaded .

Provisioning Meth ods

Yealink provides two ways to provision your phones:
Manual Provisioning: provisioning via the local phone user interface or web user interface.
Central Provisioning: provisioning through configuration files stored in a central provisioning server.

The method you use depends on how many phones need to be deployed and what features and settings
to be configured. Manual provisioning on web or phone user interface does not contain all of the phone
settings available with centralized method. You can usethe web user interface method in conjunction
with central provisioning method and phone user interface method. We recommend using centralized

provisioning as your primary provisioning method when provisioning multiple phones.

Topics

Provisioning Methods Priority
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Manual Provisioning

Central Provisioning

Provisioning Methods Priority

Thereis apriority for configuration among the provisioning methods - settings you make using a higher

priority provisioning method override settings made using a lower priority provisioning method.

The precedence order for configuration parameter changes is as follows (highest to lowest):

PhonefWeb User Interface

{ | Priority

Note

Theprovisioningpri ority mechanism takes effect only if ]
For more information on this parameter, refer to MAC-local CFG FileConfiguration.

Static parameters have no priority. They take effect no matter what method (web user interface or phone
user interface or configuration files) you are using for provisioning.

Static parameters are the parameters that start with a prefix j static.DZor example, the parameters associated
with auto provisioning/network/syslog, TR069 settings and internal settings (the temporary configurations

to be used for program running).

Manual Provisioning

Thismethod enables you to perform configuration changes on a per-phone basis.

Note

When you manually configure a phone via web user interface or phone user interface, thechanges
associated with non-static parameters you make will be stored in the MAC-local CFG file.For more
information on MAC-local CFG fig, refer to MAC-local CFG File

Topics

Web User Interface

Phone User Interface

Web User Interface

You canconfigure IP phones via web userinterface, a web-based interface that is especially useful for

remote configuration. You can either import a configuration file to the phone or export a configuration
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file containing phone@ current settings to your computer to make changes.

Because featues and configuration s vary by phone models and firmware versions, options available on
each page of the web user interface can vary as well Note that the features configured via web user
interface are limited. Therefore, you can use the web user interface in conjunction with central
provisioning method and phone user interface.

Topics

Web User Interface Access
Navigating the Web User Interface
Importing CFGConfiguration Files to Phone

Exporting CFGConfiguration Files from Phone

Web User Interface Access

When configuring IP phonesvia web user interface, you require a user name and password for access.For
a user, the default user name and passwordare juserDEase sensitive). For an administrator, the default
user name and passwordare jadminDiase sensitive).

Topics

Accessing theWeb User Interface
Quick Login Configuration

Web Server Type Configuration

Accessing the Web User Interface

Procedure

1. Findthe phone IP address Press the OK key when the phone is idle or navigate toMenu -> Status

on the phone.
2.  Enter the IP address inthe address bar of a web browser on your PC.

For example,for IPv4: http://192.168.0.10 or 192.168.0.1Q for IPv6
http://[2005:1:1:1:215:65ff:.fe64:6e0alor [2005:1:1:1:215:65ff:.fe64:6e0a]

3.  Enter the user nane and password.

4. Click Login.

Related Topic s

Web Server Type Configuration

Userand Administrator ldentification

66



Phone Provisioning

Quick Login Configuration

You canaccessto web user interface quickly using the request URI
Jjhttps:// user name: pas sfawexampl@mhttps./fadminRdmh@L92.568.MZO) It will
locate you in the Status web page after accessing the web user interface. It is helpful to quickly log into

the web user interface without entering the username and password in the login page .

Yealink IP phones support domain name customization. You can use a custom domain name to access

the web user interface.

Note

Accessingthe web user interface by request URImay be restricted by the web explorer (e.g., Internet
Explorer).

For security purposes, we recommend you to use this feature in a secure network environment.

The following table lists the parameter you can use to configure quick login.

Parameter | wui.quick_login <y0000000000x%.cfg
It enables or disables the quick login feature.
Description
Note: Itworksonlyifjst at i ¢. wui . htt ps_enabl eDZis s
0-Disabled
Permitted
values 1-Enabled, you can quickly log into the web user interface using a request URI (for
example, https://admin:admin@192.168.0.10).
Default | O
Parameter | wui.secure_domain_list <y0000000000x%.cfg
It configures the valid domain name to access the web user interface of the IP phone.
Multiple domain nam es are separated by semicolons.
Example:
. wui.secure_domain_list = test.yealink.com
Description
You are only allowed to use test.yealink.com or IP address to access the weluser
interface of the IP phone.
Note : To use a domain name to access the web user interface of the IP phone, make
sure your DNS server can resolve the domain name to the IP address of the IP phone.
String
) If it is left blank, you are only allowed to use IP address to access the weluser
Permitted |
interface of the IP phone.
Values
If it is set to JanyDZ vyou can use | Bsera
interface of the IP phone.
Default | any
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Web Server Type Configuration

Yealink IP phones support both HTTP and HTTPS protocols for accessing the web user interfaceYou can

configure the web server type. Web server type determines access protocol of the web user interface. If

you disable to access web user interface using the HTTP/HTTPgrotocol , both you and the user cannot

access the web user interface.

The following table lists the parameters you can use to configure web server type.

Parameter | static.wui.http_enable™ <y0000000000xx>.cfg
o It enables or disables the user to access the web user interface of the IPphone using
Description
the HTTP protocol.
Permitted | O-Disabled
Values | 1-Enabled
Default | 1
Web Ul | Network->Advanced->Web Server->HTTP
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Advanced (default password: admin) ->Network->Web Server->HTTP Status
Phone Ul | T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2
Menu->Settings->Advanced Settings (default password: admin) ->Network ->Web
Server>HTTP Status
Parameter | static.network.port.http I <y0000000000xx>.cfg
. It configures the HTTP port for the user to access the web user interface of the IP
Description ]
phone using the HTTP protocol.
Permitted
Integer from 1 to 65535
Values
Default | 80
Web Ul | Network->Advanced->Web Server->HTTP Port (1~65535)
T54S/T52S/T48S/TA8GIT46S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->Web Server->HTTP Port
Phone Ul | T42G/T42S/T41P/T41SITAOP/TAQG/T27P/T27GIT23P/T23G/T21(P) E2/T19(P) E2
Menu->Settings->Advanced Settings (default password: admin) ->Network ->Web
Server>HTTP Port
Parameter | staticwui.https_enable™ <y0000000000xx>.cfg
o It enables or disables the user to access the web user interface of the Ifphone using
Description
the HTTPS protocol.
Permitted | O-Disabled
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Values | 1-Enabled
Default | 1
Web Ul | Network->Advanced->Web Server>HTTPS
T54S/T52S/T48S/TA8G/T46S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->Web Server->HTTPS Status
Phone Ul | T42G/T42S/T41P/T41SITAOP/TAQG/T27P/T27GIT23P/T23G/T21(P) E2/T19(P) E2
Menu->Settings->Advanced Settings (default password: admin) ->Network ->Web
Server>HTTPS Status
Parameter | static.network.port.https I <y0000000000x%.cfg
o It configures the HTTPS port for the user to access the web user interface of the IP
Description )
phone using the HTTPSprotocol.
Permitted
Integer from 1 to 65535
Values
Default | 443
Web Ul | Network->Advanced->Web Server->HTTPS Port (1~65535)
T54S/T52S/T48S/T48GIT46S/T46G/T29G
Menu->Advanced (default password: admin) ->Network ->Web Server->HTTPS Port
Phone Ul | T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2

Menu->Settings->Advanced Settings (default password: admin) ->Network ->Web
Server>HTTPS Port

[If you change this parameter, the IP phone will reboot to make the change take effect.

Navigating the Web User Interface

When you log into the web user interface successfully,the phone status is displayed on the first page of

the web user interface. You canclick the navigation bar to customize or click Log Out to log out of the

web user interface.

The following figure is an example when you navigate to Settings ->Preference:
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Importing CFGConfiguration Files to Phone

You can import the configuration files from local to the IP phones via the web user interface. The
configuration files contain the changes for phone features, and these changes will takeeffect after
importing.

Procedure

1. Navigate to Settings ->Configuration .

2. Inthe Import CFG Configuration File block, click Browse to locate a CFG configuration file in your

local system.

3. Clicklmport to import the configuration file .

Topic

Configuration Files Import URL Configuration

Configuration Files Import URL Configuration

The following table lists the parameters you can use to configure the configuration files import URL .

Parameter | static.custom_mac_cfg.url <y0000000000x%.cfg

Description | It configures the access URL of the custom MACOriented CFG file.

Permitted o
URL within 511 characters
Values

Default | Blank
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