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About This Guide

About This Guide

The guide is intended for administrators who need to properly configure, customize,
manage, and troubleshoot  the IP phone system rather than the end  -users. It provides
details on the functionality and configuration of SIRT4XIP phones.

Many of the features described in this guide involv e network settings , which could affect

t he | P spenfamaadd inthe network.  So an understanding of the IP networking

and prior knowledge of IP telephony concepts are necessary .
Documentations

This guide covers SIRT46G, T42G and T4 1P IP phones . The following related documents
for SIRT4XIP phone s are available:

Quick Installation Guide s, which describe how to assemble IP phones.

Quick Reference Guide s, which describe the most basic features available on IP
phones .

User Guide s, which describe basic and advanced features available on IP phones.
Auto Provisioning Deployment Guide, which describes how to provision IP phones

using the configuration files.

Configuration Conversion Tool User Guide, which describes how to co nvert and
encrypt the configuration files using the Configuration Conversion Tool.

<y0000000000xx>.cfg and <MAC>.cfg template configuration files.

IP Phones Deployment Guide for Broad Soft UC-One Environments , which describes
how to configure the BroadSoft features on the BroadWorks web portal and IP

phones .

For support or service, please contact your Yealink reseller or goto Yealink Technical

Support online : http://www.yealink.com/Support.aspx

In This Guide

The information detailed in this guide is applicable to the firmware version 7 2 or higher .
The firmw are format is like x.x.x.x.rom. The second x from left should be greater than or
equalto 7 2 (e.g., the firmware version of S IPT46G IP phone: 28.72.0.10.rom). This

administrator guide includes the following chapters

Chapter 1, oProduct Overview 6 describes SIP components and SIP IP phone s.

Chapter 2 , 0Getting Started 6 describes how to install and connect IP phones and

configuration methods .


http://www.yealink.com/Support.aspx
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Chapter 3 , 0Configuring Basic Features 6 describes how to ¢ onfigur e basic features
on IP phones.

Chapter 4 , 0Configuring Advanced Features 6 describes how to ¢ onfigur e
advanced features on IP phones.

Chapter 5, 0Configuring Audio Features 6 describes how to configure audio features
on IP phones.

Chapter 6, 0Configuring Security Features é describes how to configure security
features on IP phones.

Chapter 7, oUpgrading Firmware 6 describes how to upgrade the firmware of IP
phones .

Chapter 8, 0Resource Files 6 describes the resource files that can be downloaded
by IP phones.

Chapter 9, 0Troubleshooting 6 describes how to troubleshoot  IP phones and

provides some common troubleshoot  ing solutions.

Chapter 10, 0Appendix 6 provides the glossary, reference information about  IP
phones compliant with RFC 3261, SIP call flows and sample configuration file  s.

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 72, Guide Version 72.1

The following section s are new for this version :

Power Indicat or LED on page 36
Contrast on page 38

Major updates have occurred to the following sections:

DHCP on page 18

Backlight on page 41

Time and Date on page 47
Key as Send on page 59
Anonymous Call on page 75
Busy Lamp Field on page 136
Action URL on page 156

IPv6 Support on page 187

Transport Layer Security on page 203

vi
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Changes for Release 71.0, Guide Version 71.181

Major updates have oc curred to the following section

Language onpage 52

Changes for Release 71.0, Guide Version 71.180

Major updates have occurred to the follo wing sections:

Language onpage 52

Anonymous Call on page 75

Changes for Release 71.0, Guide Version 71.171

Major updates have occurred to the following sections:

Backlight on page 41
Language onpage 52

Logo Customization on page 55
Anonymous Call on page 75
Action URL on page 156

Action URI on page 159

Audio Codecs on page 193

Changes for Release 71.0, Guide Version 71.170

Major updates have occurred to the following sections:

Language onpage 52
Auto Answer on page 72
Audio Codecs on page 193

Encrypting Configuration Files  on page 211

Changes for Release 71.0, Guide Version 71.150

This version is updated to incorporate T 41P as one of the T4X device model s. The

following section is new for this version :

Logo Customization on page 55
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Major updates have occurred  to the following sections:

SIP IP Phone Models on page 3

Configuring Transmission Methods of the Internet Port and PC Port on page 25
Language onpage 52

Remote Phone Book on page 131

Server Redundancy on page 162

Audio Codecs on page 193

Transport Layer Security on page 203

Secure Real -Time Transport Protocol on page 209

Changes for Release 71.0, Guide Version 71.80

This version is updated to incorporate T 42G as one of the T4X device model s. The
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Reading Icons on page 16
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Product Overview

Product Overview

This chapter contains the following information about SIP -T4XIP phone s:

VolIP Principle
SIP Components

SIP IP Phone Models

VolIP Principle

VolP

VolIP (Voice over Internet Protocol) is a technology us ing the Internet Protocol instead of
traditional Public Switch Telephone Network (PSTN) technology for voice

communications.

It is a family of technologies, methodologies, communication protocols, and
transmission techniques for the delivery of voice communications and multimedia
sessions over IP networks. The H.323 and Session Initiation Protocol (SIP) are  two

po pular V olP protocols that are found in widespread implementation

H.323

H.323 is a recommendation from the ITU Telecommunication Standardization Sector
(ITU-T) that defines the protocols to provide audio -visual communication sessions on
any packet network. The H.3 23 standard addres ses call signaling and control,
multimedia transport and control, and bandwidth control for point -to-point and

multi -point conferences .

It is widely implemented by voice and video conferenc e equipment manufacturers, is
used within various Internet real -time applications such as GnuGK and NetMeeting and
is widely deployed by service providers and enterprises for both voice and video

services over |P networks.

SIP
SIP (Session Initiation Protoc ol)i s t he I nternet Engineering Task For cit
for multimedia conferencing over IP. Itis an ASCIl  -based, application -layer control

protocol (defined in RFC 3261) that can be used to establish, maintain, and terminate
calls between two or more  end points. Like other VolP protocols, SIP is designed to
address the functions of signaling and session management within a packet telephony
network. Signaling allows call information to be carried across network boundaries.

Session management provides th e ability to control the attributes of an end -to-end call.
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SIP provides capabilities to:

Determine the location of the target end  point -- SIP supports address resolution,

name mapping, and call redirection.

Determine the media capabilities of the tar get en dpoint -- Via Session Description

Protocol (SDP), SI P determines the 0l owest | evelo
endpoint s. Conferences are established using only the media capabilities that can

be supported by all endpoint s.

Determine the availability of th e target endpoint -- A call cannot be completed
because the target endpoint is unavailable . SIP determines whether the called
party is already on the IP phone or does not answer in the allotted number of rings.
It then returns a message indicating why the target endpoint is unavailable.

Establish a session between the origin and target endpoint -- The call can be
completed, SIP establishes a session between  endpoint s. SIP also supports mid -call
changes, such as the addition of another endpoint to the confer ence or the chang e
of a media characteristic or codec.

Handle the transfer and termination of calls -- SIP supports the transfer of calls from
one endpoint to another. During a call transfer, SIP simply establishes a session
between the transferee and ane  w endpoint (specified by the transferring party)
and terminates the session between the transferee and the transferring party. At

the end of a call, SIP terminates the sessions between all parties.

SIP Components

SIP is a peer -to-peer protocol. The peers in a session are called User Agents (UAs). A
user agent can function as one of the following roles:

User Agent Client (UAC) -- A client application that initiates the SIP request.

User Agent Server (UAS) -- A serve r application that contacts the user when a SIP

request is received and that returns a response on behalf of the user.

User Agent Client (UAC)

The UAC is an application that initiates up to six feasible SIP requests to the UAS. The six
requests issued by t he UAC are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER.
When the SIP session is being initiated by the UAC SIP component, the UAC determines

the information essential for the request, which is the protocol, the port and the IP

address of the UAS to whi ch the request is being sent.  This information can be dynamic
and will make it challenging to put through a firewall . For this reason , it may be
recommended to open the specific application type on the firewall. The UAC is also
capable of using the informa  tion in the request URI to establish the course of the SIP
request to its destination, as the request URI always specifies the host which is essential.

The port and protocol are not always specified by the request URI. Thus if the request

does not specify a port or protocol , a default port or protocol is contacted. It may be
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preferential to use this method when not using an application layer firewall . Application
layer firewalls like to know what applications are flowing though w hich ports and it is
possible to use content types of other applicat ions other than the one you are  trying to
let through what has been denied.

User agent server (UAS)

UAS is a server that hosts the application responsible for receiving the SIP requests from
a UAC, and on reception it returns a response to the request back to the UAC. The UAS
may issue multiple responses to the UAC, not necessarily a single response.

Communication between UAC and UAS is client/server and peer -todpeer.

Typically, a SIP endpoint is capable of functioning as both a UAC and a UAS, but it
functions only as one or the other per transaction. Whether the endpoint functions as a
UAC or a UAS depends on the UA that initiat  es the request.

SIP IP Phone Models

This section introduce s the SIP-T4XIP phone family . SIRT4XIP phones are endpoint s in
the overall network topology , which are designed to interoperate with other compatible
equipment s including application servers, media servers, internet -working gateways,
voice bridges, and other endpoint s. SIRT4XIP phones are characterized by a large
number of functions, which simplify business communication with a high standard of

security and can work seamlessly with a large numbe r of SIP PBXs

SIRT4XIP phone s provide a powe rful and flexible IP communication solution for Ethernet
TCP/IP networks, delivering excellent voice quality. The high -resolution graphic display
supplies content in multiple languages for  system status , call log and directory access.
SIRT4X 1P phone s also suppor t advanced functionalit ies, including LDAR Busy Lamp

Field, Sever Redundancy and Network Conference .
The following IP phone models are described:

SIRT46G
SIRT42G
SIRT41P

SIRT4X 1P phone s comply with the SIP standard (RFC 3261), and they can only be used

within a network that supports this type of phone.

In order to operate as SIP endpoints in your network successfully , SIRT4XIP phone s must

meet the following requirements:

A working IP network is established.
Routers are configured for VoIP.
VolIP gateways are configured for SIP.

The latest (or compatible) firmware of SIP -T4XIP phone s is available.
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A call server is active and  configured to receive and send SIP messages.

Physical Features of SIP-T4X IP Phones

This section lists the available physical features o f SIRT4XIP phones.

SIRT46G

Physical Feature s:

- 4 . 3 6-LCDF48B0 x 272 pixel, 16.7M colors

- 6 VoIP accounts , Broad Soft/Avaya/Asterisk validated

- HD Voice: HD Codec, HD Handset, HD Speaker

- 41 keys including 10 line keys

- 1xRJ9 (4P4C) handset port

- 1xRJ9 (4PAC) headset port

- 2xRJ45 10/100/1000M bps Ethernet ports

- 1XRJ12 (6P6C) expansion module port

- 14 LEDs: 1xpower, 10xline, 1x mute , 1xheadset , 1xspeakerphone
- Power adapter : AC 100~240V input and DC 5V/ 2A output
- Power over Ethernet (IEEE 802.3af)

- Built-in USB port, support Bluetooth headset
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SIRT42G

Physical Feature s:

- 192 x 64 graphic LCD

- 3 VoIP accounts , Broad Soft/Avaya/Asterisk validated

- HD Voice: HD Codec, HD Handset, HD Speaker

- 35 keys including 6 line keys

- 1xRJ9 (4P4C) handset port

- 1xRJ9 (4P4C) headset port

- 2xRJ45 10/100/1000M bps Ethernet ports

- 1XRJ12 (6P6C) EHS36 headset adapter port

- 10 LEDs: 1xpower, 6xline, 1x mute, 1xheadset , 1xspeakerphone
- Power adapter : AC 100~240V input and DC 5V/ 1.2A output

- Power over Ethernet (IEEE 802.3af)
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SIRT41P

Physical Feature s:

- 192 x 64 graphic LCD

- 3 VolIP accounts , Broad Soft/Avaya/Asterisk validated

- HD Voice: HD Codec, HD Handset, HD Speaker

- 35 keys including 6 line keys

- 1xRJ9 (4P4C) handset port

- 1xRJ9 (4P4C) headset port

- 2xRJ45 10/100M bps Ethernet ports

- 1XRJ12 (6P6C) EHS36 headset adapter port

- 10 LEDs: 1xpower, 6xline, 1x mute, 1xheadset , 1xspeakerphone
- Power adapter : AC 100~240V input and DC 5V/ 1.2A output

- Power over Ethernet (IEEE 802.3af)

Key Features of SIP-T4X IP Phones

In addition to physical features introduced above, SIRT4X IP phones also support the

following key features  when running the latest firmware
Phone Features

- Call Options : emergency call , call waiting , call hold, call mute, call forward ,
call transfer , call pickup , conference .

- Basic Features: DND, phone lock , auto redial , live dialpad, dial plan , hotline ,
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caller identity , auto answer.

Advanced Features: BLF, server redundancy , distinctive ring tones , remote
phone book , LDAP, 802.1x authentication .

Codecs and Voice Features

Wideband codec: G .722
Narrowband codec: G.711, G.723.1, G.726, G.729AB , GSM, iLBC.
VAD, CNG, AEC, PLC, AJB, AGC

Full-duplex speakerphone with AEC

Network Features

SIP v1 (RFC2543), v2 (RFC3261)

IPv4/IPv6 support

NAT Traversal : STUN mode

DTMF: INBAND, RFC2833, SIP INFO

Proxy mode and peer -to-peer SIP link mode

IP assignment: Static/DHCP /PPPoE (for SIFT46G only)
TFTP/DHCP client

HTTP/HTTPS server

DNS client

NAT/DHCP server

Management

FTP/TFTP/HTTP/PnP autprovision
Configuration: browser/phone/auto -provision
Direct IP call without SIP proxy

Dial number via SIP server

Dial URL via SIP server

Security

HTTPS (server/client)

SRTP (RFC3711)

Transport Layer Security (TLS)

VLAN (802.1q), QoS

Digest authentication using MD5/MD5  -sess
Secure configuration file via AES encryption
Phone lock for personal privacy protection

Admin/ User configuration mode
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Getting Started

Getting Started

This chapter provides basic information and installation instructions of SIRT4X IP phones.
This chapter provides the following sections:

Connecting the 1P Phone

Initialization Process Overview

Verifying Startup

Configuration Method s

Reading Icons

Configuring Basic Network Parameters

Creating Dial Plan

Connecting the IP Phone

This section introduces how to install SIP  -T4XIP phone s with the components in
pack aging contents .

1. Attachthe stand

2. Connect the handset and optional headset

3. Connect the network and power

Note A headset , wall mount bracket and power adapter are not included in packaging
contents .
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1) Attachthe stand:

LSS AL A

= = |
Fennns s 45

Vi

Desk Mount Method

e
ﬁ @ U "fﬁ‘
H o o =]
3}
Wall Mount Method  (Optional)
Note For more information on how to mount the phone to a wall, refer to  Yealink Wall Mount

Quick Installation Guide for SIP -T4X IP Phones

10
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Note

2)

Connect the handset , optional headset and Bluetooth headset
e N
' S
= 7' Bluetooth USB Dongle

Wireless headset adapter EHS36 and Bluetooth USB dongle should be purchased
separately.

For more information on how to use the EHS36  on the IP phone , refer to Yealink EHS36
User Guide.

Bluetooth can only be used on  SIRT46G IP phone s. For more information on how to use
the Bluetooth on SIRT46G IP phones, refer to Yealink Bluetooth USB Dongle BT 40 User
Guide .

EXT port can also be used to connect the expansion module EXP40. For more information
on how to connect EXP40, refer to  Yealink EXP40 User Guide .

3) Connectthe network and power:
AC power
Power over Ethernet (PoE)

AC Power

To connect the AC power and network :

1.

Connect the DC plug o f the power adapter to the DC5V port on IP phones and
connect the other end of the power adapter i nto an electrical power outlet.

Connect the included or a standard  Ethernet cable between the Internet port on P
phones and the one on the wall or switch/hub device port.

Power Adapter
PC Connection (DC 5V)

(Optional)

11
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Power over Ethernet

With the included or aregular  Ethernet cable, IP phones can be powered from a
PoE-compliant switch or hub.

To connect the PoE :

1. Connect the Ethernet cable between  the Internet port on IP phones and an

available port on the in  -line power switch/hub.

IEEE 802.3af compliant
PoE Hub/Switch

PC Connection =]
(Optional) %
Pcl 5 O &
e
Note Ifinl i ne power switch/hub is provided, you don

adapter. Make sure the switch/hubis ~ PoE-compliant.

IP phones can also share the network with  another network device suchas a PC
(personal computer) . Itis an optional connection.

Important! Do not unplug or remove the power while IP phones are updating firmware
and configuration s.

Initialization Process Overview

The initialization process of  IP phones is responsible for network connectivity and

operation of IP phones in your local network.

Once you connect your IP phone to the network and to an electrical supply, the IP phone

begin s its initialization process.

During the initialization process, the following events proceed :
Loading the ROM file

The ROM file resides in the flash memory o f IP phones. IP phones come from the factory
with a ROM file preloaded. During initialization, IP phones run a bootstrap loader that

loads and executes the ROM file.
Configuring the VLAN

If IP phones are connected to a switch, the switch notifies IP phones of the VLAN
information defined on the switch  (if using LLDP). IP phones can then proc eed with th e

12
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DHCP request for its network settings (if using DHCP).
Querying the DHCP (Dynamic Host Configuration Protocol)  Server

IP phones are capable of querying a DHCP server. DHCP is enabled on IP phones by
default. The following network parameters can be obtain ed from the DHCP server
during initialization

IP Address

Subnet Mask

Gateway

Primary DNS (Domain Name Server)

Secondary DNS

You need to configure the network parameters of IP phones manually if any of them is
not suppli ed by the DHCP server. For more information on configuring network

parameters manually , refer to Configuring Network Parameters Manually on page 21.
Contact ing the auto provisioning server

SIRT4X IP phones support the FTP, TFTP, HTTP, and HTTPS protocols for auto provisioning
and are configured by default to use TFTP protocol. If IP phones are configured to obtain
configurations from the TFTP server , they will connect to the TFTP server and download
the configuration file(s) during  startup . IP phones will be able to resolve and appl y the
configurations written in the configuration file (s). If IP phones do not obtain the
configurations from the TFTP server, IP phones will use the configuration s stored in the
flash memory.

Updating firmware

If the access URL of the firmware is defined in the configuration file, the [P phone will
download the firmware from the provisioning server. If the MD5 value of the
downloaded firmware file differs from that of the image stored in the flash memory, the

IP phone will perform a firmware up date .

Downloading the resource files

In addition to confi guration file(s), IP phones may require resource files before it can
deliver service. These resource files are optional, butif some particular feature s are

being de ployed, these files are required.

The followings show examples of resource files :

Language packs
Ring tones

Contact files

13
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Verifying Startup

After connect ed to the power and network, the IP phone begins the initializing process
by cycling through th e following steps:
1. The power indicator LEDilluminate s.

2. The message olnitializing é Please wait6 appears onthe LCD screen when the IP
phone starts up.

3. The main LCD screen display s the follow ing:
Time and date
Soft key labels

4. Press the OK key to check the IP phone status, the LCD screen displays the valid IP
address, MAC address , firmware version, etc.

If the IP phone has successfully passe d through these st eps, it starts up properly and is
ready for use .

Configuration Methods

You can use the following method sto set up and configure IP phones:

Phone User Interface
Web User Interface
Configuration Files

The following section s describe how to configur e IP phones using each method above .

Phone User Interface

An administrator or a user can configure and use IP phones via phone user interface
Specific features access is restricted to the administrator. These specific features are
password protected by default . The default password is dadmin o(case -sensitive ). Not

all features are available on phone user interface.

Web User Interface

14

An administrator or a user can configure IP phones via web user interface. The default
user name and password for the admin istrator to log in to the web user interface are
both oadmin 6 (case -sensitive) . Almost all features are available for configuring via web
user interface. IP phones support both HTTP and HTTPS protocols for a ccessing the web

user interface. For more information,  referto Web Server Type on page 112.
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Configuration Files

You can deploy IP phones using configuration file s. There are two configuration files
both of which are CFG format ted . We call them Common CFG file and MAC -Oriented
CFG file. A Common CFG file will be effectual for all IP phones of the same model.
However, a MAC -Oriented CFG file will only be effectual for a specific IP phone. The
Common CFG file has a fixed name for each IP phone model , while the MAC -Oriented
CFG file isnamed as the MAC address of IP phones. For example , if the MAC address of
a SIRT46G IP phone is 001565113af5, the name s of the se two configuration files must be:
y000000000028.cfg and 001565113af5.cfg .

The name of the Common CFG file for each ~ SIRT4XIP phone model is:

SIRT46G : y000000000028.cfg
SIRT42G: y000000000029.cfg
SIRT41P:y000000000036.cfg

In order to deploy IP phones using configuration files (< y0000000000xx> .cfg and

<MAC >.cfg) , you need to use a text -based editing application to edit the configuration
files, and store configuration files to a provisioning server. IP phones support

downloading configuration files using any of the following protoc ols: FTR, TFTR, HTTP and
HTTPS.

IP phones can obtain the address of the provisioning server during startup through one
of the following proces ses: Zero Touch, PnP, DHCP Option s and Phone Flash. Then IP
phones download configuration files from the provisioning server, resolve and update
the configurations written in the configuration file s. This entire process is called auto
provisioning. For more information on auto provisioning, refer to Yealink_SIP-T2

Series T19P_ H_Series IP_Phones Auto_Provisioning Guide .
When modifying parameters, learn the following:

Parameters in configuration file s override those storedin  IP phonesd f | ash memor y.
The .cfg extension of the configuration file s must be in lowercase

Each line in a configuration file must use the following format and adhere to the

following rules:

variable - name =value

- Associate only one value with one variable

- Separate variable name a  nd value with equal sign.

- Set only one variable per line.

- Put the variable and value on the same line, and do not break the line.

- Comment the variable on a separated line . Use the pound (#) delimiter to

distinguish the comments.

15
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IP phones can accept two sources of configuration data:

Downloaded from configuration files
Changed on the phone user interface or the web user interface

The latest value configured on the IP phone takes effect finally.

Reading Icons

Icons associated with  different features may appear on the LCD screen. T he following

table provides a description for each icon on SIP -T4XIP phone model s.

SIRT46G SIRT42G/T41P Description

w @ Network is unavailable

'ﬁ" 3 Registered successfully

3 Regist er fail ed

T 1 Registering

4y l‘))) Hands -free s peakerphone mode

% & Handset mode
C, O Headset mode

Voice Mail

bt
@ / Text M essage
M AA Auto Answer
g DND Do Not Disturb
o Call Forward
Call Hold
Call Mute

Ring er volume is 0
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