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Introduction

Introduction

YealinkIP phones are fullfeatured telephones that can be plugged directly into an IP network
and can be used easily without manual configuration.

This guide provides instructions on how to provision Yealink IP phoneswith the minimum
settings required. Yealink IPphones support FTP, TFTP, HTTP, and HTTPS protocols fato
provisioning and are configured by default to use the TFTP potocol.

The purpose of this guide is to serve as a basic guidance forprovisioning Yealink IP phones,
including:

Yealink SIRT48G/S
Yealink SIRT46G'S
Yealink SIRT42G'S
Yealink SIPT41R'S
Yealink SIRT40P
Yealink SIRT29G
Yealink SIPT27RG
Yealink SIRT23P/G
Yealink SIPT21(P) E2

Yealink SIPT19(P) E2

The auto provisioning process outlined in this  guide applies to Yealink
SIRT48G/T48S/TA6G/T46S/T42GI TA2STA1PT41SITA0P/T29GT27PT27G/T23P/T23G/
T21(P) E2/T19(P) E2IP phones running firmware version 81 or later . We recommend that
IP phones running the latest firmware CANNOT be  downgr aded to an earlier firmware
version. The new firmware is compatible with old configuration parameters , but not
vice versa .
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Getting Started

Getting Started

This section provides instructions on how to get ready for auto provisioning. To begin the auto

provisioning process, the following steps are required:

Obtaining the Boot File
Obtaining Configuration Files

Obtaining Phone Information

Obtaining the Boot File

Yealink IP phones running firmware version 81 or later support a new boot file in which you can
customize the download sequence of configuration files. The configuration files are flexible: you
can rearrange the configuration parameters within the Yealink-supplied template configuration
files or create your own configuration files from configuration parameters you want. Youcan
create and name as many configuration files as you want and your own configuration files can
contain any combination of configuration parameters. It isefficiently for you to provision your IP
phones in different deployment scenarios, especially whenyou want to apply a set of features or
settings to a group of phones.

Before beginning provisioning, you need to obtain the Yealink-supplied template boot file
named as]y000000000000.bootDZ he IP phonetries to download the boot file first, and then
download the configuration files referenced in the boot file in sequence during auto

provisioning.
Yealink supports the following two types of boot files:

MAC-Oriented boot file (e.g., 00156574b150.boot)
Common boot file (y000000000000.boot)

You can ask the distributor or Yealink FAEor the template boot file.

Obtaining Configuration Files

Before beginning provisioning, you also need to obtain template configuration files. There are
two configuration files both of which are CFG-formatted . We call these two files Common CFG
file and MAC-Oriented CFG file.You can also create and hame as many configuration files as you
want (e.g., account.cfg, sip.cfg, features.cfg) by using the template onfiguration files. The
custom configuration files can contain the configuration parameters of the same feature

modules for all phones.

If boot file is found on the provisioning server, t he IP phones download the boot file first, and

then download the configuration files referenced in the boot file in sequence during auto
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provisioning . You can customize the download sequence of configuration files in the boot file as
required. If boot file is not found on the provisioning server, IP phones download the common
CFG file first, and then the MAC Oriented CFG file during auto provisioning §i.e.,the old
mechanism for auto provisioning . You can select whether to use the boot file or not for auto
provisioning according to your deployment scenario.

IP phones also supportlocal configuration file s named as <MAC>-local.cfg. When a user
modifies configurations via web user interface or phone user interface, the non-static settings
will be automatically saved to the MAC-local CFG file onthe IP phone.

You can ask the distributor or Yealink FAEor template configuration files. You can also obtain

the template configuration files online:

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage .
To download template configuration file s:

1. Goto Yealink Document Download page and select the desired phone model.
2. Download and extract the combined configuration files to you r local system.

For example, thefollowing illustration shows the template files available for SIP-T23G IP

phones running firmware version 80.

IP Phone SIP-T23G

Datasheet Datasheet Yealink SIP-T23G Datashest.pdf

Firmware & Yealink_SIP_phones_Release_Notes_of Version80.pdf New

Release
Note T23-44.80.0.70.zip New
44.80.0.60.zip New
44.80.0.5.zip
User Yealink_SIP-T23P & T23G_User_Guide_V80_60.pdf
Documents

Yealink_SIP-T2_Series_T19(P) E2_T4_Series_IP_Phones_Administrator_Guide_V80_60.pdf
Yealink_SIP_Phones_Description of Configuration Parameters in CFG Files_V80_60.zip

Yealink_SIP-T2_Series_T19(P) E2_T4_Series_IP_Phones_XML_Browser_Developer's_Guide_V80_6
0.pdf

| Yealink AutoProvisioning Template V80.zip |

Yealink_SIP-T2 Series_T19(P) E2_T4 Series_IP_Phones_Auto_Provisioning_Guide_V80_60.pdf

3. Open the folder you extracted and identify the files you will edit.

Obtaining Phone Information

Before beginning provisioning, you also need the IP phone information . For example, MAC

address and the SIP account information ofthe IP phone.

MAC Address: Theunique 12-digit serial number of the IP phone. You can obtain it from the

bar code on the back of the IP phone.

SIP Account Information : Thismay include SIP credentials such as user namgpassword and IP

address of the SIPserver. Ask your system administrator for SIP account information.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Provisioning Yealink IP Phones

This section provides instructions on how IP phones interoperate with provisioning server for
auto provisioning, and shows you four major tasks to provision the phones. It will help users

who are not familiar with auto provisioning to understand this process more easily and quickly.

Auto Provisioning Process

When IP phones are triggered to perform auto provisioning, they will request to download the
boot files and configuration files from the provisioning server. During the auto provisioning
process, the IP phone willdownload and update configuration files to the phone flash.

The following figure shows how the IP phone interoperate s with the provisioning server:

Request to Downlood Boot
Files and Configuration Files

IP Phone

Provisioning Server

Download Boot Files, Configuration
Files and Update Configuration Files
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Major Tasks for Auto Provisioning

You need to complete four major tasks to provision Yealink IP phones.

The following figure shows an overview of four major provisioning tasks :

1 3 4
III L
Obtaining the Pa'hnﬂrglhe
e
|» ®
=
Boot Files: Provisioning Serves: Ways to Obtain the Ways to perform the auto
®  MAC-Oriented Boot File ® FTp Provisioning Server E‘mm““"ﬂgw
® Commen Boot File ® TFTP Address : . POW%
Configuration Files: ® HTTP ® Zero Touch R wertegll
® Custom CFG File ® HTTPS ® Plug and Play (PnP) . “?pe;l ¥
e Common CFG File ® DHCP Opticns . Flee.b‘\’ Auto Provis
® MAC-Oriented CFG File ® Phone Flash . Ai"' pe o ;40‘”5'0”
®  MACHocal CFG File ® Configuring Wildcard oM ﬁ’ r°‘gs'°M”. ;;“‘
® Resource Files of the Provisioning - S”;J FJgEF\?M:;scge
-1 vage Pocks
-AﬁgDSIM Server URL ® Auto Provisioning via
- contact.xml

- super searchaaml

- favenite_seftingxml
- diainowaan/

- aafoian.xml

Activation Code
Except phone fiash:
& Startup

For more information on how to manage boot files, refer to Managing Boot Fileson page 11.

For more information on how to manage configuration files, refer to Managing Configuration

Fileson page 15.

For more information on how to configure a provisioning server, refer to Configuring a

Provisioning Serveron page 21.

For more information on how to o btain the provisioning server address, refer to Obtaining the
Provisioning ServerAddress on page 25.

For more information on how to p erform the auto provisioning process refer to Triggering the
IP Phone to Perform the Auto Provisioning on page 33.

If you are not familiar with auto provisioning processon Yealink IP phones you can refer to An
Instance of Auto Provision Configuration on page 7.
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An Instance of Auto Provision Configuration

This section shows an instance of autoprovision configuration.
1. Manage boot files.

Specify the desired download path (e.g., tftp:// 10.2.5.193network.cfg) of the configuration
files in the boot file (e.g.,y000000000000.boof). For more information, refer to Managing
Boot Fileson page 11.

#!'version:1.0.0.1
$#% The header gbove must appear as—-is in the first line

include:config <tftp://10.2.5.193/network.cfg>
include:config <../sip.cfg>

include:config "features.cfg™

overwrite mode = 1

2. Manage configuration files.

Add/Edit the desired configuration parameters in the CFGfile (e.g.,features.cfg) you want
the IP phone to download. For more information on how to manage configuration files,
refer to Managing Configuration Files on page 15.

features.cfg x

T T I B 1||:|| T T I T 2||:|| T T I 3||:|| T I I 4|I:I| I I B 5|I:I| I
#!version:1.0.0.1
features.dnd mode = 0

features.dnd.enable = 1
ringtone.url = tfrp://10.2.5.1533/Customring.wav

3. Configure the TFTP server.

1) Placeboot files and configuration files to TFTProot directory (e.g., DYTFTP Drectory).

Address CATETP Directary b . a0
ﬂ nekwark.cfg
ﬂ sip.cfg

'_ﬂ fFeatures.cfg
w 000000000000, book
@:']Custnmring.wav
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2) Startthe TFTP severThe IP address of the TFTP server is showas below:

3(Daemn
File View Help

TEIF Server

Start Time

| Peer | Bytes | Status

Jul 12, 2016 09:30:13

local

0 Listening for TFTP requests on IP address: EU.E.S '.‘.I}I Port 69

The server URL where the IP phone
downloads boot files and configuration
files from is tftp://10.2.5.193/

3) SelectConfigure TFTP Server. Click the J)utton to locate the TFTP root directory

from your local system.

m 3CDaemon

Ele View Help

Start Time

TFIP Server

| Peer | Bytes | Status

Jul 12, 2016 09:30:13 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

3CDaeman Configuration

FTF Frofiles
General Configuration

()

Syslog Configuration |
TRTP Confi gnration

Create directory names in incoming file relv

Kllow overwrite of existing files?

-

Upload/Download

0:ATFIP Directorgt |:| |

Fer-packet timeout in se

Maximum retries

Interframe transmission

—
T
—

conds

For more information on how to ¢ onfigure a

Provisioning Serveron page 21.

provisioning server, refer to Configuring a
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4. Configure the provisioning server address on the IP phone.

Log Out
. Engish(Englsh) -
Yealink | s : ——
Account Network DSSKey Features m Directory Security
Auto Provision
Preference 2 NOTE
PNP Active © On off
Time & Date Auto Provision
DHCP Active 9@ On off The IP phone can interoperate
> with provsioning server using
SR DoRY Custom Option(128~254) auto provisioning for deploying
the IP phi :
Upgrade DHCP Option Value € PICass:
5 When the IP phone triggers to
I Server URL tftp://10.2.5.193/ e i
User Name request to download the
Configuration configuration fies from the
Password esssccee server. During the
pial Plat Enter the access URL of  |ning process, the
n Attempt Te 5 Stk g il download and
St Eoved TureC) the provisioning server in  faation fies to the
Voice Connon AES Key it the Server URL field.
Ring RACORAbCAS REY B You can dick here to get
Zero Active Disabled - more guides.
gores Wat Time(1~1005) 5
Softkey Layout Power On ® on off

For more information on how to o btain the provisioning server address, refer to Obtaining
the Provisioning ServerAddress on page 25.

5. Trigger the IP phone to perform the auto provisioning.

Yealink | 23

= Auto Provision
PP Actwe ® 0n O of
Time & Date Auto Provesson
DHCP Actve ® 0n O oOff The 1 phone Gn nteropenate
WEN DIOVSIONNG SNVer USNg
SM By Custom Option{128~254) xto :mw for caployng
Upgrade DHCP Option Valse I8 10 phenes
Sanves wr - Vhen the B phone trggers to
User tame recuest to donnioad the
Aguration corfiguration fles from the
% Password evoesese sty siert. Dt 2
0 PrOVIBONING proCess, the
Dial Plan Asterrot Exored Teme(s) s ;:;enc w mn: %
.(ﬁ‘w o
Voice Coenrmon AES Key phone flash.
MAC-Oviented AES Key (8 You can dick here to get
Zero Actve moce guides.
Tone: Wak Time{1~100s) s
Softkey Layout Power On ® On o
TROGG Repeatedy On @ Off
Intenal(Mnctes) 1440
Voice Monitoring
Weeidy On & Off
s Weekdly Upgrade Intenval0~12week) 4
Inactaty Time Expre(0-~120mn) 0
Trre 00 300 - 00 :
7 sumtay
7 Monday
¥ Tuesday
Day of Week & v A s
7 Thursday Click the Autoprovision Now to
VI Fe . v s
sl perform the auto provisioning
Flextle Auto Proveson 0a & of process immediately.
Flextile Intervai Days 20 /
Flaxble Trme 02 :00 - 3
Confem Gncel

For more information on how to trigger the phone to perform the auto provisioning , refer to
Triggering the IP Phone to Perform the Auto Provisioning on page 33.
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Managing Boot Files

Managing Boot Files

Yealink IP phones support downloading CFG filesreferenced in the boot files in sequence.
Before beginning provisioning, you may need to edit and customize your boot files.

You can edit the template boot file directly or create a new boot file as required. Open each
boot file with a text editor such as UltraEdit.

Editing Common Boot File

The common boot file is effectual for all phones. Itusesa f i x e d/0006080®GH00P.bootDEs
the file name.

The following figure shows the contents of the common boot file:

F!versinn:l.ﬂ.ﬁ.l
$#% The header above must appear as-is in the first line

include:config <xxx.cfg>
include:config "xxx.cfg"

overwrite mode = 1

When editing the boot file, learn the following:

The line beginning with J#D& considered to be a comment.

The file header]#lversion:1.0.0.Di& not a comment and must be placed in the first line. It
cannot be edited or deleted .

The file format must be *.boot.

Each JincludeDZ statement c dmerefererdcedrcanfigurationa conf i gur a
file format mustbe *.cfg. The J i ncl udeDZ st atement can be repeated

needed. It means one or more CFG files can be refeenced in the boot file.

Each] i nc | ud e DMmsstusetthe follwirtg format:

include:config < download path of the CFG file o r i nc | daweloadppat 6f the |
CFG fil®Z

The download path of the CFGfile must point to a specific CFG file. It supports the
following path forms:

- Relative path (relative to the boot file ):

For example,sip.cfg, HTTP Directory/sip.cfg, ..sip.cfg, etc.
- Absolute path (or URL)

For example, http://10.2.5.258/HTTP Directory/sip.cfg.

The CFGfiles are downloaded in the order listed (top to bottom). The parameters in the

11
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new downloaded configuration files will override the duplicate parameters in files
downloaded earlier.

joverwrite_mode = 1DZ means overwritwdbenode i s enabl
applied to the configuration files specified to download. This parameter can only be used

in boot files. Overwrite mode includes the following features:

- TheNULLvalues take effect (if the value of a parameter in configuration files is left

blank, the factory default value can take effect.)

For example, the | abel for account 1 is JabcDZ a
jaccount . 1.1l abel DZis |l eft blank in the configura
account. 1.1 abel = | D@BlankTakes effecaaftérautoy def aul t val

provisioning. So the label for account 1 will be deleted.

- The deletions of the configuration parameters take effect (if a parameter in
configuration files is deleted, the factory default value can take effect immediately.)

For example, account.1.enable = 1 is deleted or commented out in the configuration
files. The factory default value 0 takes effect after auto provisioning. So account 1 is
disabled.

Note that if a boot file is used_ rade DZhies vmmdtue of

configured, the default value 1 will take effect. If you want to disable the overwrite mode,

configure Joverwrite_mode = 0DZin the boot file.
Note Overwrite mode only affects the non  -static settings configured using configuration files.
If you do not use the boot file for auto provisioning, overwrite mode is disabled by

default and you are not allowed to enable it.

Creating MAC-Oriented Boot File

12

The MAC-Oriented boot file is only effectual for the specific phone. It use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, the MAC-Oriented boot file has to be named as 00156574b150.boot

(case sensitive) respectively.

The IP phones try to download the MAC -Oriented boot file first from the server during auto
provisioning first. If no matched MAC-Oriented boot file is found on the server, the IP phones

try to download the common boot file.

If you want to create a MAC-Oriented boot file for your phone, follow these steps:
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To create a MAC-Oriented bo

ot file:

1. Create aboot file for your phone. Ensure the file complies with the guidelines that are listed

in Editing Common Boot File on page 11.

2. Copy the contents from the common boot file and specify the configuration files to be

downloaded.

One or more configuration files can be referenced in the boot file. The following takes two

configuration files for example:

00156574b150.boot x
mllll|lll 1|D||||I|||

20 30 40 50

$#lvergion:1.0.0.1

include:config

$#% The header above must appear as-iz in the first line

include:config <account.cfg>

"metwork.cfg"

overwrite mode = 1

3. Save the changes and close theMAC-Oriented boot file.

You can also make a copy of thecommon boot file, rename it and then edit it.

13
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Managing Configuration Files

Managing Configuration Files

Auto provisioning enables Yealink IPphones to update themselves automatically via
downloading Common CFG MAC-Oriented CFG custom CFGand MAC-local CFGfiles. Before
beginning provisioning, you may need to edit and customize your configuration files.

You canedit the template configuration files directly or create a new CFG file as requiredOpen
each configuration file with a text editor such as UltraEdit.

For more information on description of all configuration parameter s in configuration files, refer

to Yealink SIPT2 Series T19(P) E2 _BEries/P Phones Description of Configuration Parameters
in CFG Files VV81x/sx

Editing Common CFG File

The Common CFG fileis effectual for all phones of the same model. It usesa fixed name
Jy0000000000XX.cfd@s the file name, where "XX"equals to the first two digits of the hardware
version of the IP phone model.

The names of the common CFG filerequirements for the phone model are:

Phone Model Common CFGFile
SIRTA48S/T46S/T42S/T41S y000000000066.cfg
SIRT48G y000000000@5.cfg
SIRT46G y000000000028.cfg
SIRT42G y000000000029.cfg
SIRT41P y000000000@B6.cfg
SIRT40P YO00000000054.cfg
SIRT29G y000000000046.cfg
SIRT27P y000000000045.cfg
SIRT27G y000000000069.cfg
SIRT23P/G y000000000044.cfg
SIRT21(P) E2 y000000000052.cfg
SIRT19(P) E2 y000000000053.cfg

Common CFG file contains configuration parameters which apply to phones with the same

model, such as languageand volume.

15
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The following figure shows a portion of the common CFG file:

#!version:1.0.0.1

##File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.$#
#2This template file is applicable to IP phones running firmware version 81 or later.##
##For more information on configuration parameters, refer to Description of Configuration Parameters in CFG Files.xlsx.#$#

%2t enables or disables the PC port.0-Disabled,l-Zuto Negotiation.
##The default value is 1.It takes effect after a reboot.
static.network.pc_port.enable =

##1t configures the transmission mode and speed of the Internet (WAN) port.

4#%0-Auto Negotiate

4##1-Full Duplex 10Mbps

##2-Full Duplex 100Mbps

##3-Half Duplex 10Mbps

##4-Half Duplex 100Mbps

##5-Full Duplex 1000Mbps (only applicable to SIP-T48G/T46G/T465/T42G/T29G/T23G/CP860 IP phones)
##The default walue is 0.It takes effect after a reboot.

static.network.internet port.speed duplex =

##It configures the transmission mode and speed of the PC (LAN) port.
##0-Ruto Negotiate

##1-Full Duplex 10Mbps

##2-Full Duplex 100Mbps

When editing the common CFG file, learn the following:

The line beginning with J#Di& considered to be a comment.

The file header]#lversion:1.0.0.Di8 not a comment and must be placed in the first line. It
cannot be edited or deleted .

The file format must be *.cfg.
The filename complies with the requirements that are listed in the above table.
Each line must use the following format and adhere to the following rules:

Configuration Parameter= Valid Value
- Separate each configuration parameter and value with an equal sign.
- Set only one configuration param eter per line.

- Put the configuration parameter and value on the same line, and do not break the line.

Editing MAC-Oriented CFG File

16

The MAC-Oriented CFGfile is only effectual for the specific phone. It use the 12-digit MAC
address of the IP phone as the file name. For example, if the MAC address of the IP phone is
00156574B150, the MAC-Oriented CFGfile has to be named as 00156574b150.cfg

(case sensitive) respectively.

MAC-Oriented CFG filecontains configuration parameters which are expected to be updated
per phone, such as the registration information.



Managing Configuration Files

The following figure shows a portion of the MAC-Oriented CFG file

1%!version:1.0.0.1

4File header "#!version:1.0.0.1" can not be edited or deleted, and must be placed in the first line.##
#4This template file is applicable to IP phones running firmware version 81 or later.#¥
#4For more information on configuration parameters, refer to Description of Configuration Parameters in CFG Files.xslx##

3 Lccountl Basic Settings #*
account.l.enable =
account.l.label =
account.l.display name =
account.l.auth name =
account.l.user_name =
account.l.password =
account.l.outbound_proxy_enable =
account.l.outbound host =
account.l.outbound port =
account.l.dial_tone =

##It configures the transport type for account 1. 0-UDP,1-TCF,2-TLS,3-DNS-NAPTR
#4#The default walue is 0.
account.l.sip_server.l.transport_type

account.l.sip_server.2.transport_type

account.l.naptr_build =
account.l.fallback.redundancy type =
account.l.fallback.timeout =
account.l.sip server.l.address =

When editing the MAC-Oriented CFG file, learn the following:

The line beginning with J#Di& considered to be a comment.

The file header]#lversion:1.0.0.Di8 not a comment and must be placed in the first line. It
cannot be edited or deleted .

The file format must be *.cfg.
The filename matches the MAC addressof your phone.
Each line must use the following format and adhere to the following rules:

Configuration Parameter= Valid Value
- Separate each configuration parameter and value with an equal sign.
- Set only one configuration param eter per line.

- Put the configuration parameter and value on the same line, and do not break the line.

SIRT4A8G/T48S/TA6G /T46S/T29G IP phones support 16 accounts, SIP -T42G/S IP phones
support 12 accounts, S IPT41PT41S/T27RT27G IP phones support 6 accounts,
SIRT40P/T23P/T23G IP phones support 3 accounts, SIRT21(P) E2IP phones support 2
accounts, SIP-T19 (P) E2 IP phones su pport only one account.

Creating a New CFGFile

If you want to create a new CFG file for your phone,follow these steps:
To create a new CFG file:

1. Create a CFG file for your phone. Ensurehe file complies with the guidelines that are listed
in Editing Common CFG Fileon page 15 or Editing MAC-Oriented CFG Fileon page 16.

17
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2. Copy configuration parameters from the template configuration files and set the valid
values for them.

settings.cfg  x

mIIII|III1IDIIII|III2ID
$#'version:1.0.0.1
phone setting.phone lock enable = 1

phone setting.phone locak lock key type = 0
features.dnd mode = 1

static.lang.wuli = English

=static.lang.gui = English

a0 40 50

3. Savethe changes and close the CFG file.

You can also make a copy of the template configuration file, rename it and then edit it.

Managing MAC -local CFG File

By default, MAC-local CFG fileautomatically stores non-static settings modified via web user
interface or phone user interface. This file is stored locally on the IP phone, but a copy can also
be uploaded to the provisioning server (or a specified URL configured by

Jstatic. aut o_pr ovi si on. This fileeoabhies the phane tp keeprusef
personalization settings, even after auto provision. As with the MAC-Oriented CFG files,
MAC-local CFG files are only effectual for the specific phone too. They use the 12-digit MAC
address of the IP phone as the file name.For example, if the MAC address of the IP phone is
00156574B15Q MAC-local CFGfile has to be named as 00156574b150 local.cfg (case sensitive).

If your IP phone current firmware version doesng support generating a <MAC> -local.cfg file,
the IP phone will automatically generate a MAC-local CFG fileafter it is upgraded to the latest

firmware.

For more information on how to keep user personalization settings, refer to
Yealink SIPT2 Series T19(P) E2 T8eries IP_Phones Administrator GuideV/81

We recommen d you do not edit the MAC -local CFG file. If you really want to edit

MAC -local CFG fil e, you can export and then edit it.

For more information on how to export CFG files, referto Yealink SIRT2_Series T19(P)
E2 T4 _Series IP_Phones Administrator Guide _ V81

Encrypting Configuration Files

18

To protect against unauthorized access and tampering of sensitive information (e.g., login
password, registration information), you can encrypt configuration files using Yealink
Configuration Encryption Tool. AESkeys must be 16 characters and the supported characters
contain: 0 ~ 9, A~ Z, a ~ zand the following special characters are also supported: #$ % * +, - . :
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=?2@[]”_{}~. For more information on how to encrypt configuration files, refer to Yealink

Configuration Encryption Tool User Guide

Customizing Resource Files

When configuring some particular features, you may need to upload resource files to IP phones,
such aspersonalized ring tone file, language package file and logo file. Yealink suppliesthe

following resource file templates:

Feature Template File Name

DST AutoDST.xml

For example,

000.GUI.English.lang
Language Packs
1.English_note.xml

1.English.js
Replace Rule dialplan.xml
Dial-now dialnow.xml

CallFailed.xml
Callln.xml

Connecting.xml

Softkey Layout Dialing.xml (not applicable to SIRT48GS IP
phones)
RingBack.xml
Talking.xml

Directory favorite_setting.xml

Super Search in dialing super_search.xml

Local Contact File contact.xml

Department.xml
Remote XML Phone Book

Menu.xml
Ring Tone None
Logo customization None
Wallpaper None

19


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Yealink IP Phones Auto Provisioning Guide

Feature Template File Name

X.8L.0XXrom
Firmware For example,

44.81.015.rom

Ask the distributor or Yealink FAE for resource file templates For more information on an
explanation of the configuration parameters that relate to these features, refer to
Yealink_SIPT2 Series T19(P) E2_T8eries IP_Phones Administrator_ GuideV81
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Configuring a Provisioning Server

Yealink IP phones support using FTP, TFTP, HTTP and HTTPS protoctdsdownload boot files
and configuration files. You can use one of these protocols for provisioning. The TFTPprotocol

is used by default. The following section provides instructions on how to configure a TFTP
server.

We recommend that you use 3CDaemon or TFTP32 as a TFTP serveBCDaemoand TFTPD32
are free applications for Windows. You can download 3CDaemononline:

http://www.oldversion.com/3Com -Daemon.html and TFTB32 online: http:/tftpd32.jounin.net/ .

For more information on how to configure FTP and HTTP servers, rier to Configuring an FTP
Serveron page 51 and Configuring an HTTP Serveon page 54.

Preparing a Root Directory

To prepare a root directory:

1. Create aTFTProot directory on the local system (e.g., DATFTP Directory)

2. Placethe boot files and configuration files to this root directory.

Address DA TFTP Directory b Go
E] nebwork, cfg
ﬂ sip.cfg

E] Features,cfg
w100000000000, book
@Custnmring.wav

3. (Optional.) Set security permissionsfor the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write or modify.
Security permissbns vary by organizations.
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An example of configuration on the Windows platform is shown as below:

General | Sharing| Security | Customize

QIDUD Or user names

m Administrators (VANS TD80\Administrators)
€7 CREATOR OWNER

For special permissions or for advanced settings,
click Advanced

ﬂz Everyone
€ Hil, James (jahill@myservername.com)
€32 SYSTEM v
< >
l Add ] [ Remove I
Permissions for Everyone ( Allow \ Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O
Boaeiil (Y - I M/

Advanced

0K ]I Cancel ][ Apply ]

Configuring a TFTP Server

If you have a 3CDaemon application installed on your local system, use it directly. Otherwise,

download and install it.

To configure a TFTP server:

1. Double click 3CDaemon.exe to start the application .

A configuration page is shown as below:

& 3CDaemon
File View Help

(E=H BCH =

TFTP Serwer Start Time

[ Peer [ Bytes | status

Jul 12, 2016 14:11:08 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

22
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2.  SelectConfigure TFTP Server. Click the J‘utton to locate the TFTP root directory from

your local system:

m 3CDaemon

Eile View Help

TFTF Server

Start Time | Peer | Bytes | Status

Jul 12, 2016 09:30:13 local

0 Listening for TFTP requests on IP address: 10.2.5.193, Port 69

3CDaemon Configuration

FTE Frofiles
General Configuration

Create directory names in incoming file refv

Mlow overwrite of existing files?

()

Syslog Configuration I
TFTP Configuration

r

Upload/Download

0:5TFTP Directoryh |:| |

Fer-packet timeout in seconds

Maximum retries

Interframe transmission

—
T
—

3.

Click the Confirm button to finish configuring the TFTP server.

The serverURL]Jtftp://IP/ D@ere]IPD@eans the IP address of the provisioning server, for

example, D#p:// 10.2.5.193D4s where the IP phone downloads configuration files from.
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Obtaining the Provisioning Server Address

Yealink IP phones support obtaining the provisioning server addressin the following ways:

Zero Touch
Plug and Play(PnP) Server
DHCPOptions
Phone Flash
Configuring Wildcard of the Provisioning Server URL
The priority of obtaining the provisioning server address is as follows: Zero Touch-->PnP

Server-->DHCPOption s (Custom option -->option 66 -->option 43) -->Phone Flash The
following sections detail the process of each way(take the SIRT23G IP phone as an example.

Zero Touch

Zero Touch allows you to configure the network parameters and provisioning server addressvia
phone user interface during startup. This feature is helpful when there is a system failure onthe
IP phone. To use ZeroTouch, make sure this £ature is enabled.

To configure zero touch via web user interface :

1. dlick on Settings ->Auto Provision .
2. SelectEnabled from the pull -down list of Zero Active .
3. Enterthe desired wait time in the Wait Time (1~100s) field.

The default value is 5.

Log Out
English(English) v

Yealink | 2

Account Network DSSKey Features Settings Directory

NOTE

Security

Auto Provision

Auto Provision

User Name

Preference
PNP Active ® On off

Time & Date Auto Provision
DHCP Active ® on off The IP phone can interoperate

N with provsioning server using
Call Display Custom Dption(128~254) admin auto provisioning for deploying
the IP phones.
Upgrade
Pa > @rter UETE yealnk ‘When the IP phone triggers to

Server URL perform auto provisioning, it wil

request to download the
configuration files from the
provisioning server. During the

Configuration auto provisioning process, the
Password 1P phone wil download and

Dial Plan update configuration files to the
Attempt Expired Time(s) 5 phone flash.

Voice Common AES Key seses You can click here to get

R MAC-Orientad AES Key — more guides.
Zero Active Enabled hd

Tones
Wait: Time(1~100s) 5

Softkey Layout

=7 Power On ® 0on off
TRO69 Repeatedly on ® off

4.  Click Confirm to accept the change.
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When Zero Touch is enabled, there will be a config uration wizard during startup:

——r e | ol h—————

Update now? 4=

Pressthe OK soft key.

The network parameters are configurable via phone user interface:

Switch

Pressthe Next soft key after finishing network settings.

Configure the provisioning server address, authentication user name (optional) and password

(optional) in the Auto Provision screen

An example of screenshotis shown as below:

—to Prowvision

‘E-. 194 EDEnyDDEDDDDDU!

Press theOK soft key.

After the above configuration is completed , the IP phone will connect to the configured
provisioning serverand perform the auto provisioning processduring startup .

Plug and Play (PnP) Server

26

Yealink IPphones support obtaining the provisioning server address from the PnP server The IP
phone broadcasts the PnP SUBSCRIBEmMessage to obtain the provisioning server address during

startup. To use Plug and Play, make sure this fature is enabled.
To configure P nP via web user interface :

1. Clickon Settings ->Auto Provision .



Obtaining the Provisioning Server  Address

2. Mark the On radio box in the PNP Active field.

Log Out
- English(English) v
Yealink |
Account Network DSSKey Settings Directory Security
Auto Provision
Preference NOTE
PHP Active ® On off
Time & Date Auto Provision
DHCP Active ® On off The IP phone can interoperate
N with provsioning server using
B Custom Option(128~254) admin auto provisoning for deploying
the IP phones.
Upgrade i
P9 2 BN e yealnk ‘When the IP phone triggers to
. ’ perform auto provisioning, it will
Auto Provision Server URL request to download the
e configuration files from the
. provisioning server. During the
Configuration auto provisioning process, the
Password 1P phone will download and
Dial Plan update configuration files to the
Attempt Expired Time(s) 5 phone flash.
Voice Common AES Key ssesases You can click here to get
Ring MAC-Drianted AES Key . oo
Zero Active Enabled v
Tones
Wait Time(1~100s) 5
Softkey Layout
B Power On @ on off
TRO69 Repeatedly on ® off
Voice Monitoring Interval(Minutes) 1440
I O
sIp Weekly on off

Weekly Upgrade Intervall0~12week) |4

Inactivity Time Expire(0~120min) 1]

3. ClickConfirm to accept the change.

Any PnP server activated in the network responseswith a SIP NOTIFY message and an

address of the provisioning server is contained in the message body.

Coptars gnalyze 5

Teaphomy Tosls Help
BEEX2E A¢e+aTFi/EEQAAD FEBVX | H

v Egressien . Cler Apply

Saurca Destination Frotecl | Info
10.2.9.106 224.0.1.75 s1p i SUBSCRIBE sipiMAC0015652a3dlagintern. IPPhone. com
10.2.9.46 15 202 Accepted subscription
iz
1 3
1 199 REGISTER 51p:10.2.1.199
10.2.9.106 s1P Status: 200 OK (1 bindings) -

Ethernet

if1), Dst: xiamenve 2a:ddila (00:15:65:2a
48), Dst: 10.2.0.106 (10.2.9.106)
060), Dst Port: sds (5059)

:3d:la)

User Datagram Protocal, Src
session Initiation Protocol
=[Request-Line: WOTIFY sTp:MACOUL3AS2a3d1aBi0.2.5.106:5055 SIA/2.0
Method: MOTIFY
T REGUEST-URT: STRIMACO01T637a3004810.2. 5. 10673050
[Resent Packer: Falsel
= message neader
® via: SIP/2.0/U0F 10.2,9.48:5060; branch-28hadbe76665779
@ From: <sip:MACOULI652a3diagintern. IpPhone, com>; tag=37906253
@ T0: <s1piMACOOL5652a3dlatintern, IPPhone. com>; tag=2410%4
241054810.2.8.106

& Contact: <1pMACOOIS65233c1a810.2.9.46:5060>
content-Type: application/url
1 INVITE, INFO, PRACK, ACK, BYE, CANCEL, OPTIONS, NOTIFY, REGISTER, SUBSCRIBE, REFER, PUBLISH, UPDATE, MESSAGE
rwards: 70
: Tipuel 1P 286 /2.43.13.8
subscription-state: rerminated:reason-timeout
Event: ua-profile
allow-Events: talk,hold, conference, refer, check-sync
Content-Length: 24

Weszage bady
http://10.2.8. 2:99/heta/

O Frams GErme), 720 byten Fuckats: 6 Displuyed: € Narkad: 0 Profile: Badualt

After the IP phone obtains the provisioning server address from the PNP server, it will connect

to the provisioning server and perform the auto provisioning process during startup .

DHCP Options

Yealink IP phonessupport obtaining the provisioning server address by detecting DHCP options
during startup .
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The phone will automatically detect the option 66 and option 43 for obtaining the provisioning
server address.DHCP option 66 is used to identify the TFTP server. DHCP option 43 is a
vendor-specific option, which is used to transfer the vendor-specific information.

You can configure the phone to obtain the provisioning server address via a custom DHCP
option. To obtain the provisioning server address via a custom DHCP option, make sure the
DHCP option is properly configured on the phone. The custom DHCPoption must be in
accordance with the one defined in the DHCP servetr

For more information on how to configure a DHCP server, refer to Configuring a DHCP Server
on page 58.

To configure the DHCP option via web user interface:

1. Clickon Settings ->Auto Provision .
2. Mark the On radio box in the DHCP Active field.

3. Enter the desired value in the Custom Option (128~254) field.

Log Out

English(English) v

Yealink |z

Account Settings Directory

Auto Provision
Preference NOTE
PNP Active @ on off
Time & Date Auto Provision
DHCP Active @ on off The IP phone can interoperate
. with provsioning server using
TRy Custom Option(128~254) 128 auto provisioning for deploying
the IP phones.
Upgrade DHCP Option Value yealink

‘When the IP phone triggers to

Auto Provision

Softkey Layout

sIP

Server URL

User Name

Wait Time(1~100s)

Weekly Upgrade Interval{0~12week)

Inactivity Time Expire(0~120min)

Configuration auto provisioning process, the
Password 1P phone will download and
Dial Plan update configuration files to the
Attempt Expired Time(s) 5 phone flash.
SR SN A You can dlick here to get
Ring MACOriented AES Key | sseseses more guides.
Zero Active Enabled
Tones

5

Power On ® on off
TRO69 Repeatedly on ® Off
Voice Monitoring Interval(Minutes) 1440

Weekly on ® Off

4

o

perform auto provisioning, it will
request to download the
configuration files from the
provisioning server. During the

4. Click Confirm to accept the change.

During startup, the phone will broadcast DHCP request with DHCP options for obtaining the

provisioning server address. The provisioning server address will be found in the received DHCP

response message.

After the IP phone obtains the provisioning server address from the DHCPserver, it will connect

to the provisioning server and perform the auto provisioni ng process during startup.

For more information on the DHCP options, refer to Yealink SIPTZ2 Series T19(P)
EZ2 T4Series IP_Phones Administrator GuideV/81
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The following figure shows the example messages of obtaining the TFTP server address from a
custom DHCP option:

Right click the root node of the custom option (e.g., option 128) shown on the above figure, and
select Copy->Bytes->Printable Text Only. Paste the copied text in your favorite text editor to
check the address, for example tftp:// 192.168.1.100.

Phone Flash

Yealink IP phones supportobtaining the provisioning server address from the IP phone flash. To
obtain the provisioning server address by reading the IP phone flash, make surethe
configuration is set properly .

To configure the IP phone flash via web user interface:

1. Clickon Settings ->Auto Provision .
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