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Introduction

About This Guide

Yealinkadministrator guide is intended for administrators who need to properly configure,
customize, manage, and troubleshoot the IP phone system rather than end-users. This guide
helps you understand the Voice over Internet Protocol (VolP) network and Session Initiation
Protocol (SIP components, and provides descriptions of all available phone features.

This guide describesthree method s for configuring IP phones: central provisioning, web user

interface and phone user interface. It helps you perform the following tasks:
Configure your IP phone on a provisioning server
Configure your phone QwaweEbéphoneuseeisterfacad f uncti ons
Troubleshoot some common phone issues

Many of the features described in this guide involve network settings, which could affect the IP
p h o B geformance in the network. So an understanding of IP networking and a prior
knowledge of IP telephony concepts are necessary

The information detailed in this guide is applicable to firmware version 82 or higher. The
firmware format is like x.x.x.x.rom.The second x from left must be greater than or equal to 82

(for example, the firmware version of SIRT46G IP phone: 28.82.0.20.rom).

See the Yealink Products Reguldory Notices guide for all regulatory and safety guidance.

Chapters in This Guide

This administrator guide includes the following chapters:

Chapt @mwodud QvejviewDZ descr i bes t hneexBahsionmhddules.hones

Chapt &ettin@Start§dDZ d e s bawiYdaknls phones fit in your network and how to
install and connect IP phones, and also gives you an overview of IP phone initialization

process.

Chapter 3,jSetting Up Your SystenDdescribes someessential information on how to set

up your phone network and set up your phone with a provisioning server.

Chapter 4, jConfiguring Basic Feature®Z descri bes how to configure the
phones.

Chapter 5, Cgnfiguring Advanced FeaturedDZ descri bes how to configure th

features on IP phones.

Chapter 6, Cgnfiguring Audio FeaturedZ descri bes how to configure the
IP phones.
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Chapter 7, Cgnfiguring Security FeatureddZ des cr i bes h o wsecurity featoresf i gur e
on IP phones.

Chapter 8, TrjubleshootingDZ descri bes how to troubleshoot | P
common troubleshooting solutions.

Chapter9, AppendixDZ pr ovi de s timézwneg lrustedsertificates, auto
provisioning flowchart, reference information about IP phones compliant with RFC 3261

SIP call flowsand some other function lists (for example, DSS keys, reading icons)

Related Documentations

This guide coversSIRT54S,SIRT52S,SIRT48GS, SIRT46GS, SIRT42GS, SIRT41RS,
SIRT40RG, SIRT29G,SIRT27RG, SIRT23R G, SIRT21(P) E2and SIRT19(P) E2P phones. The
following related documents are available:

Quick Start Guides,which describe how to assemble IP phonesand configure the most
basic features available on IP phones

User Guides, which describehow to configure and use the basic and advanced features

available on IP phonesvia phone user interface or via web user interface.

Auto Provisioning Guide, which describes how to provision IP phones using the boot file
and configuration files.

The purpose of Aufo Provisioning Guide is to serve as a basic guidance for provisioning

Yealink IPphones with a provisioning server. If you are new to this process, it is helpful to
read this guide.

Description of Configuration Parameters in CFG Fileswhich describes all configuration
parameters in configuration files.

Note that Yealinkadministrator guide contains most of parameters. If you want to find out
more parameters which are not listed in this guide, please refer to Description of
Configuration Parameters in CFG Fileguide.

y000000000000.boot template boot file.
<y0000000000xx>.cfg and <MAC>.cfg template configuration files.

IP Phones Deployment Guide for BroadSoft UGOne Environments, which describes how to
configure BroadSoft features on the BroadWorks web portal and IP phones.

IP Phone Featuresintegrated with BroadSoft UG One User Guide, which describeshow to

configure and use IP phone features integrated with BroadSoft UG One on Yealink IP
phones.

When the SIP server type is set to BroadSoftplease refer to these two guides to have a
better knowledge of configuring and using features integrated with Broadsoft UC-One.

For support or service, please contact yourYealink reseller or go to Yealink Technical Support
online: http://support.yealink.com/ .
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Conventions Used in Yealink Documentation s

Yealinkdocumentation s contain a few typographic conventions and writing conventions .

You need to know the following basic typographic conventions to distinguish types of in -text

information:

Convention

Description

Bold

Highlights the web/phone user interface items such as menus,
menu selections, soft keys,or directory names when they are
involved in a procedure or user action (for example, Click on
Settings ->Upgrade .).

Also used to emphasize text (for example, Important! ).

/talics

Used to show the format of examples (for example, http (s)//] IPv6
address)), or to show the title of a section in the reference
documentation s available on the Yealink Technical Support
Website (for example, Triggering the IP phone to Perform the Auto

Provisioning).

Blue Text

Used for cross references to other sections within this
documentation (for example, refer to Ring Toneson page 711), for
hyperlinks to non-Yealinkwebsites (for example, RFC3315) or for

hyperlinks to Yealink Technical Supportwebsite.

Blue Text in ltalics

Used for hyperlinks to Yealinkresources outside of this
documentation such as the Yealinkdocumentation s (for example,
Yealink_SIP_IP_Phones Auto_Provisioning Guide )/81

You also need to know the following writing conventions to distinguish conditional information:

Convention

Description

<>

Indicates that you must enter information specific to phone or
net wor k. For example, when you
12-digit MAC address. If you see<phonelPAddress>, enter your
phone@ IP address

Indicates that you need to select an item from a menu. For
example, Settings ->Basic Settings indicates that you need to

select Basic Settings from the Settings menu.

Reading the Configuration Parameter Tables

The feature descriptions discussed inthis guide include two tables. One is asummary table of

provisioning methods that you can use to configure the features. The other is a table of details

of the configuration parameters that you configure to make the features work.

vii


http://www.ietf.org/rfc/rfc3315.txt
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Administrator @ Guide for SIRT2 SeriegT19(P) E2T4 SeriedT5 SeriesIP Phones

This brief section describes the conventions used in the summary table and configuration
parameter table. In order to read the tables and successfully perform configuration changes, an
understanding of these conventions is necessary

Summary Table Format

viii

The following summary table indicates three provisioning methods (central provisioning, web
user interface and phone user interface, refer to Provisioning Methods for more information )
you can use to configure a feature. Note that the type of provisioning methods available for
each feature varies, not every feature uses allthese three methods.

The certral provisioning method requires you to configure parameters located in CFGformat
configuration files that Yealink provides. For more information on configuration files, refer to
Configuration Files on page 101. As shownbelow, the table specifies the configuration file name
and the corresponding parameters. That is,the <MAC>.cfg file contains the

account X.auto_answeparameter, and the <y0000000000xx%> .cfg file contains the
feature.auto_answer_delajparameter.

The web user interface method requires you to configure features by navigating to the specified
link. This navigation URL can help you quickly locate the webpagewhere you can configure the

feature.

Configuration file name Feature explanation

Eonhgure QuUIo* answWer.+ I
MAC > .cfge Parameter::

Eccour\t,x.outo_ar\swer- ]—— Parameter name

Central

P
P

(Configuration Specify-a-period-of delay time-for
auto-answer.+

File) 'Fy0000000000xx>,dg~ | "
ar

features.auto_onswer_delay:

Provisioning Configure-auto-answer.s

method
Navigateto:
WebUserinterface: ttp://<phonelPAddress>/serviet?m
d_data&p= t-basic&q=1 = 2
moc.aaiap=accountbasic®a=! I=Navigation URL
ad&acc =0+ p
["huncb'w- Interf ]_ Configure: auto-answer.«

Manual provisioning method
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Configuration Parameter Table Format

Note

The following configuration parameter table describes the parameter that you can configure to

make the feature (for example, auto answer)work.

Parameter name Permitted parameter value
Default
[account.X.auto_answer- | @—- Parameter
value

Description:

[Enables- or-disables-auto answer feature-for-account-X.« ]—— Feature explanation

0 bled

led Meaning of the parameter value

Ifitis'set to-1-(Enabled), the IP-phone can-automatically- answer an-incoming-call.«

f\ﬁa nges-from-1-to- 16 (for SIP-T545/T48G/T48S/T46G/T465/T29G)-

¥-ranges-from-1-to 12- (for SIP-T525/T42G/T425)-
Scope of __| X-ranges-from-1to 6 (for-SIP-T41P/T41S/T27P/T27G)-
variable X ¥ ranges-from-1-to 3 (for-SIP-T40P/T40G/T23P/T23G).

¥-ranges-from-1to 2-(for-SIP-T21(F)- E2)»

“.is equal-to-1(for SIP-T19(P) E2/CPB60)-

Note: The IP-phone cannot-automatically-answer the-incoming-call-during-a- call-or-while: Important

[dialinq even if- auto-answer-is-enabled.~ ]_- information

Web-User Interface:.
Web path —_.[Account—> Basic—>Auto-Answer]

Phone User-Interface:-

[M enu->Features->Auto- Answer->Line X—bAuTo-Answer«]

Phonle path

Sometimes you will see the words] Ref er t o t he findhe Peomitied\@lues mn t ¢
Default field. It means the permitted value or the default value of the parameter has the model
difference or there are many permitted values of the parameter, you can get more details from

the following Description field.

The word JNoneDin the Web User Interface or Phone User Interface field means this feature
cannot be configured via web/phone user interface.

The above table also indicates three methods for configuring the feature.

Method 1: Central Provisioning

This table specifies the details of account. X.auto_answeparameter, which enables or disables
the auto answer feature. This parameter isdisabled by default. If you want to enable the auto
answer feature, open the MAC.cfg file and locate the parameter name account X.auto_answer
Set the par ametdeanablethaduto answerfeafuréddz tp Gidable the auto

answer feature.

Note that some parameters described in this guide contain one or more variables (for example,
X orY). But the variables in the parameters describedn the CFGfile are all replaced with specific

value in the scope of variable. You may need to assign a value to the variable before you search
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and locate the specific parameter in the CFG file

For example, if you want to enable the auto answer feature for account 1, you need to locate the
account.1.auto_answein the MAC.cfqg file and then configure it as required (for example,
account.l.auto_answer = 1). If you want to configure the SIP serverl for account 1, you can
locate the account. 1.sip_server.1.addresg the MAC.cfg file and configure it as required (for
example, account.1.sip_server.1l.address= 10.2.1.49.

The following shows a segment of MAC.cfg file:

|MAC-Cf9|—X—p| Canfiguration File Mame |

D||||I|||l|D||||I|||2|D|||TI|||3|D||||I|||"'1|D||||I|||5|D||||I|||E‘|D||||I|||?|D||||I|||8|D||||I|||
e g g R
£ Failback ##

L R e g e s e g g s i i iz

account.l.naptr build =
account.l.fallkack.redundancy type =
account.l.fallback.timeout =
|acc0unt. .sip_sexvex.l.addressl—

1
1
1
1
1
account.l.sip server.
1
1
1
1

account.l.sip zerver.l.port =
1.expires =
account.l.sip server.l.retry counts =
account.l.sip server.l.failback mode =
account.l.sip server.l.failback timeout =
1

account. Pararmeter Mame

.8ip server.l.register on enable =

B R R R R R A A A AR A A AR P AT R A R AR R P AR R T AR AR PR T TR IR AR R0 A48 44 2
% Bdvanced ##
PRI ER IR TEIREREAREARIMT BRI R IR T T E R R I AT AT TINTANTASIRITRT RN R4S
|account.l.auto_answer
account.l.missed calllog =
account.l1.100rel enable =
account.l.enable user equal phone =

1

1

account.l.compact header enable =
account.l.custom ua =

Method 2: Web User Interface

As described in the chapter Summary Table Format, you can directly navigate to the specified
webpage to configure the feature. You can alsofirst log into the web user interface, and then
locate the feature field according to the web path ( for example, Account ->Basic->Auto

Answer) to configure it as required.
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As shown in the following illustration :

€ ) @ bp/[0.1020.17)servietp=account -basictiq=loadtwocc=0| @ 8 v € || Q Goagle <crivk» A 3 AP S h-O
- v § 4y
phonelPAddress " Navigation URL

Log Out

English(Engish) v

Yealink | 4sc

DSSkey Features Settings Directory Security

Register Account 1 NOTE
Proxy Require
Basic Anonymous Call
Local Anonymous off v It alows the calier to conceal
Codec the identity infol
Local Anonymous Rejection Off v displayed on the callee’s screen.
Advanced Send Anonymous Code Off Code v Anonymous Call
Rejects the anonymous cals
On Code automaticaly.
Off Code @ You can click here to get
more guides.
Send Anonymous Rejection Code Off Code v
On Code
Off Code
Missed Cal Log Enabled v
Auto Answer Enabled ¥ |+ Feature Field
Rng Type Common v
Confim | Concel |

To successfully log into the web user interface, you may need to enter the user name (default:
admin) and password (default: admin). For more information, refer to Web User Interfaceon
page 98.

Method 3: Phone User Interface

You can configure features via phone user interface. Access tothe desired feature according to
the phone path (for example, Menu ->Features->Auto Answer ->Line X->Auto Answer ) and
then configure it as required.

As shown in the following illustration :

Line 1

Switch

Recommended References

For more information on configuring and administering other Yealink products not included in

this guide, refer to product support page at Yealink Technical Support.

To access the latest Riease Notesor other guides for Yealink IPphones, refer to the Document
Download page for your phone at Yealink Technical Support

Xi
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If you want to find Request for Comments (RFC) documents type
htto.//www.ietf.org/rfc/rfcNNNN.txt - (NNNN is the RFC numbel) into the location field of your

browser.

This guide mainly takes the SIRT46G IP phonesas examplefor reference. For more details on

other IP phones, refer to Yealink phone-specific user guide.

For other references, look for the hyperlink or web info throughout this administrator guide.

Understanding VolP Principle and SIP C omponents

This section mainly describes the basic knowledje of VolP principle and SIP conponents, which
will help you have a better understanding of the phone @ deployment scenarios.

VolP Principle

VolP

VolIP (Voice over Internet Protocol) is a technology using the Internet Protocol instead of
traditional Public Switch Telephone Network (PSTN) technology for voice communications.

It is a family of technologies, methodologies, communication protocols, and trans mission
techniques for the delivery of voice communications and multimedia sessions over IP networks.
The H.323 and Session Initiation Protocol (SIP) are two popular VoIP protocols that are found in
widespread implementation.

H.323

H.323 is a recommendation from the ITU Telecommunication Standardization Sector (ITUT)
that defines the protocols to provide audio -visual communication sessions on any packet
network. The H.323 standard addresses call signaling and control, multimedia transport and
control, and bandwidth control for point -to-point and multi -point conferences.

It is widely implemented by voice and video conference equipment manufacturers, is used
within various Internet real-time applications such as GnuGK and NetMeeting and is widely
deployed by service providers and enterprises for both voice and video services over IP

networks.

SIP

SIP( Session Initiation Protocol) is the Internet Engir
multimedia conferencing over IP. It is an ASCHbased, application-layer control protocol

(defined in RFC 326) that can be used to establish, maintain, and terminate calls between two

or more endpoints. Like other VolIP protocols, SIP is designed to address functions of sgnaling

and session management within a packet telephony network. Signaling allows call information

to be carried across network boundaries. Session management provides the ability to control

attributes of an end -to-end call.

Xii
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SIP provides capabilities to:

Determine the location of the target endpoint -- SIP supports address resolution, name

mapping, and call redirection.

Determine media capabilities of the target endpoint -- Via Session Description Protocol
(SDP), SIP determines t beevicgsbetweea sndpoihte vel DZ of common
Conferences are established using only media capabilities that can be supported by all

endpoints.

Determine the availability of the target endpoint -- A call cannot be completed because
the target endpoint is unavailable, SIP determines whether the called party is already on
the IP phone or does not answer in the allotted number of rings. It then returns a message

indicating why the target endpoint is unavailable.

Establish a session between the origin and target endpoint -- The call can be completed,
SIP establishes a session between endpoints. SIP also supports midall changes, such as
the addition of another endpoint to the conference or the chang e of a media characteristic

or codec.

Handle the transfer and termination of calls -- SIP supports the transfer of calls from one
endpoint to another. During a call transfer, SIP simply establishes a session between the
transferee and a new endpoint (specified by the transferring party) and terminates the
session between the transferee and the transferring party. At the end of a call, SIP

terminates the sessions between all parties.

SIP Components

SIP is a peerto-peer protocol. The peers in a session are called User Agents (UAs). A user agent

can function as one of following roles:

User Agent Client (UAC)-- A client application that initiates the SIP request.

User Agent Server (UAS}- A server application that contacts the user when a SIP request is

received and that returns a response on behalf of the user.

User Agent Client (UAC)

The UAC is an application that initiates up to six feasible SIP requests tahe UAS. The six

requests issued by the UAC are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER. When the
SIP session is being initiated by the UAC SIP component, the UAC determies the information
essential for the request, which is the protocol, the port and the IP address of the UAS to which

the request is being sent. This information can be dynamic and will make it challenging to put

through a firewall . For this reason, it may be recommended to open the specific application type

on the firewall. The UAC is also capable of using the information in the request URI to establish

the course of the SIP request to its destination, as the request URI always specifies the host

which is essential. The port and protocol are not always specified by the request URI. Thus if the
request does not specify a port or protocol , a default port or protocol is contacted. It may be

preferential to use this method when not using an application layer firewall. Application layer

Xiii
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firewalls like to know what applications are flowing th rough which ports and it is possible to use
content types of other applications other than the one you are trying to let through what has
been denied.

User Agent Server (UAS)

UAS isa server that hosts the application responsible for receiving the SIP requests from a UAC,
and on reception it returns a response to the request back to the UAC. The UAS may issue
multiple responses to the UAC, not necessarily a single response. Comnunication between UAC
and UAS is client/server and peertogpeer.

Typically, a SIP endpoint is capable of functioning as both a UAC and a UAS, but it functions only
as one or the other per transaction. Whether the endpoint functions as a UAC or a UAS deperds

on the UA that initiates the request.

Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 82, Guide Version 82.22

Make minor corrections.

Changes for Release 82, Guide Version 82.21

Xiv

Make minor corrections.
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This chapter contains the following information about IP phones:

SIP IP Phone Models

Expansion Modules

SIP IP Phone Models

This section introduces SIRT54S,SIRT52S,SIRT48GS, SIRT46G S, SIRT42GS, SIRT41RS,
SIRT40RG, SIRT29G,SIRT27RG, SIRT23P/G, SIRT21(P) E2and SIRT19(P) EAP phone
models. TheselP phones are endpoints in the overall network topology , which are designed to
interoperate with other compatible equipment s including application servers, media servers,
internet-working gateways, voice bridges, andother endpoints . TheselP phones are
characterized by a large number of functions, which simplify business communication with a
high standard of security and can work seamlessly with a large number of SIP PBXs

TheselP phones provide a powerful and flexible IP communication solution for Ethernet TCP/IP
networks, delivering excellent voice quality. The high-resolution graphic display supplies
content in multiple languages for system status, call log and directory access. IPphones also
support advanced functionalities, including LDAP, Busy Lamp Field Sever Redundancyand
Network Conference.

IP phones comply with the SIP standard RFC 326}, and they can only be used within a network

that supports this model of phone.

Expansion Module s

This sectionintroduces EXP2Q EXP40and EXP50expansion modules. The expansion modules
are consoles you can connect to Yealink IPphones to add DSS ke, which can be used to assign
predefined functionalities for quickly accessing features If you want to configure the expansion
module keys, you have to connect the expansion module(s) to the IP phone in advance.

The following table lists the supported IP phone models for these expansion modules:

Expansion Module Phone Model
EXP20 SIRT29G/T27RT27G
EXP40 SIRT48G/T48S/T46G/IT46S
EXP0 SIRT549T52S

Expansionmodules enable you to handle large volume of calls on a regular basis and expand
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the functional capability of your IP phone. For more information on how to connect and use the

expansion module, refer to Yealink EXPspecific user guide.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Getting Started

This chapter describeswhere Yealink IPphones fit in your network and provides basic

installation instructions of IP phones.
This chapter providesthe following sections:

What IP PhonesNeed to Meet
Yealink IP Phones in a Network
Initialization Process Overview

Verifying Startup

What IP Phones Need to Meet

In order to operate as SIP endpoints in your network successfully,IP phones must meet the
following requirements:

A working IP network is established.

VolP gateways are configured for SIP.

The latest (or compatible) firmware of IP phones is available.

A call server is active and configured to receive and send SIP messages.

Yealink IP Phones in a Network

Most Yealink IPphones connect physically through a Category 5E (CATSE) cable to a
10/100/1000Mbps Ethernet LAN, and send and receive all data using the same packebased
technology . Some phones (for example, SIRT48G) can connect to the wireless network.

Since the IP phone is a data terminal, digitized audio being just another type of data from its
perspective, the phone is capable of vastly more than traditional business phones. Moreover,
Yealink IPphones run the same protocols as your office personal computer, which means that

many innovative applications can be developed without resorting to specialized technology.
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There are many ways to set up a phone network usingYealink IPphones. The following shows

an example of a network setup:

Remote |
Application,

Server po 3
Remote i N \
Boot ‘ | J U PSTNs. )
Server N \ j
(/' Internet \"d\
b y S’
A ./‘"'/ - 2
Firewall
/ Boot Server
SRR Media
= Server
=
=

Initialization Process Overview

The initialization process of the IP phone is responsible for network connectivity and operation

of the IP phone in your local network.

Once you connect your IP phone to the network and to an electrical supply, the IP phone begins

its initialization process.
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During the initialization process, the following events take place:
Loading the ROM file

The ROM file resides in the flash memory of the IP phone. The IP phone comes from the factory
with a ROM file preloaded. During initialization, the IP phone runs a bootstrap loader that loads
and executes the ROM file.

Configuring the VLAN

If the IP phone is connected to a switch, the switch notifies the IP phone of the VLAN
information defined on the switch (if using LLDP or CDP). The IP phone can then proceed wih
the DHCP request for its network settings (if using DHCP).For more information on VLAN, refer
to VLAN on page 37.

Querying the DHCP (Dynamic Host Configuration Protocol)  Server

The IP phone is capable of querying a DHCP server. DHCP is enablezh the IP phone by default.
The following network parameters can beobtained from the DHCP server during initialization:
IP Address
Subnet Mask
Default Gateway
Primary DNS(Domain Name Sener)
Secondary DNS

You need to configure network parameters of the IP phone manually if any of them is not
supplied by the DHCP server.For more information on configuring network parameters

manually, refer to Configuring Network Parameters Manuallyon page 18.
Contacting the provisioning server

If the IP phone is configured to obtain configurations from the provisioning server, it will
connect to the provisioning server, download the boot file (s) and configuration file(s) during
startup. The IP phone will be able to resolve and update configurations written in the
configuration file (s). If the IP phone does not obtain configurations from the provisioning server,
the IP phone will use configurations stored in the flash memory. For more information, refer to
Setting Up Your Phoneswith a Provisioning Serveron page 89.

Updating firmware

If the access URL of firmwareis defined in the configuration file, the 1P phone will download
firmware from the provisioning server. If the MD5 value of the downloaded firmware file differs
from that of the image stored in the flash memory, the IP phone will perform a firmware up date.

You can manuallyupgrade firmware if the IP phone does not download firmware from the
provisioning server. For more information, refer to Upgrading Firmware on page 111.

Downloading the resource files

In addition to configuration file(s), the IP phone may require resource files before it can deliver
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service. These resource fis are optional, but if some particular features are being deployed,
these files are required.

The followings show examples of resource files:
Language packs
Ring tones
Contact files

For more information on resource files, refer to ResourceFileson page 103.

Verifying Startup

After connected to the power and network, the IP phone begins the initializing process by
cycling through th e following steps:
1. The power indicator LEDilluminates solid red.

2. The message] Welcome Initializing A pleasewaitD@ppears on the LCD screen whenthe IP
phone starts up.

3.  The main LCD screerdisplays the following:

Time and date
Soft key labels

4. Press theOK/S key or pressMenu ->Status to check the IP phone status, the LCD screen
displaysthe valid IP address, MAC addressfirmware version, and so on.

If the IP phone has successfully passe through these steps, it starts up properly and is ready for
use.



Setting Up Your System

Setting Up Your System

This sectiondescribes essential information on how to set up your phone network and set up your
phones with a provisioning server. It also provides instructions on how to set up a provisioning
server, how to deploy Yealink IPphones from the provisioning server, how to upgrade firmware,
and how to keep user personalized settings after auto provisioning .

This chapter provides the following sections:

Setting Up Your Phone Network

Setting Up Your Phoneswith a Provisioning Server

Setting Up Your Phone Network

Yealink IPphones operate on an Ethernet local area network (LAN) orwireless network. Local
area network design which varies by organization and Yealink IP phores can be configured to
accommodate a number of network designs.

In order to get your IP phones running, you must perform basic network setup, such as IP
address and subnet mask configuration. You can configure the IPv4 or IPv6 network parameters
for the phone. You can also configure the appropriate security (VLAN and/or 802.1X
authentication) and Quality of Service (QoS) settingsfor the IP phone.

This chapter describes how to configure all the network parameters for IP phones, and it
provides the following sections:

DHCP

DHCP Option

Configuring Network ParametersManually
Configuring TransmissionMethods of the Internet Port and PCPort
Configuring PC Port Mode

Web ServerType

Wi-Fi

VLAN

IPv6 Support

VPN

Network Address Translation(NAT)
Quality of Service(QoS)

802.1X Authentication
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DHCP

DHCP (Dynamic Host Configuration Protocol) is a network protocol used to dynamically allocate
network parameters to network hosts. The automatic allocation of network parameters to hos ts
eases the administrative burden of maintaining an IP network. IP phones comply with the DHCP
specifications documented in RFC 2131 If using DHCP, IP phones connected to the network

become operational without having to be manually assigned IP addresses and additional

network parameters.

Procedure

DHCP can be configuredusing the following methods.

Central Provisioning
<MAC>.cfg
(Configuration File)

Configure DHCP on the IP phone.

Parameter:

static.network.internet_port.type

Web User Interface

Configure DHCP on the IP phone.

Navigate to:

http://<phonelPAddress>/serviet?p=network

&g=load

Phone User Interface

Configure DHCP on the IP phone.

Details of Configuration Parameter

Parameter

Permitted Values

Default

static. network.internet_port.type

Oor2

Description :

Configures the Internet port type for IPv4.
0-DHCP

2-Static IP Address

Note:l t wor ks only if

change take effect.
Web User Interface:
Network->Basic>IPv4 Config

Phone User Interface:

t h statiwnael tuneo rokf. it ph_ea dodarr easn

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4

(IPv4) or 2 (IPv4& IPv6). If you change this parameter, the IP phone will reboot to make the
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To configure DHCP via web user interface:

1. Click on Network ->Basic.

2. Inthe IPv4 Config block, mark the DHCP radio box.

Yealink | vas

Account

Basic

PC Port

Internet Port

Mode(IPv4/IPv6)

1Pv4 Config
NAT

®  DHCP 0

Advanced

WiFi

Static IP Address
1P Address

Subnet Mask

Network

@

Pvd @

—
—

Log Out
English(English) v

Directory

NOTE

DHCP

DHCP (Dynamic Host
Configuration Protocol) is a
network protocol used to
dynamically allocate network
parameters to IP phones.

Static IP Address
Specifies the network
parameters of IP phones
manually.

3. Click Confirm to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click OK to reboot the phone.

To configure DHCP via phone user interface:

1. PressMenu->Advanced (default password: admin) ->Network ->WAN Port ->IPv4.

2.  Press @ or@ , or theSwitch soft key to select the DHCP from the Type field.

3. Press theSave soft key to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

4. PressOK to reboot the

Static DNS

phone.

Static DNS address(es) can be configured and usedeven though DHCP is enabled

Procedure

Static DNScan be configured using the following methods.

fg

<y0000000000xx%.c

Parameter :

Configure the static DNS feature.

static.network.static_dns_enable

Central Provisioning

(Configuration File s)

<MAC>.cfg

Parameters:

Configure static DNS address.

static.network.primary_dns

static.network.secondary_dns

Web User Interface

Navigate to:

Configure the static DNS feature.

Configure static DNS address.

http://<phonelPAddress>/servlet?p=netwo
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rk&g=load

Configure the static DNS feature.
Phone User Interface
Configure static DNS address.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network.static_dns_enable Oor1l 0

Description :

Triggers the static DNS feature to on or off.

0-Off, the IP phone will use the IPv4 DNSobtained from DHCP.
1-0On, the IP phone will use manually configured static IPv4 DNS.

Note:l t wor ks only i f t hetatiwrad tuveo roki. itrhtee rpmae ta_f
0 (DHCP).If you change this parameter, the IP phone will reboot to make the change take
effect.

Web User Interface:
Network->Basic>IPv4 Config->Static DNS
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type
(DHCP}>Static DNS

static. network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server
Example:

static.network.primary_dns = 202.101.103.55

Note : It works only if the value of the parameter " static.network.static_dns_enable" is set to 1
(On). If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic >IPv4 Config->Static IP Address>Primary DNS
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type
(DHCP)>Static DNS (Enabled)->PriDNS

static. network.secondary_dns IPv4 Address Blank

Description :
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Parameter s Permitted Values Default

Configures the secondary IPv4 DNS server
Example:
static.network.secondary_dns= 202.101.103.54

Note : It works only if the value of the parameter " static.network.static_dns_enable" is setto 1
(On). If you change this parameter, the IP phone will reboot to make the change take effect.

Web User Interface:
Network->Basic>IPv4 Config->Static IP Address>Secondary DNS
Phone User Interface:

Menu->Advanced (default password: admin) ->Network ->WAN Port->IPv4->Type
(DHCP}>Static DNS (Enabled)->SecDNS

To configure static DNS address when DHCP is used via web user interface:

1. Click on Network ->Basic.
In the IPv4 Config block, mark the DHCP radio box.

2
3. Inthe Static DNS block, mark the On radio box.
4

Enter the desired values in the Primary DNS and Secondary DNS fields.

Log Out |
- English(English) ¥
Yealink | vas R
Account Directory
Basic Internet Port NOTE
Mode(IPv4/IPv6) Pvd v 0
PC Port DHCP
IPv4 Config DHCP (Dynamic Host
Configuration Protocol) is a
NAT ® DHCP @ network protocol used to
dynamically allocate network
Advanced Static IP Address (@) parameters to IP phones.
Static IP Address
WiFi TP Address Specifies the network
parameters of IP phones
Subnet Mask manualy.
Default Gateway PPPOE
It allows users to share a
Static DNS ® on off @ common DSL connection to the
Internet.
Primary DNS 202.101.103.55
Secondary DNS 202.101.103.54 IPv6 Support
IPv6 is developed to deal with

5. Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure static DNS when DHCP is used via phone user interface:

1. PressMenu->Advanced (default password: admin) ->Network ->WAN Port ->1Pv4.
Press@ or @ , or the Switch soft key to select the DHCP from the Type field.
Press@ or @ , or the Switch soft key to select the Enabled from the Static DNS field.

Enter the desired value in the Pri.DNS and Sec.DNS field respectively.

o > WD

Press theSave soft key to accept the change.

11
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A dialog box pops up to prompt that the settings will take effect after a reboot.

6. PressOK to reboot the phone.

DHCP Option

DHCP provides a framework for passing information to TCP/IP network devicesNetwork and

other control information are carried in tagged data items that are stored in the options field of

the DHCP message. The data items themselves are also called options.

DHCP can be initiated by simply connecting the IP phone with the network. IP phonesbroadcast

DISCOVER messages to request the network information carried in DHCP options, and the

DHCP server responds with specific values in corresponding options.

The following table lists common DHCP options supported by IP phones.

Parameter DHCP Option Description
Subnet Mask 1 Specify the clientgs su
) Specify the offset of the client's subnet in seconds
Time Offset 2 ) ) )
from Coordinated Universal Time (UTC).
Specify a list of IP addresses for routers on the
Router 3 )
client@gs subnet.
Time Server 4 Specify a list of time servers available to the client
Domain Name 6 Specify a list of domain name serversavailable to
Server the client.
Host Name 12 Specify the name of the client.
] Specify the domain name that client should use
Domain Server 15 . )
when resolving hostnames viaDNS.
Network Time " Specify a list of NTP servers available to the client
Protocol Servers by IP address
Vendor-Specific ) o ]
) 43 Identify the vendor -specific information.
Information
Vendor Class .
- 60 Identify the vendor type.
Identifier
Identify a TFTP server when the 'sname' field in
TFTP Server Name 66 the DHCP header has been used for DHCP

options.

For more information on DHCP options, refer to RFC 2131or RFC 2132

If you do not have the ability to configure the DHCP options for discovering the provisioning

server on the DHCP serveran alternate method of automatically discovering the provisioning
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server address is required.Connecting to the secondary DHCP server that responds to DHCP
INFORM queries with a requested provisioning server address is one possibility. For more
information, refer to RFC 3925If a single alternate DHCP server responds, this is functionally
equivalent to the scenario where the primary DHCP server responds with a validprovisioning
serveraddress. If no DHCP serves respond, the INFORM query process will retry and eventually
time out.

DHCP Option 66 and Option 43

During the startup, the phone will automatically detect the custom option, option 66 or option
43 for obtaining the provisioning server address. The priority of obtaining the provisioning

server address is as followsrustom option ->option 66 (identify the TFTP serve) ->option 43.

The IP phonecan obtain the Auto Configuration Server (ACS)address by detecting option 43

during startup.

To obtain the server address viaDHCPoption, make sure the DHCP option is properly
configured on the phone. The option must be in accordance with the one defined in the DHCP

server.

Procedure

DHCPActive can be configured using the following methods.

Configure DHCPActive.
Parameter:

Central static.auto_provision.dhcp_option.enable
<y0000000000x»

.cfg

Provisioning Configure the custom DHCP option.

(Configuration File) Parameter:

static.auto_provision.dhcp_option.list_user_opt

ions

Configure DHCP Active.

Configure the custom DHCP option.

Web User Interface Navigate to:

http://<phonelPAddress>/servlet?p=settings -

autop&qg=load

Details of Configuration Parameter s:

Parameter s Permitted Values Default

static. auto_provision.dhcp_option.enable Oor1l 1

Description :

Triggers the DHCPActive feature to on or off.

13
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Parameter s Permitted Values Default

0-Off

1-On, the IP phone will obtain the provisioning server address by detecting DHCP options.
Web User Interface:

Settings->Auto Provision->DHCP Active

Phone User Interface:

None
Integer
static.auto_provision.dhcp_option.list_user_options from Blank
128 to 254
Description :

Configures the custom DHCP option for requesting provisioning server address.
Multiple options are separated by commas.

Note: 1t works only if the value of the parat
is setto 1 (On).

Web User Interface:

Settings->Auto Provision->Custom Option(128-254)

Phone User Interface:

None

To configure the DHCP Active feature via web user interface:

1.  Click on Settings ->Auto Provision .

2. Mark the On radio box in the DHCP Active field.

Log Out

Yealink | s :

Account Network Features Settings Directory

Auto Provision
Preference NOTE
PNP Active @ on O off @
Time & Date - - Auto Provision
DHCP Active @ on © of @ The IP phone can interoperate
- ith provsioning server using
Call Displa !
play Custom Option(128~254) Q auto provisioning for deploying
the P phones.
Upgrade DHCP Option Value yealink Q@ P
= Server URL 0 ‘When the IP phone triggers to
Auto Provision perform auto provisioning, it wil
User Name request to download the

3. ClickConfirm to accept the change.
To configure the custom DHCP option via web user interface:

1. Click on Settings ->Auto Provision .

14
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2.  Enter the desired value in the Custom Option(128~254) field.

3. ClickConfirm to accept the change.

DHCP Option 42 and Option 2

Yealink IP phones supportusing the NTP serveraddress offered by DHCP.

DHCP option 42 is used to ecify a list of NTP servers aailable to the client by IP address NTP
servers should be listed in order of preference. DHCP option 2 is used to pecify the offset of the

c | i sesmbhedin seconds from Coordinated Universal Time (UTC).

To update time with the offset time offered by t he DHCP server, make sure the DHCP Time
feature is enabled at the web path Settings ->Time & Date ->DHCP Time. For more
information on how to configure DHCP time feature, refer to NTP Time Server on page 214.

DHCP Option 12 Hostname on the IP Phone

This option specifies the host name of the client. The nhame may or may not be qualified with the
local domain name (based on RFC 2132. SeeRFC 1035for character restrictions.

Procedure

DHCPOption 12 Hostname can be configured using the following methods.

Configure the DHCPOption 12

Central Provisioning Hostname.
<y0000000000x» .cfg
(Configuration File) Parameter :

static.network.dhcp_host_name

Configure the DHCPOption 12
Hostname.
Web User Interface Navigate to:

http://<phonelPAddress>/serviet?p=f

eatures-general&g=Iload

15
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