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Introduction  

Yealink administrator guide provides general guidance on setting  up phone network,  provisioning and 

managing phones. 

This guide is not intended for end users, but for administrator s with experience in networking who 

understand the basic of open SIP networks and VoIP endpoint  environments. 

As an administrator, you can do the following with this guide : 

 ̧ Set up a VoIP network and provisioning server. 

 ̧ Provision the phone with features and settings. 

 ̧ Troubleshoot, update and maintain phones. 

The information detailed in this guide is applicable to the following Yealink devices running firmware 

version 83 or higher: 

 ̧ T5 series IP phones, including T54S and T52S. 

 ̧ T4 series IP phones, including T48S/G, T46S/G, T42S/G, T41S/P and T40P/G. 

 ̧ T2 series IP phones, including T29G, T27P/G, T23P/G, T21(P) E2 and T19(P) E2. 

 ̧ Expansion modules, including EXP20, EXP40 and EXP50. 

Read the Yealink Products Regulatory Notices guide for all regulatory and safety guidance. 

Related Documentations  

The following related documents are available: 

 ̧ Quick Start Guides, describe how to assemble IP phones and configure the most basic features 

available on IP phones. 

 ̧ User Guides, describe how to configure and use the basic and advanced features available on IP 

phones via phone user interface or via web user interface. 

 ̧ Auto Provisioning Guide, describes how to provision IP phones using the boot file and configuration 

files. 

The Auto Provisioning Guide is to serve as a basic guidance for provisioning Yealink IP phones with 

a provisioning server. If you are novice, this guide is helpful for you . 

 ̧ Using features integrated with Broadsoft UC-One, refer to the following  two guides to have a better 

knowledge of BroadSoft features. 

IP Phones Deployment Guide for BroadSoft UC-One Environments, describes how to configure 

BroadSoft features on the BroadWorks web portal and IP phones. 

IP Phone Features Integrated with BroadSoft UC-One User Guide, describes how to configure and 

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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use IP phone features integrated with BroadSoft UC-One on Yealink IP phones. 

For support or service, please contact your Yealink reseller or go to Yealink Technical Support online: 

http://support.yealink.com/ . 

Recommended References  

For more information on configuring and administering other Yealink products not included in this guide , 

refer to product support page at Yealink Technical Support. 

To access the latest Release Notes or other  guides for Yealink IP phones, refer to the Document 

Download page for your phone at Yealink Technical Support. 

If you want to find Request for Comments (RFC) documents, type http://www.ietf.org/rfc/rfcNNNN.txt  

(NNNN is the RFC number) into the location field of your browser . 

For other references, look for the hyperlink or web info  throughout this administrator guide. 

Typographic  and Writing Conventions  

Yealink documentations contain a few typographic conventions and writing conventions.  

You need to know the following basic typographic conventions to distinguish types of in -text 

information:  

Convention  Description  

Bold  

Highlight  the web/phone user interface items such as menus, menu 

selections, soft keys, or directory names when they are involved in a 

procedure or user action (for example, click Settings ->Upgrade .). 

Also used to emphasize text (for example, Important! ). 

Italics 
Used to emphasize text, to show the example values or inputs (format of 

examples: http(s)://[IPv6 address]). 

Blue Text 

Used for cross references to other topics related to this topic  (for example, 

Ring Tones), for hyperlinks to external sites and documents, for example, RFC 

3315 or Yealink_SIP_IP_Phones_Auto_Provisioning_Guide. 

You also need to know the following writing conventions to distinguish  conditional information:  

Convention  Description  

<>  

Indicate that you must enter information specific to phone or network. For 

example, when you see <MAC>, enter your phoneǭs 12-digit MAC address. If 

you see <phoneIPAddress>, enter your phoneǭs IP address. 

http://support.yealink.com/
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://www.ietf.org/rfc/rfc3315.txt
http://www.ietf.org/rfc/rfc3315.txt
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Convention  Description  

-> 

Indicate that you need to select an item from a menu. For example, 

Settings ->Basic Settings  indicates that you need to select Basic Settings  

from the Settings  menu. 
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Getting Started  

This chapter describes where Yealink IP phones fit in your network  and provides basic initialization  

instructions of IP phones. 

Topics 

Requirements 

Yealink IP Phones in a Network 

Initialization Process Overview 

Verifying Startup 

Requirements  

In order to perform as SIP endpoints in your network successfully, you need the following  in 

deployments: 

 ̧ A working IP network is established. 

 ̧ VoIP gateways configured for SIP. 

 ̧ The latest (or compatible) firmware of IP phones is available. 

 ̧ A call server is active and configured to receive and send SIP messages. 

 ̧ A text editor, such as UltraEdit, to create and edit boot files, configuration files and resource files. 

Yealink IP  Phones in a Network  

Most Yealink IP phones are connected physically through a Category 5E (CAT5E) cable to a 

10/100/1000Mbps Ethernet LAN, and send and receive all data using the same packet-based technology. 

Some phones support  wireless network. 

Since the IP phone is a data terminal, digitized audio being just another type of data from its perspective, 

the phone is capable of vastly more than traditional business phones. Moreover, Yealink IP phones run 

the same protocols as your office personal computer, which means that you can develop many innovative 

applications without resorting to specialized technology.  
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There are many ways to set up a phone network using Yealink IP phones. The following shows an 

example of a network setup: 

 

Initialization Process Overview  

The initialization process of the IP phone is responsible for network connectivity and operation of the IP 

phone in your local network.  Once you connect your IP phone to the network and to an electrical supply, 

the IP phone begins its initializati on process. 

Topics 

Loading the ROM File 

Configuring the VLAN 

Querying the DHCP (Dynamic Host Configuration Protocol) Server 

Contacting the Provisioning Server 
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Updating Firmware 

Downloading the  Resource Files 

Loading the ROM File 

The ROM file resides in the flash memory of the IP phone. The IP phone comes from the factory with a 

ROM file preloaded. During initialization, the IP phone runs a bootstrap loader that loads and executes 

the ROM file. 

Configuring the VLAN  

If you connect the IP phone to a switch, the switch notifies the IP phone of the VLAN information defined 

on the switch (if using LLDP or CDP). The IP phone can then proceed with the DHCP request for its 

network settings (if using DHCP). 

Querying the DHCP (Dynamic Host Configuration Protocol)  

Server 

The IP phone is capable of querying a DHCP server. 

After establishing network connect ivity, the IP phone can obtain the following network parameters from 

the DHCP server during initialization: 

 ̧ IP Address 

 ̧ Subnet Mask 

 ̧ Default Gateway 

 ̧ Primary DNS (Domain Name Server) 

 ̧ Secondary DNS 

By default, the IP phones obtain these parameters from a DHCPv4. You can configure network 

parameters of the IP phone manually if any of them are not supplied by the DHCP server. 

Contacting the Provisioning Server  

If you configure the IP phone to obtain configurations from the provisioning server, it will be connected 

to the provisioning server, and then download the boot file  and configuration file(s) during startup. The 

IP phone will be able to resolve and update configurations written in the configuration file (s). If the IP 

phone does not obtain configurations from the provisioning server, the IP phone will use the 

configurati ons stored in the flash memory. 
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Updating Firmware  

If you define the access URL of firmware in the configuration file, the IP phone will download firmware 

from the provisioning server. If the MD5 value of the downloaded firmware file differs from that stored in 

the flash memory, the IP phone will perform a firmware up date. 

You can manually upgrade firmware if the IP phone does not download firmware from the provisioning 

server. 

Downloading the  Resource Files 

In addition to configuration file(s), the IP phone may require resource files before it provides service. 

These resource files are optional, but if you deploy some particular features, these files are required. 

Verifying Startup  

After connected to the power and network, the IP phone begins the initialization  process by cycling 

through th e following  steps: 

1. The power LED indicator glows red. 

2. The message ǰWelcome InitializingǺ please waitǱ appears on the LCD screen when the IP phone 

starts up. 

3. The main LCD screen displays the following: 

 ̧ Time and date 

 ̧ Soft key labels 

4. Press the OK/Ś key or press Menu ->Status  to check the IP phone status, the LCD screen displays 

the valid IP address, MAC address, firmware version, and so on. 

If the IP phone has successfully passed through these steps, it starts up properly and is ready for 

use. 
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Phone Network  

Yealink IP phones operate on an Ethernet local area network (LAN) or wireless network. You can 

configure the local area network to accommodate a number of network designs, which varies by 

organization and Yealink IP phones. 

Topics 

IPv4 and IPv6 Network Settings 

DHCP Option  for IPv4 

DHCP Option for IPv6 

VLAN 

Wi-Fi 

Real-Time Transport Protocol (RTP) Ports 

Network Address Translation (NAT) 

Internet Port and PC Port 

VPN 

Quality of Service (QoS) 

802.1x Authentication  

TR-069 Device Management 

IPv4 and IPv6  Network Settings  

Yealink IP Phones support  IPv4 addressing mode, IPv6 addressing mode, as well as an IPv4& IPv6 

dual-stack addressing mode. 

After connected to the wired network, the phones can obtain the IPv4 or IPv6 network settings from a 

Dynamic Host Configuration Protocol (DHCP) server if your network supports it. To make it easier to 

manage IP settings, we recommend using automated DHCP which is possible to eliminate repetit ive 

manually data entry. 

You can also configure IPv4 or IPv6 network settings manually. 

Note  

Yealink IP phones comply with the DHCPv4 specifications documented in RFC 2131, and DHCPv6 

specifications documented in RFC 3315. 

Topics 

IP Addressing Mode Configuration  

IPv4 Configuration  

http://www.ietf.org/rfc/rfc2131.txt
https://www.ietf.org/rfc/rfc3315.txt
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IPv6 Configuration  

IP Addressing  Mode Co nfiguration  

The following table lists the parameters you can use to configure IP addressing mode. 

Parameter  static.network.ip_address_mode[1] <y0000000000xx>.cfg 

Description  It configures the IP addressing mode. 

Permitted 

Values 

0-IPv4 

1-IPv6 

2-IPv4 & IPv6 

Default  0 

Web UI  Network->Basic->Internet  Port->Mode(IPv4/IPv6) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IP Mode 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IP Mode 

Parameter  static.network.preference[1] <y0000000000xx>.cfg 

Description  
It specifies IPv4 or IPv6 as the preferred network in a Dual Stack mode. 

Note: It works only if ǰstatic.network.ip_address_modeǱ is set to 2 (IPv4 & IPv6). 

Permitted 

Values 

0-IPv6 

1-IPv4 

Default  0 

Web UI  Network->Basic->Internet Port->Preference(IPv4/IPv6) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->WAN Port->Preference 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->Preference 

Parameter  account.X.sip_server_mode[2] <MAC>.cfg 

Description  

It specifies the preferred network  and query mode in a Dual Stack mode, when a 

domain name is configured for a SIP server. 

Note: It works only if ǰstatic.network.ip_address_modeǱ is set to 2 (IPv4 & IPv6). 

Permitted 0-Specify IPv4 as the preferred network, and A query will be performed  preferentially. 
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Values 1-Specify IPv6 as the preferred network, and AAAA query will be performed  

preferentially. 

2-The preferred network is configured by ǰstatic.network.preferenceǱ. 

Default  0 

[1]If you change this parameter, the IP phone will reboot to make the change take effect. 

[2]X is the account ID. For T54S/T48S/T48G/T46S/T46G/T29G, X=1-16; for T52S/T42G/T42S, X=1-12; for 

T41P/T41S/T27P/T27G, X=1-6; for T40P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-2; for T19(P) E2, X=1. 

IPv4 Configuration  

The following table lists the parameters you can use to configure IPv4. 

Parameter  static.network.internet_port.type [1] <y0000000000xx>.cfg 

Description  

It configures the Internet port type for IPv4.  

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 0 (IPv4) or 2 (IPv4 & 

IPv6). 

Permitted 

Values 

0-DHCP 

2-Static IP Address 

Default  0 

Web UI  Network->Basic->IPv4 Config 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv4 

Parameter  static.network.internet_port.ip [1] <y0000000000xx>.cfg 

Description  

It configures the IPv4 address. 

Example : 

static.network.internet_port.ip = 192.168.1.20 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 0 (IPv4) or 2 (IPv4 & 

IPv6), and "static.network.internet_port.type" is set to 2 (Static IP Address). 

Permitted 

Values 
IPv4 Address 

Default  Blank 

Web UI  Network->Basic->IPv4 Config->Static IP Address->IP Address 
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Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static 

IP->IP Address 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv4->Static IPv4 Client->IP Address 

Parameter  static.network.internet_port.mask[1] <y0000000000xx>.cfg 

Description  

It configures the IPv4 subnet mask. 

Example : 

static.network.internet_port.mask = 255.255.255.0 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 0 (IPv4) or 2 (IPv4 & 

IPv6), and "static.network.internet_port.type" is set to 2 (Static IP Address). 

Permitted 

Values 
Subnet Mask 

Default  Blank 

Web UI  Network->Basic->IPv4 Config->Static IP Address->Subnet Mask 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static 

IP->Subnet Mask 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv4->Static IPv4 Client->Subnet Mask 

Parameter  static.network.internet_port.gateway[1] <y0000000000xx>.cfg 

Description  

It configures the IPv4 default gateway. 

Example : 

static.network.internet_port.gateway = 192.168.1.254 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 0 (IPv4) or 2 (IPv4 & 

IPv6), and "static.network.internet_port.type" is set to 2 (Static IP Address). 

Permitted 

Values 
IPv4 Address 

Default  Blank 

Web UI  Network->Basic->IPv4 Config->Static IP Address->Default Gateway 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static 

IP->Default Gateway 
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T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv4->Static IPv4 Client->Default Gateway 

Parameter  static.network.static_dns_enable[1] <y0000000000xx>.cfg 

Description  
It triggers the static DNS feature to on or off.  

Note : It works only if ǰstatic.network.internet_port.typeǱ is set to 0 (DHCP). 

Permitted 

Values 

0-Off, the IP phone will use the IPv4 DNS obtained from DHCP. 

1-On, the IP phone will use manually configured static IPv4 DNS. 

Default  0 

Web UI  Network->Basic->IPv4 Config->Static DNS 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->WAN 

Port->IPv4->Type(DHCP)->Static DNS 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) ->Network ->WAN 

Port->IPv4->DHCP IPv4 Client->Static DNS 

Parameter  static.network.primary_dns[1] <y0000000000xx>.cfg 

Description  

It configures the primary IPv4 DNS server. 

Example : 

static.network.primary_dns = 202.101.103.55 

Note : It works only if  ǰstatic.network.ip_address_modeǱ is set to 0 (IPv4) or 2 (IPv4 & 

IPv6). In DHCP environment, you also need to make sure 

ǰstatic.network.static_dns_enable" is set to 1 (On). 

Permitted 

Values 
IPv4 Address 

Default  Blank 

Web UI  Network->Basic->IPv4 Config->Static IP Address->Primary DNS 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static 

IP->Primary DNS 

Or Menu->Settings->Advanced (default password: admin)->Network ->WAN 

Port->IPv4->DHCP->Static DNS (Enabled) ->Primary DNS 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv4->Static IPv4 Client->Pri.DNS  

Or Menu->Settings->Advanced Settings (default password: admin)->Networ k->WAN 
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Port->IPv4->DHCP IPv4 Client->Static DNS (Enabled) ->Pri.DNS 

Parameter  static.network.secondary_dns[1] <y0000000000xx>.cfg 

Description  

It configures the secondary IPv4 DNS server. 

Example : 

static.network.secondary_dns = 202.101.103.54 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 0 (IPv4) or 2 (IPv4 & 

IPv6). In DHCP environment, you also need to make sure 

ǰstatic.network.static_dns_enable" is set to 1 (On). 

Permitted 

Values 
IPv4 Address 

Default  Blank 

Web UI  Network->Basic->IPv4 Config->Static IP Address->Secondary DNS 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv4->Static 

IP->Secondary DNS 

Or Menu->Advanced (default password: admin)->Network ->WAN 

Port->IPv4->DHCP->Static DNS (Enabled) ->Secondary DNS 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv4->Static IPv4 Client->Sec.DNS 

Or Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv4->DHCP IPv4 Client->Static DNS (Enabled) ->Sec.DNS 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

IPv6 Configuration  

If you configure the network settings on the phone for an IPv6 network, you can set up an IP address for 

the phone by using SLAAC (ICMPv6), DHCPv6 or by manually entering an IP address. Ensure that your 

network environment supports IPv6. Contact your ISP for more information.  

When you enable both SLAAC and DHCPv6 on the phone, the server can specify the IP phone to obtain 

the IPv6 address and other network settings either from SLAAC or from DHCPv6, if the SLAAC server is 

not working, the IP phone will try to obtain the IPv6 address and other network settings via DHCPv6. 

The following table lists the parameters you can use to configure IPv6. 

Parameter  static.network.ipv6_internet_port.type[1] <y0000000000xx>.cfg 

Description  

It configures the Internet port type fo r IPv6. 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 1 (IPv6) or 2 (IPv4 & 

IPv6). 
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Permitted 

Values 

0-DHCP 

1-Static IP Address 

Default  0 

Web UI  Network->Basic->IPv6 Config 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv6 

Parameter  static.network.ipv6_internet_port.ip[1] <y0000000000xx>.cfg 

Description  

It configures the IPv6 address. 

Example : 

static.network.ipv6_internet_port.ip = 2026:1234:1:1:215:65ff:fe1f:caa 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 1 (IPv6) or 2 ( IPv4 & 

IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP Address). 

Permitted 

Values 
IPv6 Address 

Default  Blank 

Web UI  Network->Basic->IPv6 Config->Static IP Address->IP Address 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static 

IP->IP Address 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv6->Static IPv6 Client->IP Address 

Parameter  static.network.ipv6_prefix[1] <y0000000000xx>.cfg 

Description  

It configures the IPv6 prefix. 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 1 (IPv6) or 2 (IPv4 & 

IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP Address). 

Permitted 

Values 
Integer from 0 to 128  

Default  64 

Web UI  Network->Basic->IPv6 Config->Static IP Address->IPv6 Prefix(0~128) 

Phone UI  
T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static 
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IP->IPv6 IP Prefix 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv6->Static IPv6 Client->IPv6 IP Prefix 

Parameter  static.network.ipv6_internet_port.gateway[1] <y0000000000xx>.cfg 

Description  

It configures the IPv6 default gateway. 

Example : 

static.network.ipv6_internet_port.gateway = 3036:1:1:c3c7:c11c:5447:23a6:255 

Note : It works only if ǰstatic.network.ip_address_modeǱ is set to 1 (IPv6) or 2 ( IPv4 & 

IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP Address). 

Permitted 

Values 
IPv6 Address 

Default  Blank 

Web UI  Network->Basic->IPv6 Config->Static IP Address->Default Gateway 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static 

IP->Default Gateway 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv6->Static IPv6 Client->Default Gateway 

Parameter  static.network.ipv6_static_dns_enable[1] <y0000000000xx>.cfg 

Description  
It triggers the static IPv6 DNS feature to on or off. 

Note : It works only if ǰstatic.network.ipv6_internet_port.typeǱ is set to 0 (DHCP). 

Permitted 

Values 

0-Off, the IP phone will use the IPv6 DNS obtained from DHCP. 

1-On, the IP phone will use manually configured static IPv6 DNS. 

Default  0 

Web UI  Network->Basic->IPv6 Config->IPv6 Static DNS 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->WAN 

Port->IPv6->Type(DHCP)->Static DNS 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) ->Network ->WAN 

Port->IPv6->DHCP IPv6 Client->Static DNS 

Parameter  static.network.ipv6_primary_dns[1] <y0000000000xx>.cfg 

Description  It configur es the primary IPv6 DNS server. 
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Example : 

static.network.ipv6_primary_dns = 3036:1:1:c3c7:c11c:5447:23a6:256 

Note : It works only if ǰstatic.network.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & 

IPv6). In DHCP environment, you also need to make sure 

ǰstatic.network.ipv6_static_dns_enable" is set to 1 (On). 

Permitted 

Values 
IPv6 Address 

Default  Blank 

Web UI  Network->Basic->IPv6 Config->Static IP Address->Primary DNS 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network ->WAN Port->IPv6->Static 

IP->Primary DNS 

Or Menu->Advanced (default password: admin)->Network ->WAN 

Port->IPv6->DHCP->Static DNS(Enabled) ->Primary DNS 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv6->Static IPv6 Client->Pri.DNS 

Or Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv6->DHCP IPv6 Client->Static DNS(Enabled) ->Pri.DNS 

Parameter  static.network.ipv6_secondary_dns[1] <y0000000000xx>.cfg 

Description  

It configures the secondary IPv6 DNS server. 

Example : 

static.network.ipv6_secondary_dns = 2026:1234:1:1:c3c7:c11c:5447:23a6 

Note : It works only if ǰstatic.network.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & 

IPv6). In DHCP environment, you also need to make sure 

ǰstatic.network.ipv6_static_dns_enable" is set to 1 (On). 

Permitted 

Values 
IPv6 Address 

Default  Blank 

Web UI  Network->Basic->IPv6 Config->Static IP Address->Secondary DNS 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Network->WAN Port->IPv6->Static 

IP->Secondary DNS 

Or Menu->Advanced (default password: admin)->Network ->WAN 

Port->IPv6->DHCP->Static DNS(Enabled) ->Secondary DNS 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 
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Port->IPv6->Static IPv6 Client->Sec.DNS 

Or Menu->Settings->Advanced Settings (default password: admin)->Network ->WAN 

Port->IPv6->DHCP IPv6 Client->Static DNS(Enabled) ->Sec.DNS 

Parameter  static.network.ipv6_icmp_v6.enable[1] <y0000000000xx>.cfg 

Description  

It enables or disables the IP phone to obtain IPv6 network settings via SLAAC 

(Stateless Address Autoconfiguration). 

Note : It works only if ǰstatic.network.ipv6_internet_port.typeǱ is set to 0 (DHCP). It is 

only applicable to T54S/T52S/T48S/T48G/T46S/T46G/T29G IP phones. SLAAC is 

enabled on T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) 

E2/T19(P) E2 IP phones by default. You are not allowed to configure this parameter for 

these IP phones. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  1 

Web UI  Network->Advanced->ICMPv6 Status->Active 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

DHCP Option  for IPv4  

The IP phone can obtain IPv4-related parameters in an IPv4 network via DHCP option. 

Note  

For more information on DHCP options, refer to RFC 2131 or RFC 2132. 

Topics 

Supported DHCP Option  for IPv4 

DHCP Option 66, Option 43 and Custom Option 

DHCP Option 42, Option 2 and Option  100 

DHCP Option 12 

DHCP Option 120 

DHCP Option 60 

Supported DHCP  Option  for IPv4  

The following table lists common DHCP options for IPv4 supported by Yealink IP phones. 

Parameter s DHCP Option  Description  

Subnet Mask 1 Specify the clientǭs subnet mask. 

http://www.ietf.org/rfc/rfc2131.txt
http://www.ietf.org/rfc/rfc2132
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Parameter s DHCP Option  Description  

Time Offset 2 
Specify the offset of the client's subnet in seconds 

from Coordinated Universal Time (UTC). 

Router 3 
Specify a list of IP addresses for routers on the 

clientǭs subnet. 

Time Server 4 Specify a list of time servers available to the client. 

Domain Name 

Server 
6 

Specify a list of domain name servers available to 

the client. 

Host Name 12 Specify the name of the client . 

Domain Server 15 
Specify the domain name that client should use 

when resolving hostnames via DNS. 

Network Time 

Protocol Servers 
42 

Specify a list of NTP servers available to the client 

by IP address. 

Vendor-Specific 

Information  
43 Identify the vendor -specific information. 

Vendor Class 

Identifier  
60 Identify the vendor type.  

TFTP Server Name 66 

Identify a TFTP server when the 'sname' field in 

the DHCP header has been used for DHCP 

options. 

Timezone/DST 100 Specify a POSIX timezone string. 

SIP 

Server/outbound 

proxy server 

120 
Convey a SIP serverǭs or outbound proxy serverǭs 

location to the client.  

DHCP Option 66 , Option 43  and Custom Option  

During the startup, t he phone will automatically detect the custom option, option  66, or option 43  for 

obtaining the provisioning server address. The priority of obtaining the provisioning  server address is as 

follows: custom option >option 66  (identify the TFTP server)>option 43.  

The IP phone can obtain the Auto Configuration Server (ACS) address by detecting option 43  during 

startup. 

To obtain the server address via DHCP option, make sure you have configured the DHCP option on the 

phone. The option must  be in accordance with the one defined in the DHCP server. 

Note  

If you fail to  configure the DHCP options for discovering the provisioning server on the DHCP server, an 

alternate method of automatically  discovering the provisioning server address is required. One possibility is 
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Note  

that connecting to the secondary DHCP server that responds to DHCP INFORM queries with a requested 

provisioning server address. For more information, refer to RFC 3925. If a single alternate DHCP server 

responds, this is functionally equivalent to the scenario where the primary DHCP server responds with a 

valid provisioning  server address. If no DHCP server responds, the INFORM query process will retry and 

eventually time out . 

Related Topic  

DHCP Provision Configuration  

DHCP Option 42 , Option 2  and Option  100 

Yealink IP phones support using the NTP server address offered by DHCP. 

DHCP option 42 is used to specify a list of NTP servers available to the client by IP address. NTP servers 

should be listed in order of preference. 

DHCP option 2 is used to specify the offset of the clientǭs subnet in seconds from Coordinated Universal 

Time (UTC). 

DHCP option 100 is used to specify the timezone infor mation (time zone and daylight -saving offset). The 

priority is as follows: option 100>option 2 . 

Related Topic  

NTP Settings 

DHCP Option 12  

You can specify a hostname for the phone when using DHCP. The DHCP client uses option 12 to send a 

predefined hostname to the DHCP registration server. The name may or may not be qualified with the 

local domain name (based on RFC 2132). See RFC 1035 for character restrictions. 

Topic  

DHCP Option 12 Hostname Configuration  

DHCP Option 12 Hostname  Configuration  

The following table lists the parameter you can use to configure DHCP option 12 hostname. 

Parameter  static.network.dhcp_host_name[1] <y0000000000xx>.cfg 

Description  It configures the DHCP Option 12 Hostname on the IP phone. 

Permitted 

Values 
String within 99 characters 

Default  For T54S IP phones: SIP-T54S. 

http://www.ietf.org/rfc/rfc3925
http://www.ietf.org/rfc/rfc2132.txt
http://www.ietf.org/rfc/rfc1035.txt
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For T52S IP phones: SIP-T52S. 

For T48G IP phones: SIP-T48G. 

For T48S IP phones: SIP-T48S. 

For T46G IP phones: SIP-T46G. 

For T46S IP phones: SIP-T46S. 

For T42G IP phones: SIP-T42G. 

For T42S IP phones: SIP-T42S. 

For T41P IP phones: SIP-T41P. 

For T41S IP phones: SIP-T41S. 

For T40P IP phones: SIP-T40P. 

For T40G IP phones: SIP-T40G. 

For T29G IP phones: SIP-T29G. 

For T27P IP phones: SIP-T27P. 

For T27G IP phones: SIP-T27G. 

For T23P IP phones: SIP-T23P. 

For T23G IP phones: SIP-T23G. 

For T21(P) E2 IP phones: SIP-T21P_E2. 

For T19(P) E2 IP phones: SIP-T19P_E2. 

Web UI  Features->General Information->DHCP Hostname 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

DHCP Option 12 0 

The DHCP option 120 is used by the SIP client to locate a local outbound proxy server. 

Topic  

DHCP Option 120 Configuration  

DHCP Option 12 0 Configuration  

The following table lists the parameter you can use to configure DHCP option 120. 

Parameter  sip.dhcp.option120.mode <y0000000000xx>.cfg 

Description  
It configures whether to use DHCP option  120 for obtaining the outbound proxy 

server IP address. 

Permitted 

Values 

0-Do not check with the DHCP server for the outbound proxy server IP address. 

1-The value obtained from DHCP option 120 is used as outbound proxy server IP 

address (can resolve up to two domain names or IPv4 addresses). If 
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ǰaccount.X.outbound_proxy_enable = 1Ǳ, and primary outbound proxy server is 

configured, the address from DHCP option 120 is used as secondary one; if primary 

outbound proxy server is not configured, the address from DHCP option 120 is used 

as primary one. 

2-The value obtained from DHCP option 120 is used as SIP server IP address (can 

resolve up to only one IPv4 address). If primary SIP server is configured, the address 

from DHCP option 120 is used as secondary one; if primary SIP server is not 

configured, the address from DHCP option 120 is used as primary one. 

Default  0 

DHCP Option 60 

DHCP option 60 is used to identify the vendor and functionality of a DHCP client. You can set the format 

for option 60.  

Note  

The default vendor class ID is ǰyealinkǱ. 

Topic  

DHCP Option 60 Configuration  

DHCP Option 60 Configuration  

The following table lists the parameter you can use to configure DHCP option 60. 

Parameter  static.network.dhcp.option60type <y0000000000xx>.cfg 

Description  It configures the DHCP option 60 type. 

Permitted 

Values 

0-ASCII 

1-Binary (RFC 3925) 

Default  0 

Parameter  static.auto_provision.dhcp_option.option60_value <y0000000000xx>.cfg 

Description  It configures the value (vendor name of the device) of DHCP option 60. 

Permitted 

Values 
String within 99 characters 

Default  yealink 

Web UI  Settings->Auto Provision->IPv4 DHCP Option Value 

https://www.rfc-editor.org/rfc/rfc3925.txt
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DHCP Option for IPv6  

The IP phone can obtain IPv6-related parameters in an IPv6 network via DHCP option. 

Topics 

Supported DHCP Option  for IPv6 

DHCP Option 59 and Custom Option  

Supported DHCP  Option  for IPv 6 

The following table lists common DHCP options for IPv6 supported by Yealink IP phones. 

Parameter s DHCP Option  Description  

DNS Server 23 
Specify a list of DNS servers available to the 

client. 

DNS Domain Search List 24 Specify a domain search list to a client. 

SNTP Server 31 

Specify a list of Simple Network Time 

Protocol (SNTP) servers available to the 

client. 

Information Refresh Time 32 

Specify an upper bound for how long a 

client should wait before refreshing 

information retrieved from DHCPv6. 

Boot File URL 59 
Specify a URL for the boot file to be 

downloaded by the client. 

DHCP Option 59 and Custom Option  

During the startup, t he phone will automatically detect the custom option or option  59 for obtaining the 

provisioning server address. The priority of obtaining the provisioning  server address is as follows: 

custom option >option 59.  

Related Topic  

DHCP Provision Configuration  

VLAN 

The purpose of VLAN configurations  on the IP phone is to insert tag with VLAN information to the 

packets generated by the IP phone. When VLAN is properly configured for the ports (Internet port and PC 

port) on the IP phone, the IP phone will tag all packets from these ports with the VLAN ID. The switch 
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receives and forwards the tagged packets to the corresponding VLAN according to the VLAN ID in the 

tag as described in IEEE Std 802.3. 

VLAN on IP phones allows simultaneous access to a regular PC. This feature allows a PC to be daisy 

chained to an IP phone and the connection for both PC and IP phone to be trunked through the same 

physical Ethernet cable. 

In addition to manual configuration, the IP phone also supports automatic discovery of VLAN via LLDP, 

CDP or DHCP. The assignment takes effect in this order: assignment via LLDP/CDP, manual configuration, 

then assignment via DHCP. 

For more information on VLAN, refer to VLAN Feature on Yealink IP Phones. 

Topics 

LLDP Configuration 

CDP Configuration 

Manual VLAN Configuration  

DHCP VLAN 

VLAN Setting Configuration 

LLDP Configuration  

LLDP (Linker Layer Discovery Protocol) is a vendor-neutral Link Layer protocol , which allows IP phones to 

receive and/or transmit device-related information from/to  directly connected devices on the network 

that are also using the protocol, and store the information  about other devices. 

When LLDP feature is enabled on IP phones, the IP phones periodically advertise their own information to 

the directly connected LLDP-enabled switch. The IP phones can also receive LLDP packets from the 

connected switch. When the application type is ǰvoiceǱ, the IP phones decide whether to update the 

VLAN configurations obtained from the LLDP packets. When the VLAN configurations on the IP phones 

are different from the ones sent by the switch, the IP phones perform an update and reboot. This allows 

the IP phones to plug into any switch, obtain their VLAN IDs, and then start communications with th e call 

control. 

The following table lists the parameters you can use to configure LLDP. 

Parameter  static.network.lldp.enable[1] <y0000000000xx>.cfg 

Description  
It enables or disables the LLDP (Linker Layer Discovery Protocol) feature on the IP 

phone. 

Permitted 

Values 

0-Disabled 

1-Enabled, the IP phone will attempt to determine its VLAN ID through LLDP. 

Default  1 

Web UI  Network->Advanced->LLDP->Active 

Phone UI  T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Menu->Advanced (default password: admin) ->Network ->LLDP->LLDP Status  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->LLDP->LLDP Status 

Parameter  static.network.lldp.packet_interval[1] <y0000000000xx>.cfg 

Description  

It configures the interval (in seconds) that how often  the IP phone sends the LLDP 

(Linker Layer Discovery Protocol) request. 

Note : It works only if ǰstatic.network.lldp.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 1 to 3600  

Default  60 

Web UI  Network->Advanced->LLDP->Packet Interval (1~3600s) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->LLDP->Packet Interval  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->LLDP->Packet Interval 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

CDP Config uration  

CDP (Cisco Discovery Protocol) allows IP phones to receive and/or transmit device-related information 

from/to  directly connected devices on the network that are also using the protocol, and store the 

information  about other devices. 

If the CDP feature is enabled on IP phones, the IP phones will periodically advertise their own information 

to the directly connected CDP-enabled switch. The IP phones can also receive CDP packets from the 

connected switch. If the VLAN configurations on the IP phones are different from the ones sent by the 

switch, the IP phones will perform an update and reboot. This allows you to connect the IP phones into 

any switch, obtain their VLAN IDs, and then start communications with the call control.  

The following table lists the parameters you can use to configure CDP. 

Parameter  static.network.cdp.enable[1] <y0000000000xx>.cfg 

Description  It enables or disables the CDP (Cisco Discovery Protocol) feature on the IP phone. 

Permitted 

Values 

0-Disabled 

1-Enabled, the IP phone will attempt to determine its VLAN ID through CDP. 

Default  1 

Web UI  Network->Advanced->CDP->Active 
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Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->CDP->CDP Status 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->CDP->CDP Status 

Parameter  static.network.cdp.packet_interval[1] <y0000000000xx>.cfg 

Description  

It configures the interval (in seconds) at which the IP phone sends the CDP (Cisco 

Discovery Protocol) request. 

Note : It works only if ǰstatic.network.cdp.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 1 to 3600  

Default  60 

Web UI  Network->Advanced->CDP->Packet Interval (1~3600s) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->CDP->CDP Interval  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->CDP->CDP Interval 

Manual VLAN Configuration  

VLAN is disabled on IP phones by default. You can configure VLAN for the Internet port and PC port 

manually. Before configuring VLAN on the IP phone, you need to obtain the VLAN ID from your network 

administrator . 

The following table lists the parameters you can use to configure VLAN manually. 

Parameter  static.network.vlan.internet_port_enable[1] <y0000000000xx>.cfg 

Description  It enables or disables the VLAN for the Internet port.  

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  0 

Web UI  Network->Advanced->VLAN->WAN Port->Active 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->VLAN->WAN Port->VLAN 

Status 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 
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Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VLAN->WAN Port->VLAN Status 

Parameter  static.network.vlan.internet_port_vid[1] <y0000000000xx>.cfg 

Description  
It configures the VLAN ID for the Internet port.  

Note : It works only if ǰstatic.network.vlan.internet_port_enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 1 to 4094  

Default  1 

Web UI  Network->Advanced->VLAN->WAN Port->VID (1-4094) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->VLAN->WAN Port->VID 

Number  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VLAN->WAN Port->VID Number 

Parameter  static.network.vlan.internet_port_priority [1] <y0000000000xx>.cfg 

Description  

It configures the VLAN priority for the Internet port.  

7 is the highest priority, 0 is the lowest priority.  

Note : It works only if ǰstatic.network.vlan.internet_port_enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 0 to 7  

Default  0 

Web UI  Network->Advanced->VLAN->WAN Port->Priority  

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->VLAN->WAN 

Port->Priority  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VLAN->WAN Port->Priority  

Parameter  static.network.vlan.pc_port_enable[1] <y0000000000xx>.cfg 

Description  
It enables or disables the VLAN for the PC port. 

Note : It works only if ǰstatic.network.pc_port.enableǱ is set to 1 (Auto Negotiation). 

Permitted 

Values 

0-Disabled 

1-Enabled 
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Default  0 

Web UI  Network->Advanced->VLAN->PC Port->Active 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu-> Advanced (default password: admin) ->Network ->VLAN->PC Port->VLAN 

Status 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VLAN->PC Port->VLAN Status 

Parameter  static.network.vlan.pc_port_vid[1] <y0000000000xx>.cfg 

Description  

It configur es the VLAN ID for the PC port. 

Note : It works only if ǰstatic.network.pc_port.enableǱ is set to 1 (Auto Negotiation) 

and ǰstatic.network.vlan.pc_port_enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 1 to 4094  

Default  1 

Web UI  Network->Advanced->VLAN->PC Port->VID (1-4094) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network->VLAN->PC Port->VID 

Number 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VLAN->PC Port->VID Number 

Parameter  static.network.vlan.pc_port_priority[1] <y0000000000xx>.cfg 

Description  

It configures the VLAN priority for the PC port. 

7 is the highest priority, 0 is the lowest priority.  

Note : It works only if ǰstatic.network.pc_port.enableǱ is set to 1 (Auto Negotiation) 

and ǰstatic.network.vlan.pc_port_enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 0 to 7  

Default  0 

Web UI  Network->Advanced->VLAN->PC Port->Priority  

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->VLAN->PC Port->Priority  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 
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->Network ->VLAN->PC Port->Priority  

[1]If you change this parameter, the IP phone will reboot to make the change take effect. 

DHCP VLAN 

Yealink IP phones support VLAN discovery via DHCP. When the VLAN discovery method is set to DHCP, 

the IP phone will examine DHCP option for a valid VLAN ID. The predefined option 132 is used to supply 

the VLAN ID by default. You can customize the DHCP option used to request the VLAN ID. 

The following table lists the parameters you can use to configure DHCP VLAN discovery. 

Parameter  static.network.vlan.dhcp_enable[1] <y0000000000xx>.cfg 

Description  It enables or disables the DHCP VLAN discovery feature on the IP phone. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  1 

Web UI  Network->Advanced->VLAN->DHCP VLAN->Active 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Netw ork->VLAN->DHCP 

VLAN->DHCP VLAN 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VLAN->DHCP VLAN->DHCP VLAN 

Parameter  static.network.vlan.dhcp_option[1] <y0000000000xx>.cfg 

Description  
It configures the DHCP option from which the IP phone will obtain the VLAN settings.  

You can configure at most five DHCP options and separate them by commas. 

Permitted 

Values 
Integer from 1 to 255  

Default  132 

Web UI  Network->Advanced->VLAN->DHCP VLAN->Option (1 -255) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network->VLAN->DHCP 

VLAN->Option  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VLAN->DHCP VLAN->Option  

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  
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VLAN Setting Configuration  

The following table lists the parameter you can use to configure VLAN setting. 

Parameter  static.network.vlan.vlan_change.enable[1] <y0000000000xx>.cfg 

Description  

It enables or disables the IP phone to obtain VLAN ID using lower preference of VLAN 

assignment method or to close the VLAN feature when the IP phone cannot obtain 

VLAN ID using the current VLAN assignment method.  

The priority of each method  is: LLDP/CDP>Manual>DHCP VLAN. 

Permitted 

Values 

0-Disabled 

1-Enabled, the IP phone will attempt to use the lower priority method when failing to 

obtain the VLAN ID using higher priority method. If all the methods are attempted, the 

phone will disable VLAN feature. 

Default  0 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

Wi-Fi 

Wi-Fi feature enables you to connect the phones to the organizationǭs wireless network. The wireless 

network is more convenient and cost-effective than wired network . Wi-Fi feature is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

When the Wi-Fi feature is enabled, the IP phone will automatically scan the available wireless networks. 

All the available wireless networks will display in scanning list on the LCD screen. You can store up to  5 

frequently used wireless networks on your phone and specify the priority for them.  

You can check the Wi-Fi dongle MAC address at the path: Menu ->Status->Wi-Fi MAC (phone user 

interface) or Status->Status->Network Common ->Wi-Fi MAC (web user interface). 

Note  

To use Wi-Fi feature, make sure the Wi-Fi USB dongle is properly connected to the USB port on the back of 

the phone. The Wi-Fi USB dongle should  be purchased separately. 

Topic  

Wi-Fi Configuration 

Wi-Fi Config uration  

The following table lists the parameters you can use to configure Wi-Fi. 

Parameter  static.wifi.function.enable[1] <y0000000000xx>.cfg 
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Description  

It enables or disables the Wi-Fi feature. 

Note : It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  1 

Parameter  static.network.redundancy.mode[1] <y0000000000xx>.cfg 

Description  

It configures the network connection mode to be used preferentially. 

Note : It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 

0-If Wi-Fi mode is activated, the wired network is unavailable; Wi-Fi mode must be 

deactivated if you want to use the wired network.  

1-Use wireless network preferentially. 

2-Use wired network preferentially. 

Default  0 

Parameter  static.network.redundancy.failback.timeout[1] <y0000000000xx>.cfg 

Description  

It configures the time to wait (minutes) for the IP phone to switch to the preferred 

network (configured by  ǰstatic.network.redundancy.modeǱ). 

Note : It works only if ǰstatic.network.redundancy.modeǱ is set to 1 or 2. It is only 

applicable to T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 

Integer from 0 to 1440  

0-The phone will not switch as long as the current network is available. 

1 to 1440ǧThe phone will keep using the current network for the specified time after 

the preferentially used network becomes available. If the preferentially used network 

is still available after the specified time, the phone performs a network switch while 

the phone is not in use. 

Default  55 

Parameter  static.wifi.enable <y0000000000xx>.cfg 

Description  

It activates or deactivates the Wi-Fi mode.  

Note : It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. It works only if 

ǰstatic.wifi.function.enableǱ is set to 1 (Enabled). 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  0 
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Web UI  Network->Wi-Fi->Wi-Fi Active 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi 

Parameter  static.wifi.X.label[2] <y0000000000xx>.cfg 

Description  

It configures the profile name of the wirel ess network X for the IP phone. 

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled). It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
String within  32 characters 

Default  Blank 

Web UI  Network->Wi-Fi->Profile Name 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network (press Add)->Profile Name 

or 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network ->Option ->Edit->Profile Name 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi (On)->Known Network (press Add)->Profile 

Name 

or 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Edit->Profile Name 

Parameter  static.wifi.X.ssid[2] <y0000000000xx>.cfg 

Description  

It configures the Service Set Identifier (SSID) of the wireless network X. 

SSID is a unique identifier for accessing wireless access points. 

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled). It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
String within 32 characters 

Default  Blank 

Web UI  Network->Wi-Fi->SSID 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network (press Add)->SSID 

or 
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Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network ->Option ->Edit->SSID 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi (On)->Known Network (press Add)->SSID 

or 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Edit->SSID 

Parameter  static.wifi.X.priority[2] <y0000000000xx>.cfg 

Description  

It configures the priority for the wireless network X for the IP phone.  

5 is the highest priority, 1 is the lowest priority.  

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled). It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
Integer from 1 to 5  

Default  1 

Web UI  Network->Wi-Fi->Change Priority 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network ->Option ->Move Up/Move 

Down  

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Move Up/Move Down  

Parameter  static.wifi.X.security_mode[2] <y0000000000xx>.cfg 

Description  

It configures the security mode of the wireless network X. 

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled). It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
NONE, WEP, WPA-PSK, WPA2-PSK, WPA-EAP or WPA2-EAP 

Default  NONE 

Web UI  Network->Wi-Fi->Secure Mode 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network (press Add)->Security Mode 

or 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network ->Option ->Edit->Security Mode 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi (On)->Known Network (press Add)->Security 

Mode 
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or 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Edit->Security Mode 

Parameter  static.wifi.X.cipher_type[2] <y0000000000xx>.cfg 

Description  

It configures the encryption type of the wireless network X.  

If ǰstatic.wifi.X.security_modeǱ is set to NONE, the permitted value of this parameter is 

NONE. 

If ǰstatic.wifi.X.security_modeǱ is set to WEP, the permitted value of this parameter is 

WEP. 

If ǰstatic.wifi.X.security_modeǱ is set to other values, the permitted values of this 

parameter are TKIP, AES or TKIP AES.  

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled). It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
NONE, WEP, TKIP, AES or TKIP AES 

Default  NONE 

Web UI  Network->Wi-Fi->Cipher Type 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network (press Add)->Cipher Type 

or 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network ->Option ->Edit->Cipher Type 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi (On)->Known Network (press Add)->Cipher 

Type 

or 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Edit->Cipher Type 

Parameter  static.wifi.X.password[2] <y0000000000xx>.cfg 

Description  

It configures the password of the wireless network X. 

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled) and 

ǰstatic.wifi.X.security_modeǱ is set to WEP, WPA-PSK or WPA2-PSK. It is only 

applicable to T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
String within 64 characters 

Default  Blank 

Web UI  Network->Wi-Fi->PSK 
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Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network (press Add)->WPA Shared Key 

or 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network ->Option ->Edit->WPA Shared 

Key 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi (On)->Known Network  (press Add)->WPA 

Shared Key 

or 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Edit->WPA Shared Key 

Parameter  static.wifi.X.eap_type[2] <y0000000000xx>.cfg 

Description  

It configures the EAP authentication mode of the wireless network X.  

Note: It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled) and 

ǰstatic.wifi.X.security_modeǱ is set to WPA-EAP or WPA2-EAP. It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
TTLS, PEAP or TLS 

Default  Blank 

Parameter  static.wifi.X.eap_user_name[2] <y0000000000xx>.cfg 

Description  

It configures the EAP authentication username of the wireless network X. 

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled), 

ǰstatic.wifi.X.security_modeǱ is set to WPA-EAP or WPA2-EAP and 

ǰstatic.wifi.X.eap_typeǱ is set to TTLS or PEAP. It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
String within 32 characters 

Default  Blank 

Web UI  Network->Wi-Fi->User Name 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network (press Add) ->User Name 

or 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network ->Option->Edit->User Name 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known Network (press Add) 

->User Name 
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or 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Edit->User Name 

Parameter  static.wifi.X.eap_password[2] <y0000000000xx>.cfg 

Description  

It configures the EAP authentication password of the wireless network X. 

Note : It works only if ǰstatic.wifi.enableǱ is set to 1 (Enabled) and 

ǰstatic.wifi.X.security_modeǱ is set to WPA-EAP or WPA2-EAP. It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 
String within 64 characters 

Default  Blank 

Web UI  Network->Wi-Fi->PSK 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Network (press Add) ->WPA Shared Key 

or 

Menu->Basic->Wi-Fi->Wi-Fi (On)->Known Networ k->Option ->Edit->WPA Shared 

Key 

T42S/T41S/T27G: 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known Network (press Add) 

->WPA Shared Key 

or 

Menu->Settings->Basic Settings->Wi-Fi->Wi-Fi (On)->Known 

Network->Option ->Edit->WPA Shared Key 

Parameter  static.wifi.show_scan_prompt <y0000000000xx>.cfg 

Description  

It enables or disables the IP phone to prompt you whether to scan Wi-Fi or not after 

connecting Wi-Fi USB dongle WF40 to the IP phone. 

Note : It is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42S/T41S/T29G/T27G IP phones. 

Permitted 

Values 

0-Disabled, the IP phone will enable the Wi-Fi feature and try to connect to the known 

wireless network (according to the priority) automatically. But if the IP phone fails to 

connect to any known wireless network, the IP phone will still display the Wi-Fi 

scanning prompt when connecting WF40 to the IP phone. 

1-Enabled 

Default  1 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

[2]X is Wi-Fi ID. X=1-5. 
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Real-Time Transport Protocol (RTP) Ports  

You can specify the IP phoneǭs RTP port range. Since the IP phone supports conferencing and multiple 

RTP streams, it can use several ports concurrently. The UDP port used for RTP streams is traditionally an 

even-numbered port. For example, the default RTP min port on the IP phones is 11780. The first voice 

session sends RTP using port 11780. Additional calls would then use ports 11782, 11784, 11786, and so 

on. The phone is compatible with RFC 1889 - RTP: A Transport Protocol for Real-Time Applications - and 

the updated RFC 3550. 

Topic  

RTP Ports Configuration  

RTP Ports  Configuration  

The following table lists the parameters you can use to configure RTP ports. 

Parameter  static.network.port.min_rtpport [1] <y0000000000xx>.cfg 

Description  It configures the minimum local RTP port. 

Permitted 

Values 
Integer from 1024 to 65535 

Default  11780 

Web UI  Network->Advanced->Local RTP Port->Min RTP Port (1024~65535) 

Parameter  static.network.port.max_rtpport [1] <y0000000000xx>.cfg 

Description  

It configures the maximum local RTP port. 

Note : The value of the maximum local RTP port cannot be less than that of the 

minimum local RTP port. 

Permitted 

Values 
Integer from 1024 to 65535 

Default  12780 

Web UI  Network->Advanced->Local RTP Port->Max RTP Port (1024~65535) 

Parameter  features.rtp_symmetric.enable[1] <y0000000000xx>.cfg 

Description  

It configures the symmetrical RTP (Real-Time Transport Protocol) feature on the IP 

phone. 

Note : IP address and port can be negotiated through the SDP protocol. 

Permitted 

Values 

0-Disabled 

1-reject RTP packets arriving from a non-negotiated IP address 

http://tools.ietf.org/html/rfc1889
http://www.ietf.org/rfc/rfc3550.txt
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2-reject RTP packets arriving from a non -negotiated port  

3-reject RTP packets arriving from a non-negotiated IP address or a non-negotiated 

port  

Default  0 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

Network Address Translation  (NAT) 

Network Address Translation (NAT) is a function that allows multiple devices to share the same public, 

routable IP address to establish connections over the Internet. NAT is present in many broadband access 

devices to translate public and private IP address. 

Yealink IP phones can work with certain types of NAT. 

Topics 

NAT Traversal Configuration 

Keep Alive Configuration 

Rport  Configuration  

SIP Port  and TLS Port Configuration  

NAT Traversal  Config uration  

In the VoIP environment, NAT breaks end-to-end connectivity. NAT traversal is a general term for 

techniques that establish and maintain IP connections traversing NAT gateways, typically required for 

client-to-client networking applications, especially for VoIP deployments. 

Yealink IP phones support three NAT traversal techniques: manual NAT, STUN and ICE. If you enable 

manual NAT and STUN, the IP phone will use the manually-configured external IP address for NAT 

traversal. The TURN protocol is used as part of the ICE approach to NAT traversal. 

The following table lists the parameters you can use to configure NAT traversal. 

Parameter  account.X.nat.nat_traversal[1] <MAC>.cfg 

Description  

It enables or disables the NAT traversal. 

Note : If it is set to 1 (STUN), it works only if ǰstatic.sip.nat_stun.enableǱ is set to 1 

(Enabled); if it is set to 2 (Manual NAT), it works only if ǰnetwork.static_nat.enableǱ is 

set to 1 (Enabled). 

Permitted 

Values 

0-Disabled 

1-STUN 

2-Manual NAT 

Default  0 
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Web UI  Account->Register->NAT 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin)->Accounts->Account X->NAT Status 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: 

admin)->Accounts->AccountX->NAT Status 

Note : Manual NAT cannot be configured via phone user interface. 

Parameter  static.network.static_nat.enable[2] <y0000000000xx>.cfg 

Description  It enables or disables the manual NAT feature on the IP phone. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  0 

Web UI  Network->NAT->Nat Manual ->Active 

Parameter  static.network.static_nat.addr[2] <y0000000000xx>.cfg 

Description  

It configures the IP address to be advertised in SIP signaling. 

It should match the external IP address used by the NAT device. 

Example : 

static.network.static_nat.addr = 10.3.5.33 

Note : It works only if ǰstatic.network.static_nat.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
IP Address 

Default  Blank 

Web UI  Network->NAT->Nat Manual ->IP Address 

Parameter  static.sip.nat_stun.enable[2] <y0000000000xx>.cfg 

Description  
It enables or disables the STUN (Simple Traversal of UDP over NATs) feature on the IP 

phone. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  0 

Web UI  Network->NAT->STUN->Active 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->NAT->NAT Status 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 
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->Network ->NAT->NAT Status 

Parameter  static.sip.nat_stun.server[2] <y0000000000xx>.cfg 

Description  

It configures the IP address or domain name of the STUN (Simple Traversal of UDP 

over NATs) server. 

Example : 

static.sip.nat_stun.server = 218.107.220.201 

Note : It works only if ǰstatic.sip.nat_stun.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
IP Address or Domain Name 

Default  Blank 

Web UI  Network->NAT->STUN->STUN Server 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->NAT->STUN Server 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->NAT->STUN Server 

Parameter  static.sip.nat_stun.port[2] <y0000000000xx>.cfg 

Description  

It configures the port of the STUN (Simple Traversal of UDP over NATs) server. 

Example : 

static.sip.nat_stun.port = 3478 

Note : It works only if ǰstatic.sip.nat_stun.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 1024 to 65000 

Default  3478 

Web UI  Network->NAT->STUN->STUN Port (1024~65000) 

Phone UI 

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->NAT->STUN Port 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->NAT->STUN Port 

Parameter  static.ice.enable[2] <y0000000000xx>.cfg 

Description  
It enables or disables the ICE (Interactive Connectivity Establishment) feature on the IP 

phone. 

Permitted 

Values 
0-Disabled 
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1-Enabled 

Default  0 

Web UI  Network->NAT->ICE->Active 

Parameter  static.sip.nat_turn.enable[2] <y0000000000xx>.cfg 

Description  
It enables or disables the TURN (Traversal Using Relays around NAT) feature on the IP 

phone. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  0 

Web UI  Network->NAT->TURN->Active 

Parameter  static.sip.nat_turn.server[2] <y0000000000xx>.cfg 

Description  

It configures the IP address or the domain name of the TURN (Traversal Using Relays 

around NAT) server. 

Example : 

static.sip.nat_turn.server = 218.107.220.202  

Note : It works only if ǰstatic.sip.nat_turn.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
IP Address or Domain Name 

Default  Blank 

Web UI  Network->NAT->TURN->TURN Server 

Parameter  static.sip.nat_turn.port[2] <y0000000000xx>.cfg 

Description  

It configures the port of the TURN (Traversal Using Relays around NAT) server. 

Example : 

static.sip.nat_turn.port = 3478 

Note : It works only if ǰstatic.sip.nat_turn.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
Integer from 1024 to 65535 

Default  3478 

Web UI  Network->NAT->TURN->TURN Port (1~65535) 

Parameter  static.sip.nat_turn.username[2] <y0000000000xx>.cfg 

Description  

It configures the user name to authenticate to TURN (Traversal Using Relays around 

NAT) server. 

Example : 
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static.sip.nat_turn.username = admin 

Note : It works only if ǰstatic.sip.nat_turn.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
String 

Default  Blank 

Web UI  Network->NAT->TURN->User Name 

Parameter  static.sip.nat_turn.password[2] <y0000000000xx>.cfg 

Description  

It configures the password to authenticate to the  TURN (Traversal Using Relays around 

NAT) server. 

Example : 

static.sip.nat_turn.password = yealink1105 

Note : It works only if ǰstatic.sip.nat_turn.enableǱ is set to 1 (Enabled). 

Permitted 

Values 
String 

Default  Blank 

Web UI  Network->NAT->TURN->Password 

[1]X is the account ID. For T54S/T48S/T48G/T46S/T46G/T29G, X=1-16; for T52S/T42G/T42S, X=1-12; for 

T41P/T41S/T27P/T27G, X=1-6; for T40P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-2; for T19(P) E2, X=1. 

[2]If you change this parameter, the IP phone will reboot to make the change take effect. 

Keep Alive  Config uration  

Yealink IP phones can send keep-alive packets to the NAT device for keeping the communication port 

open. 

The following table lists the parameters you can use to configure keep alive. 

Parameter  account.X.nat.udp_update_enable[1] <MAC>.cfg 

Description  
It configures the type of keep -alive packets sent by the IP phone to the NAT device to 

keep the communication port open so that NAT can continue to f unction. 

Permitted 

Values 

0-Disabled 

1-Default (the IP phone sends UDP packets to the server). 

2-Options (the IP phone sends SIP OPTIONS packets to the server). 

3-Notify (the IP phone sends SIP NOTIFY packets to the server). 

Default  1 

Web UI  Account->Advanced->Keep Alive Type 
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Parameter  account.X.nat.udp_update_time[1] <MAC>.cfg 

Description  

It configures the keep-alive interval (in seconds). 

Example : 

account.1.nat.udp_update_time = 30 

Note : It works only if ǰaccount.X.nat.udp_update_enableǱ is set to 1, 2 or 3. 

Permitted 

Values 
Integer from 15 to 2147483647 

Default  30 

Web UI  Account->Advanced->Keep Alive Interval(Seconds) 

[1]X is the account ID. For T54S/T48S/T48G/T46S/T46G/T29G, X=1-16; for T52S/T42G/T42S, X=1-12; for 

T41P/T41S/T27P/T27G, X=1-6; for T40P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-2; for T19(P) E2, X=1. 

Rport  Configuration  

Yealink IP phones support rport  described in RFC 3581. It allows a client to request that the server sends 

the response back to the source port from which the request came. 

Rport feature depends on support from a SIP server. 

The following table lists the parameter you can use to configure rport . 

Parameter  account.X.nat.rport[1] <MAC>.cfg 

Description  It enables or disables the NAT Rport feature. 

Permitted 

Values 

0-Disabled  

1-Enabled 

2-Enable Direct Process 

Default  0 

Web UI  Account->Advanced->RPort 

[1]X is the account ID. For T54S/T48S/T48G/T46S/T46G/T29G, X=1-16; for T52S/T42G/T42S, X=1-12; for 

T41P/T41S/T27P/T27G, X=1-6; for T40P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-2; for T19(P) E2, X=1. 

SIP Port  and TLS Port  Configuration  

You can configure the SIP and TLS source ports on the IP Phone. Otherwise, the IP phone uses default 

values (5060 for UDP/TCP and 5061 for TLS). 

If NAT is disabled, the port number shows in the Via and Contact SIP headers of SIP messages. If NAT is 

enabled, the phone uses the NAT port number (and NAT IP address) in the Via and Contact SIP headers 

of SIP messages, but still use the configured source port. 

The following table lists the parameters you can use to configure SIP port  and TLS port . 

http://www.ietf.org/rfc/rfc3581.txt
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Parameter  sip.listen_port <y0000000000xx>.cfg 

Description  It configures the local SIP port. 

Permitted 

Values 
Integer from 1024 to 65535 

Default  5060 

Web UI  Settings->SIP->Local SIP Port 

Parameter  sip.tls_listen_port <y0000000000xx>.cfg 

Description  
It configu res the local TLS listen port.  

If it is set to 0, the IP phone will not listen the TLS service. 

Permitted 

Values 
Integer from 1024 to 65535 

Default  5061 

Web UI  Settings->SIP->TLS SIP Port 

Internet Port and PC Port  

Yealink IP phones support two Ethernet ports: Internet port and PC port. You can enable or disable the PC 

port on the IP phones. 

Topics 

Supported Transmission Methods 

Internet Port and PC Port Configuration  

Supported Transmissio n Methods  

Three optional methods of transmission configuration for IP phone Internet port and PC port: 

 ̧ Auto-negotiate  

 ̧ Half-duplex (transmit in 10Mbps or 100Mbps ) 

 ̧ Full-duplex (transmit in 10Mbps, 100Mbps or 1000Mbps (1000Mbps is only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42G/T42S/T40G/T29G/T27G/T23G IP phones)) 

Auto-negotiate is configured for both Internet and PC ports on the IP phone by default.  

Internet Port and PC Port  Configuration  

The following table lists the parameters you can use to configure Internet port and PC port . 
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Parameter  static.network.pc_port.enable[1] <y0000000000xx>.cfg 

Description  It enables or disables the PC port. 

Permitted 

Values 

0-Disabled 

1-Auto Negotiation  

Default  1 

Web UI  Network->PC Port->PC Port Active 

Parameter  static.network.internet_port.speed_duplex[1] <y0000000000xx>.cfg 

Description  

It configures the transmission method of the Internet port.  

Note : For T54S/T52S/T48S/T48G/T46S/T46G/T42G/T42S/T40G/T29G/T27G/T23G IP 

phones, you can set the transmission speed to 1000Mbps/Auto Negotiation to 

transmit in 1000Mbps if the IP phone is connected to the switch supports Gigabit 

Ethernet. We recommend that you do not change this parameter. 

Permitted 

Values 

0-Auto Negotiation  

1-Full Duplex 10Mbps 

2-Full Duplex 100Mbps 

3-Half Duplex 10Mbps 

4-Half Duplex 100Mbps 

5-Full Duplex 1000Mbps (only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42G/T42S/T40G/T29G/T27G/T23G IP phones) 

Default  0 

Web UI  Network->Advanced->Port Link->WAN Port Link 

Parameter  static.network.pc_port.speed_duplex[1] <y0000000000xx>.cfg 

Description  

It configures the transmission method of the PC port. 

Note : It works only if ǰstatic.network.pc_port.enableǱ is set to 1 (Auto Negotiation). For 

T54S/T52S/T48S/T48G/T46S/T46G/T42G/T42S/T40G/T29G/T27G/T23G IP phones, you 

can set the transmission speed to 1000Mbps/ Auto Negotiation to transmit in 

1000Mbps if the IP phone is connected to the switch supports Gigabit Ethernet. We 

recommend that you do not change this parameter.  

Permitted 

Values 

0-Auto Negotiation  

1-Full Duplex 10Mbps 

2-Full Duplex 100Mbps 

3-Half Duplex 10Mbps 

4-Half Duplex 100Mbps 

5-Full Duplex 1000Mbps (only applicable to 

T54S/T52S/T48S/T48G/T46S/T46G/T42G/T42S/T40G/T29G/T27G/T23G IP phones) 
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Default  0 

Web UI  Network->Advanced->Port Link->PC Port Link 

Parameter  static.network.vlan.pc_port_mode[1] <y0000000000xx>.cfg 

Description  

It configures the way the IP phone processes packets for the PC port when VLAN is 

enabled on the PC port. 

Note : When packets are sent from the Internet port to the PC port, remove the 

packetǭs tag if it is the same as the configured tag for the PC port, else forward the 

packets directly. 

Permitted 

Values 

0-when packets are sent from the PC port to the Internet port, the IP phone wil l 

forward the packets directly. 

1-when packets are sent from the PC port to the Internet port, and there is no VLAN 

tag in the packet, the IP phone will tag the packet with the configured tag for the PC 

port and then forward it.  

Default  1 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

VPN 

Yealink IP phones use OpenVPN to achieve VPN feature. To prevent disclosure of private information , 

tunnel endpoints must authenticate  each other before secure VPN tunnel is established. After you 

configure VPN feature on the IP phone, the IP phone will act as a VPN client and uses the certificates to 

authenticate with the VPN server. 

For more information, refer to  OpenVPN Feature on Yealink IP phones. 

Topics 

VPN Related Files 

VPN Configuration 

VPN Related Files 

To use VPN, you should collect all VPN-related files into one archive file in .tar format and then upload 

this tar file. The related VPN files include certificates (ca.crt and client.crt), key (client.key) and the 

configuratio n file (vpn.cnf) of the VPN client. 

The following table lists the unified directories of the OpenVPN certificates and key in the configuration 

file (vpn.cnf) for Yealink IP phones: 

VPN Files Description  Unified Directories  

ca.crt CA certificate /config/openvpn/keys/ca.crt  

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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VPN Files Description  Unified Directories  

client.crt Client certificate /config/openvpn/keys/client.crt  

client.key Private key of the client  /config/openvpn/keys/client.key  

VPN Configuration  

The following table lists the parameters you can use to configure VPN. 

Parameter  static.network.vpn_enable[1] <y0000000000xx>.cfg 

Description  It enables or disables the OpenVPN feature on the IP phone. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  0 

Web UI  Network->Advanced->VPN->Active 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network->VPN->VPN Active  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->VPN->VPN Active 

Parameter  static.openvpn.url <y0000000000xx>.cfg 

Description  

It configures the access URL of the *.tar file for OpenVPN. 

Example : 

static.openvpn.url = http://192.168.10.25/OpenVPN.tar 

Permitted 

Values 
URL within 511 characters 

Default  Blank 

Web UI  Network->Advanced->VPN->Upload VPN Config 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

Quality of Service (QoS)  

VoIP is extremely bandwidth and delay-sensitive. QoS is a major issue in VoIP implementations, 

regarding how to guarantee that packet traffic not be delayed or dro pped due to interference from other 

lower priority traffic.  VoIP can guarantee high-quality QoS only if the voice and the SIP packets are given 

priority over other kinds of network traffic. IP phones support the DiffServ model of QoS. 
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Voice QoS 

In order to make VoIP transmissions intelligible to receivers, voice packets should not be dropped, 

excessively delayed, or made to suffer varying delay. DiffServ model can guarantee high-quality voice 

transmission when the voice packets are configured to a higher DSCP value. 

SIP QoS 

SIP protocol is used for creating, modifying,  and terminating two -party or multi -party sessions. To ensure 

good voice quality, SIP packets emanated from IP phones should be configured with a high transmission 

priority . 

DSCPs for voice and SIP packets can be specified respectively. 

Note  

For voice and SIP packets, the IP phone obtains DSCP info from the network policy  if LLDP feature is 

enabled, which takes precedence over manual settings. For more information on LLDP, refer to LLDP 

Configuration . 

Topic  

Voice and SIP QoS Configuration  

Voice and SIP QoS Configuration  

The following table lists the parameters you can use to configure voice voice and SIP QoS. 

Parameter  static.network.qos.audiotos[1] <y0000000000xx>.cfg 

Description  
It configures the DSCP (Differentiated Services Code Point) for voice packets. 

The default DSCP value for RTP packets is 46 (Expedited Forwarding). 

Permitted 

Values 
Integer from 0 to 63  

Default  46 

Web UI  Network->Advanced->Voice QoS->Voice QoS (0~63) 

Parameter  static.network.qos.signaltos[1] <y0000000000xx>.cfg 

Description  
It configures the DSCP (Differentiated Services Code Point) for SIP packets. 

The default DSCP value for SIP packets is 26 (Assured Forwarding). 

Permitted 

Values 
Integer from 0 to 63  

Default  26 

Web UI  Network->Advanced->Voice QoS->SIP QoS (0~63) 

[1]If you change this parameter, the IP phone will reboot to make the change take effect. 
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802.1x  Authentication  

Yealink IP phones support the following protocols for 802.1X authentication : 

 ̧ EAP-MD5 

 ̧ EAP-TLS (requires Device and CA certificates, requires no password) 

 ̧ EAP-PEAP/MSCHAPv2 (requires CA certificates) 

 ̧ EAP-TTLS/EAP-MSCHAPv2 (requires CA certificates) 

 ̧ EAP-PEAP/GTC (requires CA certificates) 

 ̧ EAP-TTLS/EAP-GTC (requires CA certificates) 

 ̧ EAP-FAST (supports EAP In-Band provisioning, requires CA certificates if the provisioning method  is 

Authenticated Provisioning) 

For more information on 802.1X authentication, refer to Yealink 802.1X Authentication. 

Topic  

802.1x Authentication  Configuration  

802.1x  Authentication  Configuration  

The following table lists the parameters you can use to configure 802.1x authentication. 

Parameter  static.network.802_1x.mode[1] <y0000000000xx>.cfg 

Description  It configures the 802.1x authentication method. 

Permitted 

Values 

0-EAP-None, 802.1x authentication is not required.  

1-EAP-MD5 

2-EAP-TLS 

3-EAP-PEAP/MSCHAPv2 

4-EAP-TTLS/EAP-MSCHAPv2 

5-EAP-PEAP/GTC 

6-EAP-TTLS/EAP-GTC 

7-EAP-FAST 

Default  0 

Web UI  Network->Advanced->802.1x->802.1x Mode 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->802.1x->802.1x Mode  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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->Network ->802.1x->802.1x Mode 

Parameter  static.network.802_1x.eap_fast_provision_mode[1] <y0000000000xx>.cfg 

Description  
It configures the EAP In-Band provisioning method for EAP-FAST. 

Note : It works only if ǰstatic.network.802_1x.modeǱ is set to 7 (EAP-FAST). 

Permitted 

Values 

0-Unauthenticated Provisioning, EAP In-Band provisioning is enabled by server 

unauthenticated PAC (Protected Access Credential) provisioning using anonymous 

Diffie-Hellman key exchange. 

1-Authenticated Provisioning, EAP In-Band provisioning is enabled by server 

authenticated PAC provisioning using certificate based server authentication. 

Default  0 

Web UI  Network->Advanced->802.1x->Provisioning Mode  

Parameter  static.network.802_1x.anonymous_identity[1] <y0000000000xx>.cfg 

Description  

It configures the anonymous identity (user name) for 802.1X authentication. 

It is used for constructing a secure tunnel for 802.1X authentication. 

Example : 

static.network.802_1x.anonymous_identity = user@yealink.com 

Note : It works only if ǰstatic.network.802_1x.modeǱ is set to 2, 3, 4, 5, 6 or 7. 

Permitted 

Values 
String within 512 characters 

Default  Blank 

Web UI  Network->Advanced->802.1x->Anonymous Identity  

Parameter  static.network.802_1x.identity[1] <y0000000000xx>.cfg 

Description  

It configures the user name for 802.1x authentication. 

Example : 

static.network.802_1x.identity = yealink 

Note : It works only if ǰstatic.network.802_1x.modeǱ is set to 1, 2, 3, 4, 5, 6 or 7. 

Permitted 

Values 
String within 32 characters 

Default  Blank 

Web UI  Network->Advanced->802.1x->Identity  

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->802.1x->Identity  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 
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->Network ->802.1x->Identity  

Parameter  static.network.802_1x.md5_password[1] <y0000000000xx>.cfg 

Description  

It configures the password for 802.1x authentication. 

Example : 

static.network.802_1x.md5_password = admin123 

Note : It works only if ǰstatic.network.802_1x.modeǱ is set to 1, 3, 4, 5, 6 or 7. 

Permitted 

Values 
String within 32 characters 

Default  Blank 

Web UI  Network->Advanced->802.1x->MD5 Password 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->802.1x->MD5 Password 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) 

->Network ->802.1x->MD5 Password 

Parameter  static.network.802_1x.root_cert_url <y0000000000xx>.cfg 

Description  

It configures the access URL of the CA certificate. 

Example : 

static.network.802_1x.root_cert_url = http://192.168.1.10/ca.pem 

Note : It works only if ǰstatic.network.802_1x.modeǱ is set to 2, 3, 4, 5, 6 or 7. If the 

authentication method is EAP-FAST, you also need to set 

ǰstatic.network.802_1x.eap_fast_provision_modeǱ to 1 (Authenticated Provisioning). 

The format of the certificate must be *.pem, *.crt, *.cer or *.der. 

Permitted 

Values 
URL within 511 characters 

Default  Blank 

Web UI  Network->Advanced->802.1x->CA Certificates 

Parameter  static.network.802_1x.client_cert_url <y0000000000xx>.cfg 

Description  

It configures the access URL of the device certificate. 

Example : 

static.network.802_1x.client_cert_url = http://192.168.1.10/client.pem 

Note : It works only if ǰstatic.network.802_1x.modeǱ is set to 2 (EAP-TLS). The format of 

the certificate must be *.pem. 

Permitted 

Values 
URL within 511 characters 
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Default  Blank 

Web UI  Network->Advanced->802.1x->Device Certificates 

Parameter  static.network.802_1x.proxy_eap_logoff.enable[1] <y0000000000xx>.cfg 

Description  It enables or disables the 802.1x-logoff feature for the PC port.  

Permitted 

Values 

0-Disabled 

1-Enabled, the 802.1x logoff message is sent to the authenticator when the PC is 

disconnected. 

Default  0 

[1]If you change this parameter, the IP phone will reboot to make the change take effect. 

TR-069 Device Management  

TR-069 is a technical specification defined by the Broadband Forum, which defines a mechanism that 

encompasses secure auto-configuration of a CPE (Customer-Premises Equipment ), and incorporates 

other CPE management functions into a common framework. TR-069 uses common transport 

mechanisms (HTTP and HTTPS) for communication between CPE and ACS (Auto Configuration Servers). 

The HTTP(S) messages contain XML-RPC methods defined in the standard for configuration and 

management of the CPE. 

For more information on TR-069, refer to Yealink TR-069 Technote. 

Topics 

Supported RPC Methods 

TR069 Configuration 

Supported RPC Methods  

The following table provides a description of RPC methods supported by  IP phones. 

RPC Method  Description  

GetRPCMethods 
This method is used to discover the set of methods 

supported by the CPE. 

SetParameterValues 
This method is used to modify the value of one or more 

CPE parameters. 

GetParameterValues 
This method is used to obtain the value of one or more 

CPE parameters. 

GetParameterNames 
This method is used to discover the parameters accessible 

on a particular CPE. 

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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RPC Method  Description  

GetParameterAttributes 
This method is used to read the attributes associated with 

one or more CPE parameters. 

SetParameterAttributes 
This method is used to modify attributes associated with 

one or more CPE parameters. 

Reboot This method causes the CPE to reboot. 

Download 

This method is used to cause the CPE to download a 

specified file from the designated location.  

File types supported by IP phones are: 

 ̧ Firmware Image 

 ̧ Configuration File 

Upload 

This method is used to cause the CPE to upload a 

specified file to the designated location.  

File types supported by IP phones are: 

 ̧ Configuration File 

 ̧ Log File 

ScheduleInform 

This method is used to request the CPE to schedule a 

one-time Inform method call (separate from its periodic 

Inform method calls) sometime in the future.  

FactoryReset This method resets the CPE to its factory default state. 

TransferComplete 

This method informs the ACS of the completion (either 

successful or unsuccessful) of a file transfer initiated by an 

earlier Download or Upload method call.  

AddObject 
This method is used to add a new instance of an object 

defined on the CPE. 

DeleteObject 
This method is used to remove a particular instance of an 

object. 

TR069 Configuration  

The following table lists the parameters you can use to configure TR069. 

Parameter  static.managementserver.enable <y0000000000xx>.cfg 

Description  It enables or disables the TR069 feature. 

Permitted 

Values 

0-Disabled 

1-Enabled 
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Default  0 

Web UI  Settings->TR069->Enable TR069 

Parameter  static.managementserver.username <y0000000000xx>.cfg 

Description  

It configures the user name for the IP phone to authenticate with the ACS (Auto 

Configuration Servers). 

Leave it blank if no authentication is required.  

Example : 

static.managementserver.username = tr69 

Permitted 

Values 
String within 128 characters 

Default  Blank 

Web UI  Settings->TR069->ACS Username 

Parameter  static.managementserver.password <y0000000000xx>.cfg 

Description  

It configures the password for the IP phone to authenticate with the ACS (Auto 

Configuration Servers). 

Leave it blank if no authentication is required.  

Example : 

static.managementserver.password = tr69 

Permitted 

Values 
String within 64 characters 

Default  Blank 

Web UI  Settings->TR069->ACS Password 

Parameter  static.managementserver.url <y0000000000xx>.cfg 

Description  

It configures the access URL of the ACS (Auto Configuration Servers). 

Example : 

static.managementserver.url = 

http://officetelprov.orangero.net:8080/ftacs -digest/ACS 

Permitted 

Values 
URL within 511 characters 

Default  Blank 

Web UI  Settings->TR069->ACS URL 

Parameter  static.managementserver.connection_request_username <y0000000000xx>.cfg 

Description  
It configures the user name for the IP phone to authenticate the incoming connectio n 

requests. 
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Example : 

static.managementserver.connection_request_username = accuser 

Permitted 

Values 
String within 128 characters 

Default  Blank 

Web UI  Settings->TR069->Connection Request Username 

Parameter  static.managementserver.connection_request_password <y0000000000xx>.cfg 

Description  

It configures the password for the IP phone to authenticate the incoming connection 

requests. 

Example : 

static.managementserver.connection_request_password = acspwd 

Permitted 

Values 
String within 64 characters 

Default  Blank 

Web UI  Settings->TR069->Connection Request Password 

Parameter  static.managementserver.periodic_inform_enable <y0000000000xx>.cfg 

Description  
It enables or disables the IP phone to periodically report its configuration information 

to the ACS (Auto Configuration Servers). 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  1 

Web UI  Settings->TR069->Enable Periodic Inform 

Parameter  static.managementserver.periodic_inform_interval <y0000000000xx>.cfg 

Description  

It configures the interval (in seconds) at which the IP phone report s its configuration 

to the ACS (Auto Configuration Servers). 

Note : It works only if ǰstatic.managementserver.periodic_inform_enableǱ is set to 1 

(Enabled). 

Permitted 

Values 
Integer from 5 to 4294967295 

Default  60 

Web UI  Settings->TR069->Periodic Inform Interval (seconds) 
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Phone Provisioning  

This chapter provides basic instructions for setting up your IP phones with a provisioning server. 

For more information, refer to Yealink_SIP_IP_Phones_Auto_Provisioning_Guide. 

Topics 

Boot Files, Configuration Files and Resource Files 

Provisioning Methods 

Setting Up a Provisioning Server 

Keeping Userǭs Personalized Settings after Auto Provisioning 

Example: Deploying Phones from the Provisioning Server 

Boot Files, Configuration Files and Resource Files  

You can use boot files, configuration files and resource files to configure phone features and apply 

feature settings to phones. You can create or edit these files using a text editor  such as UltraEdit. 

You can ask the distributor or Yealink FAE for template files. You can also obtain the template files online: 

http://support.yealink.com/documentFro nt/forwardToDocumentFrontDisplayPage. 

Topics 

Boot Files 

Configuration Files 

Resource Files 

Files Download Process 

Boot Files  

Yealink IP phones support boot files. The boot files maximize the flexibility  to allow you to  customize 

features and settings for multiple phones. 

With the boot file, you can specify which configuration files should be download ed. It is effective for you 

to provision the IP phones in different de ployment scenarios: 

 ̧ For all phones 

 ̧ For a group of phones  

 ̧ For specific phone models 

 ̧ For a single phone 

Yealink IP phones support two types of boot files: common boot file and MAC -Oriented boot file. You 

http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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can use the default boot template file ǰy000000000000.bootǱ to create MAC-Oriented boot file by 

making a copy and renaming it. 

Note  

You can select whether to use the boot file or not according to your deployment scenario. If you do not 

want to use the boot file, please go to Configuration Files. 

Topics 

Common Boot File 

MAC-Oriented Boot File 

Boot File Attributes  

Customizing a Boot File 

Common Boot  File 

Common boot  file, named y000000000000.boot, is effective for all phones. You can use a common boot 

file to apply common feature settings to all of the phones rather than a single phone.  

MAC-Oriented Boot File  

MAC-Oriented boot file, named <MAC>.boot. It will only be effective for a specific IP phone. In this way, 

you have a high permission to control over each phone by making changes on a per-phone basis. 

You can create a MAC-Oriented boot file for each phone by making a copy and renaming the boot 

template file (y000000000000.boot). For example, if your phone MAC address is 00156574B150, rename 

the template file as 00156574b150.boot  (lowercase). 

Tip 

MAC address, a unique 12-digit serial number is assigned to each phone. You can obtain it from the bar 

code on the back of the IP phone. 

Boot File Attributes  

The following table lists the attributes you need to know in the boot template file . 

Attributes  Description  

#!version:1.0.0.1 It must be placed in the first line. Do not edit and delete.  

include:config <xxx.cfg> 

include:config "xxx.cfg" 

Each ǰincludeǱ statement can specify a location of a configuration file. 

The configuration file format must be *.cfg.  

The locations in the angle brackets or double quotation marks support  

two forms: 

 ̧ Relative path (relative to the boot file): 

For example, sip.cfg, HTTP Directory/sip.cfg 

 ̧ Absolute path (or URL): 
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Attributes  Description  

For example, http://10.2.5.258/HTTP Directory/sip.cfg  

The location must point to a specific CFG file. 

[$MODEL] 

The [$MODEL] can be added to specify settings for specific phone 

models. $MODEL represents the phone model name. 

The valid phone model names are: T54S, T52S, T48S, T48G, T46S, T46G, 

T42S, T42G, T41P, T41S, T40P, T40G, T29G, T27P, T27G, T23P, T23G, 

T21P E2, T21 E2, T19P E2 and T19 E2. 

Multiple phone models are separated by commas. For example, [T46S, 

T23G]. 

overwrite_mode 

Enable or disable the overwrite mode. The overwrite mode applies to 

the configuration files specified in the boot file . Note that it only 

affects the parameters pre-provisioned via central provisioning. 

1-(Enabled) - If the value of a parameter in configuration files is left 

blank, or if a non-static parameter in configuration fi les is deleted or 

commented out , the factory default value takes effect. 

0-(Disabled ) - If the value of a parameter in configuration files is left 

blank, deleted or commented out , the pre-configured value is kept. 

Note : Overwrite mode can only be used in boot files. If a boot file is 

used but the value of the parameter ǰoverwrite_modeǱ is not 

configured, the overwrite mode is enabled by default.  

specific_model.excluded_m

ode 

Enable or disable the exclude mode. The exclude mode applies to the 

configuration files specified in the boot file . 

0-Disabled  (Append  Mode ), the phone downloads its own 

model-specific configuration files , and downloads other 

model-unspecified configuration files . 

1-Enabled (Exclude Mode ), the phone attempt s to download its own 

model-specific configuration files; if there is no own model-specific 

configuration files  found on the server, it downloads 

model-unspecified configuration files . 

Note : Exclude mode can only be used in boot files. If a boot file is used 

but the value of the parameter ǰspecific_model.excluded_modeǱ is not 

configured, the exclude mode is disabled by default. 

 

Tip 

The line beginning with ǰ#Ǳ is considered to be a comment. You can use ǰ#Ǳ to make any comment in the 

boot file.  

 

  

http://10.2.5.258/HTTP%20Directory/sip.cfg
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Customizing a Boot File  

Procedure  

1. Open a boot template file.  

2. To add a configuration file , add include:config <>  or include:config ǰǱ to the  file. Each starts on a 

separate line. 

3. Specify a configuration file for downloading.  

For example: 

include:config < configure/sip.cfg > 

include:config ǰhttp://10.2.5.206/configure/account.cfg Ǳ 

include:config ǰhttp://10.2.5.206/conf igure/ dialplan.cfgǱ 

4. To specify configuration files for specific phone  models, add specific phone models in front of 

include:config <>  or include:config ǰǱ. Multiple phone model names are separated by commas. 

For example: 

[T46S, T48S]include:config < configure/sip.cfg>  

[T23G]include:config ǰhttp://10.2.5.206/configure/account.cfg Ǳ 

## file sip.cfg only applies to T46S and T48S phones, file account.cfg only applies to T23G phones 

5. Specify the overwrite mode and exclude mode. 

For example: 

overwrite_mode = 1 

specific_model.excluded_mode = 1 

6. Save the boot file and place it on the provisioning  server. 

Related Topic  

Boot File Attributes  

Configuration Fil es 

Yealink supports two configuration  template files: Common CFG file and MAC-Oriented CFG file. 

These configuration files contain two kinds of parameters:  

 ̧ Static: The parameters start with a prefix ǰstatic.Ǳ, for example, static.auto_provision.custom.protect. 

 ̧ Non-static: The parameters do not start with a prefix ǰstatic.Ǳ, for example, 

phone_setting.backgrounds. 
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You can deploy and maintain a mass of Yealink IP phones automatically through configuration files 

stored in a provisioning server. 

Note  

For protect ing against unauthorized access, you can encrypt configuration files . For more information on 

encrypting configuration files, refer to Encrypting and Decrypting Files. 

Topics 

Common CFG File 

MAC CFG File 

Configuration  File Customization 

Configuration  File Attributes  

Common CFG File 

Common CFG file, named <y0000000000xx>.cfg, contains parameters that affect the basic operation of 

the IP phone, such as language and volume. It will be effective for all IP phones in the same model. The 

common CFG file has a fixed name for each phone model. 

The following table lists the name of the common CFG file for each IP phone model : 

Phone Model  Common CFG file  

T54S y000000000070.cfg 

T52S y000000000074.cfg 

T48G y000000000035.cfg 

T48S y000000000065.cfg 

T46G y000000000028.cfg 

T46S y000000000066.cfg 

T42G y000000000029.cfg 

T42S y000000000067.cfg 

T41P y000000000036.cfg 

T41S y000000000068.cfg 

T40P y000000000054.cfg 

T40G y000000000076.cfg 

T29G y000000000046.cfg 

T27P y000000000045.cfg 

T27G y000000000069.cfg 
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Phone Model  Common CFG file  

T23P/G y000000000044.cfg 

T21(P) E2 y000000000052.cfg 

T19(P) E2 y000000000053.cfg 

MAC CFG File 

Yealink supports two MAC CFG file: MAC-Oriented file and MAC-local CFG file, which are both named 

after the MAC address of the IP phone. For example, if the MAC address of an IP phone is 00156574B150, 

the name of MAC-Oriented CFG file is 00156574b150.cfg (lowercase), and the name of MAC-local CFG 

file is 00156574b150-local.cfg (lowercase). 

Tip 

MAC address, a unique 12-digit serial number is assigned to each phone. You can obtain it from the bar 

code on the back of the IP phone. 

Topics 

MAC-Oriented CFG File 

MAC-local CFG File 

MAC-Oriented CFG File 

MAC-Oriented CFG file, named <MAC>.cfg, contains parameters unique to a particular phone, such as 

account registration. It will only be effective for a MAC-specific IP phone. 

MAC-local CFG File 

MAC-local CFG file, named <MAC>-local.cfg, contains changes associated with non-static parameter that 

you make via web user interface or phone user interface (for example, changes for time and date formats, 

ring tones, and DSS keys). 

This file generates only if you enable the provisioning priority mechanism . It is stored locally on the IP 

phone and you can upload it  to the provisioning server  each time the file updates. This file enables the 

users to keep their personalized configuration settings , even though the IP phone performs auto 

provisioning . 

Note  

The non-static changes that you made before enabling the provisioning priority mechanism  are not saved in 

the generated MAC-local file, but the previous settings still take effect on the phone . The static changes are 

never be saved to the <MAC>-local.cfg file. 

The provisioning priority mechanism  is enabled by the parameter ǰstatic.auto_provision.custom.protectǱ. 
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Topics 

MAC-local CFG File Configuration  

Clearing MAC-local CFG File 

MAC-local CFG File Configuration  

By default, the MAC-local.cfg file is stored on the IP phone. You can configure the phone to  upload this 

file to the provisioning server  each time the file updates. 

The following table lists the parameters you can use to generate and upload the MAC-local CFG file. 

Parameter  static.auto_provision.custom.protect <y0000000000xx>.cfg 

Description  

It enables or disables the IP phone to keep userǭs personalized settings after auto 

provisioning. 

Note : The provisioning priority mechanism (phone/web user interface >central 

provisioning  >factory defaults) takes effect only if the value of this parameter is set to 

1 (Enabled). If ǰoverwrite_modeǱ is set to 1 in the boot file, the value of this parameter 

will be set to 1 (Enabled). 

Permitted 

Values 

0-Disabled 

1-Enabled, <MAC>-local.cfg file generates and personalized non-static settings 

configured via web or phone user interface will be kept after auto provisioning.  

Default  0 

Parameter  static.auto_provision.custom.sync <y0000000000xx>.cfg 

Description  

It enables or disables the IP phone to upload the <MAC>-local.cfg file to the server 

each time the file updates, and to download the <MAC> -local.cfg file from the server 

during auto provisioning.  

Note : It works only if ǰstatic.auto_provision.custom.protectǱ is set to 1 (Enabled). The 

upload/download path is configured by the parameter 

ǰstatic.auto_provision.custom.sync.pathǱ. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  0 

Parameter  static.auto_provision.custom.sync.path <y0000000000xx>.cfg 

Description  

It configures the URL for uploading/downloading the <MAC> -local.cfg file. 

If it is left blank, the IP phone will try to upload/download the <MAC> -local.cfg file 

to/from the provisioning server. 

Note : It works only if ǰstatic.auto_provision.custom.sync" is set to 1 (Enabled). 

Permitted 

Values 
URL 
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Default  Blank 

Parameter  static.auto_provision.custom.upload_method[1] <y0000000000xx>.cfg 

Description  

It configures the way the IP phone uploads the <MAC>-local.cfg file, 

<MAC>-calllog.xml file or <MAC>-contact.xml file to the provisioning server (for 

HTTP/HTTPS server only). 

Permitted 

Values 

0-PUT 

1-POST 

Default  0 

Clearing MAC-local CFG File 

When the IP phone is given to a new user but many personalized configurations settings of the last user 

are saved on the phone; or when the end user encounters some problems because of the wrong 

configuration s, you can clear userǭs personalized configuration  settings. 

 ̧ Via phone user interface at the path: Menu ->Advanced  (default password: admin) ->Reset 

Config ->Reset local settings . 

 ̧ Via web user interface at the path: Settings ->Upgrade ->Reset Local Settings . 

Note  

The Reset local settings  option on the web/phone user interface appears only if you set 

ǰstatic.auto_provision.custom.protect = 1Ǳ. 

If you set ǰstatic.auto_provision.custom.sync = 1Ǳ, the MAC-local.cfg file on the prov isioning server will be 

cleared too . If not, the MAC-local.cfg file is kept on the provision ing server, and the IP phone could 

download it and update the configurations to the phone after the next auto provisioning . 

Configuration  File Custom ization  

You can create some new CFG files by making a copy and renaming the configuration template  file (for 

example, sip.cfg, account.cfg). You can rearrange the parameters in the configuration template  file and 

create your own configuration files with parameters you want. This flexibility is especially useful when you 

want to apply specific settings to a group of phones. 

Topic  

Customizing a Configuration File 

Custom izing  a Configuration  File 

1. Copy and rename a configuration template file. For example, sip.cfg. 

2. Rearrange the parameters in the sip.cfg, and set the valid values for them. 

For example: 

phone_setting.contrast = 7 
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local_time.time_format = 1 

account.1.dnd.enable = 1 

account.2.dnd.enable = 1 

features.dnd.enable = 0 

3. To specify parameters for specific phone models, add specific phone models in the front of  the 

corresponding parameters. Multiple phone model names are separated by commas. 

For example: 

[T46S,T48S]voice_mail.number.1 = *5  

[T27G]account.1.dnd.enable = 1 

[T46S]account.2.dnd.enable = 1 

[T48S]features.dnd.enable = 0 

## These parameters only apply to their own specific phone models.  

4. Save the configuration  file and place it on the provisioning  server. 

Related Topic  

Configuration  File Attributes  

Configuration  File Attributes  

The following table lists the attributes you need to know in the configuration  template file. 

Attributes  Description  

#!version:1.0.0.1 It must be placed in the first line. Do not edit and delete.  

Configuration 

Parameter=Valid Value 

(for example, 

features.dnd_mode = 1) 

Specify the parameters and values to apply specific settings to the 

phones. 

¶ Separate each configuration parameter and value with an equal 

sign 

¶ Set only one configuration parameter per line  

¶ Put the configuration parameter and value on the same line, and 

do not break the line  

[$MODEL] 

The [$MODEL] can be added in front of configuration parameter to 

specify the value for specific phone models. $MODEL represents the 

phone model. 

The valid phone model names are: T54S, T52S, T48S, T48G, T46S, T46G, 

T42S, T42G, T41P, T41S, T40P, T40G, T29G, T27P, T27G, T23P, T23G, 

T21P E2, T21 E2, T19P E2 and T19 E2. 

Multiple phone models are separated by commas. For example, [T46S, 

T23G]. 

Note : The phone updates model-specific configurations and those 
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Attributes  Description  

model-unspecified configurations. 

 

Tip 

The line beginning with ǰ#Ǳ is considered to be a comment. You can use ǰ#Ǳ to make any comment in the 

boot file.  

Resource Files 

Resource files are optional, but if the particular feature is being employed, these files are required. You 

need to place resource files on the provisioning  server. The IP phones request the resource files in 

addition to the configuration files  during auto provisioning. 

Tip 

If you want to specify the desired phone to use the resource file, the access URL of resource file should be 

specified in the MAC-Oriented CFG file. During auto provisioning, the IP phones will request the resource 

files in addition to the configuration files . 

Topic  

Supported Resource Files 

Supported Resource Files  

Yealink supplies some template of resource files for you, so you can directly edit the files as required. 

The following table lists the resource files Yealink supplies: 

Template File  File Name  Description  Reference  in Section  

AutoDST Template AutoDST.xml 
Add or modify time 

zone and DST settings. 
DST Settings 

Language Packs 

For example, 

000.GUI.English.lang 

1.English_note.xml 

1.English.js 

Customize the 

translation of the 

existing language on 

the phone/web user 

interface. 

Language 

Customization 

Keypad Input 

Method File 

ime.txt 

Russian_ime.txt 

Hebrew_ime.txt 

Customize the existing 

input method.  

Input Method File  

Customization 

Replace Rule 

Template 
DialPlan.xml 

Customize replace 

rules for dial plan. 

Replace Rule File 

Customization 

Dial Now Template DialNow.xml 
Customize dial now 

rules for dial plan. 

Dial Now File 

Customization 
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Template File  File Name  Description  Reference  in Section  

Softkey Layout 

Template 

CallFailed.xml 

CallIn.xml 

Connecting.xml 

Dialing.xml 

RingBack.xml 

Talking.xml 

Customize soft key 

layout for different call 

states. 

Softkey Layout File 

Customization 

Directory Template favorite_setting.xml 
Customize the 

directory list. 

Directory List File 

Customization 

Super Search 

Template 
super_search.xml 

Customize the search 

source list. 

Search Source File 

Customization 

Local Contact File contact.xml 
Add or modify multiple 

local contacts. 

Local Contact File 

Customization 

Remote Phone Book 

Template 

Department.xml 

Menu.xml 

Add or modify multiple 

remote contacts. 

Remote Phone Book 

File Customization 

Screen Saver 

Template 
CustomScreenSaver.xml 

Customize the XML 

items (for example, 

notifications, company 

logo) which will be 

displayed on screen 

saver. 

Screensaver Display 

Customization 

Files Download  Process 

When you provision the IP phones, the phones will request to download  the boot files , configuration files 

and resource files from the provisioning server  according to the following flowchart:  
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The parameters in the new downloaded configuration files will override the same parameters in files 

downloaded earlier. 

Note  

For the phone running firmware version 82 or earlier, it downloads configuration files referenced in the boot 

file in sequence. 

For the phone running firmware version 83 or later, ǰspecific_model.excluded_modeǱ determines which 

configuration files referenced in the boot file  to be downloaded . 

Provisioning Methods  

Yealink provides two ways to provision your phones: 

 ̧ Manual Provisioning: provisioning via the local phone user interface or web user interface. 

 ̧ Central Provisioning: provisioning through configuration files stored in a central provisioning server. 

The method you use depends on how many phones need to be deployed and what features and settings 

to be configured. Manual provisioning on web or phone user interface does not contain all of the phone 

settings available with centralized method. You can use the web user interface method in conjunction 

with central provisioning method and phone user interface method. We recommend using centralized 

provisioning as your primary provisioning method when provisioning multiple phones.  

Topics 

Provisioning Methods Priority  
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Manual Provisioning 

Central Provisioning 

Provisioning Methods Priority  

There is a priority for configuration  among the provisioning methods - settings you make using a higher 

priority provisioning method override settings made using  a lower priority provisioning method.  

The precedence order for configuration parameter changes is as follows (highest to lowest): 

 

Note  

The provisioning  priority mechanism takes effect only if ǰstatic.auto_provision.custom.protectǱ is set to 1. 

For more information on this parameter, refer to  MAC-local CFG File Configuration . 

Static parameters have no priority. They take effect no matter what method (web user interface or phone 

user interface or configuration files) you are using for provisioning.  

Static parameters are the parameters that start with  a prefix ǰstatic.Ǳ, for example, the parameters associated 

with auto provisioning/network/syslog, TR069 settings and internal settings (the temporary configurations 

to be used for program running).  

Manual Provisioning  

This method enables you to perform configuration changes on a per -phone basis. 

Note  

When you manually configure a phone via web user interface or phone user interface, the changes 

associated with non-static parameters you make will be stored in the MAC-local CFG file. For more 

information  on MAC-local CFG file, refer to MAC-local CFG File. 

Topics 

Web User Interface 

Phone User Interface 

Web User Interface  

You can configure IP phones via web user interface, a web-based interface that is especially useful for 

remote configuration.  You can either import a configuration file to the phone or export a configuration 
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file containing  phoneǭs current settings to your computer to make changes. 

Because features and configuration s vary by phone models and firmware versions, options available on 

each page of the web user interface can vary as well. Note that the features configured via web user 

interface are limited. Therefore, you can use the web user interface in conjunction with central 

provisioning method and phone user interface. 

Topics 

Web User Interface Access 

Navigating the Web User Interface 

Importing CFG Configuration Files to Phone 

Exporting CFG Configuration Files from Phone 

Web User Interface Access  

When configuring  IP phones via web user interface, you require a user name and password for access. For 

a user, the default user name and password are ǰuserǱ (case-sensitive). For an administrator, the default 

user name and password are ǰadminǱ (case-sensitive). 

Topics 

Accessing the Web User Interface 

Quick Login Configuration  

Web Server Type Configuration 

Accessing the Web User Interface  

Procedure  

1. Find the phone IP address. Press the OK key when the phone is idle or navigate to Menu ->Status 

on the phone. 

2. Enter the IP address in the address bar of a web browser on your PC. 

For example, for IPv4: http://192.168.0.10 or 192.168.0.10; for IPv6: 

http://[2005:1:1:1:215:65ff:fe64:6e0a] or [2005:1:1:1:215:65ff:fe64:6e0a] 

3. Enter the user name and password. 

4. Click Login . 

Related Topic s 

Web Server Type Configuration 

User and Administrator  Identification  
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Quick Login Configuration  

You can access to web user interface quickly using the request URI 

ǰhttps://username:password@phoneIPAddressǱ (for example, https://admin:admin@192.168.0.10). It will 

locate you in the Status  web page after accessing the web user interface. It is helpful to quickly log into 

the web user interface without entering the username and password in the login page . 

Yealink IP phones support domain name customization. You can use a custom domain name to access 

the web user interface. 

Note  

Accessing the web user interface by request URI may be restricted by the web explorer (e.g., Internet 

Explorer). 

For security purposes, we recommend you to use this feature in a secure network environment. 

The following table lists the parameter you can use to configure quick login . 

Parameter  wui.quick_login <y0000000000xx>.cfg 

Description  
It enables or disables the quick login feature. 

Note : It works only if ǰstatic.wui.https_enableǱ is set to 1 (Enabled). 

Permitted 

Values 

0-Disabled 

1-Enabled, you can quickly log into the web user interface using a request URI (for 

example, https://admin:admin@192.168.0.10). 

Default  0 

Parameter  wui.secure_domain_list <y0000000000xx>.cfg 

Description  

It configures the valid domain name to access the web user interface of the IP phone. 

Multiple domain nam es are separated by semicolons. 

Example : 

wui.secure_domain_list = test.yealink.com 

You are only allowed to use test.yealink.com or IP address to access the web user 

interface of the IP phone. 

Note : To use a domain name to access the web user interface of the IP phone, make 

sure your DNS server can resolve the domain name to the IP address of the IP phone. 

Permitted 

Values 

String 

If it is left blank, you are only allowed to use IP address to access the web user 

interface of the IP phone. 

If it is set to ǰanyǱ, you can use IP address or any domain name to access the web user 

interface of the IP phone. 

Default  any 
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Web Server Type Configuration  

Yealink IP phones support both HTTP and HTTPS protocols for accessing the web user interface. You can 

configure the web server type. Web server type determines access protocol of the web user interface. If 

you disable to access web user interface using the HTTP/HTTPS protocol , both you and the user cannot 

access the web user interface. 

The following table lists the parameters you can use to configure web server type. 

Parameter  static.wui.http_enable[1] <y0000000000xx>.cfg 

Description  
It enables or disables the user to access the web user interface of the IP phone using 

the HTTP protocol. 

Permitted 

Values 

0-Disabled 

1-Enabled 

Default  1 

Web UI  Network->Advanced->Web Server->HTTP 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->Web Server->HTTP Status  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

 Menu->Settings->Advanced Settings (default password: admin) ->Network->Web 

Server->HTTP Status 

Parameter  static.network.port.http [1] <y0000000000xx>.cfg 

Description  
It configures the HTTP port for the user to access the web user interface of the IP 

phone using the HTTP protocol. 

Permitted 

Values 
Integer from 1 to 65535 

Default  80 

Web UI  Network->Advanced->Web Server->HTTP Port (1~65535) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->Web Server->HTTP Port 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) ->Network ->Web 

Server->HTTP Port 

Parameter  static.wui.https_enable[1] <y0000000000xx>.cfg 

Description  
It enables or disables the user to access the web user interface of the IP phone using 

the HTTPS protocol. 

Permitted 0-Disabled 
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Values 1-Enabled 

Default  1 

Web UI  Network->Advanced->Web Server->HTTPS 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->Web Server->HTTPS Status 

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) ->Network ->Web 

Server->HTTPS Status 

Parameter  static.network.port.https [1] <y0000000000xx>.cfg 

Description  
It configures the HTTPS port for the user to access the web user interface of the IP 

phone using the HTTPS protocol. 

Permitted 

Values 
Integer from 1 to 65535  

Default  443 

Web UI  Network->Advanced->Web Server->HTTPS Port (1~65535) 

Phone UI  

T54S/T52S/T48S/T48G/T46S/T46G/T29G: 

Menu->Advanced (default password: admin) ->Network ->Web Server->HTTPS Port  

T42G/T42S/T41P/T41S/T40P/T40G/T27P/T27G/T23P/T23G/T21(P) E2/T19(P) E2: 

Menu->Settings->Advanced Settings (default password: admin) ->Network ->Web 

Server->HTTPS Port 

[1]If you change this parameter, the IP phone will reboot to make the change take effect.  

Navigating the Web User Interface  

When you log into the web user interface successfully, the phone status is displayed on the first page of 

the web user interface. You can click the navigation bar to customize or click Log Out  to log out of the 

web user interface. 

The following figure is an example when you navigate to Settings ->Preference : 
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Importing CFG Configuration Files to Phone   

You can import the configuration files  from local to the IP phones via the web user interface. The 

configuration  files contain the changes for phone features, and these changes will take effect after 

importing.  

Procedure  

1. Navigate to Settings ->Configuration . 

2. In the Import CFG Configuration File  block, click Browse  to locate a CFG configuration file in your 

local system. 

3. Click Import to import the configuration file . 

Topic  

Configuration Files Import  URL Configuration 

Configuration Files  Import  URL Configuration  

The following table lists the parameters you can use to configure the configuration files import URL . 

Parameter  static.custom_mac_cfg.url <y0000000000xx>.cfg 

Description  It configures the access URL of the custom MAC-Oriented CFG file. 

Permitted 

Values 
URL within 511 characters 

Default  Blank 




















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































